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Foreword	
  by	
  The	
  Hon	
  Michael	
  Chertoff	
  
	
  

	
  
Last	
   July,	
  US	
   authorities	
   charged	
  Adnan	
   Shukrijumah,	
   a	
   senior	
   al	
  Qaeda	
   operative,	
  

with	
  enlisting	
  an	
  Afghan-­‐born	
  American	
   resident	
   in	
  a	
  plot	
  to	
  detonate	
  bombs	
  on	
  the	
  New	
  
York	
  subway	
  system	
  in	
  2009.	
   	
  That	
  plot	
  was	
  not	
  an	
   isolated	
  event,	
  however.	
   	
  Shukrijumah	
  
was	
  also	
  linked	
  to	
  a	
  plan	
  to	
  destroy	
  a	
  shopping	
  centre	
  in	
  Manchester	
  that	
  was	
  disrupted	
  by	
  
British	
  authorities	
  in	
  2009.	
  
	
  
	
   Coincidentally,	
   during	
   the	
   same	
   week,	
   a	
   British	
   judge	
   sentenced	
   three	
   violent	
  
Islamist	
  extremists	
   for	
  planning	
   to	
   detonate	
  explosives	
  on	
  airliners	
   flying	
   from	
   the	
  United	
  
States	
  to	
  North	
  America	
  in	
  August	
  2006.	
  	
  That	
  airline	
  plot	
  was	
  originally	
  disrupted	
  through	
  
joint	
   British-­‐American	
   action,	
   thus	
   averting	
   what	
   would	
   have	
   been	
   the	
   worst	
   attack	
   on	
  
either	
  country	
  since	
  September	
  11,	
  2001.	
  
	
  
	
   These	
  events	
  underscore	
  several	
  fundamental	
  truths	
  about	
  the	
  terrorist	
  threat	
  which	
  
is	
  faced	
  by	
  both	
  the	
  United	
  States	
  and	
  the	
  United	
  Kingdom.	
  	
  First,	
  both	
  countries	
  are	
  high	
  on	
  
the	
  target	
  list	
  of	
  al	
  Qaeda	
  and	
  similar	
  ideological	
  groups.	
  	
  Second,	
  the	
  process	
  of	
  planning,	
  
supporting	
   and	
   executing	
   terrorist	
   acts	
   is	
   fully	
   globalized	
   –	
   the	
   operatives	
   are	
   often	
   legal	
  
residents	
  or	
  citizens	
  of	
  America	
  and	
  Britain,	
  but	
  the	
  threads	
  of	
  support	
  find	
  their	
  way	
  back	
  
to	
  south	
  Asia	
  or	
  other	
  locations	
  where	
  seasoned	
  terrorist	
  leaders	
  provide	
  training	
  and	
  other	
  
assistance.	
   	
  Third,	
  preventing	
  these	
  plots	
   from	
  achieving	
  success	
  requires	
  a	
  high	
  degree	
  of	
  
information	
  sharing	
  and	
  coordination	
  between	
  the	
  authorities	
  of	
  both	
  the	
  US	
  and	
  the	
  UK,	
  as	
  
well	
  as	
  among	
  other	
  allies	
  around	
  the	
  world.	
  
	
  
	
   For	
   these	
   reasons,	
   the	
   United	
   States	
   and	
   the	
   United	
   Kingdom	
   share	
   a	
   strong	
  
common	
   interest	
   in	
   raising	
   our	
   counter-­‐terrorism	
   capabilities	
   and	
   in	
   strengthening	
   our	
  
home	
  security.	
  	
  This	
   interest	
  transcends	
  changes	
  in	
  government,	
  as	
  does	
  the	
  historic	
  bond	
  
between	
  our	
  countries.	
  	
  At	
  the	
  same	
  time,	
  while	
  our	
  affinity	
  is	
  unchanged,	
  the	
  nature	
  of	
  the	
  
threat	
   continues	
   to	
   evolve,	
   which	
   means	
   that	
   our	
   homeland	
   security	
   strategy	
   must	
  
continually	
  adapt	
  as	
  well.	
  
	
  
	
   What	
  are	
  the	
  fundamentals	
  of	
  that	
  security	
  strategy?	
  
	
  
	
   First,	
  we	
  must	
  acknowledge	
  that	
  the	
  threat	
   is	
  grounded	
   in	
   ideology.	
   	
  Underpinning	
  
the	
   variety	
   of	
   radical	
   groups	
   from	
   al	
   Qaeda	
   to	
   al	
   Shabab	
   in	
   Somalia	
   to	
   al	
   Qaeda	
   in	
   the	
  
Mahgreb	
   is	
   a	
   shared	
   belief	
   that	
   merges	
   a	
   deeply	
   distorted	
   interpretation	
   of	
   Islam	
   with	
  
strands	
   of	
   20th	
   century	
   totalitarianism	
   and	
   Manicheanism.	
   	
   That	
   ideology	
   must	
   be	
  
challenged	
   not	
   only	
   by	
   our	
   respective	
   governments,	
   but	
   by	
   mainstream	
   Muslim	
  
communities	
  whose	
  young	
  people	
  are	
  often	
  targeted	
  by	
  terrorist	
  recruiters.	
  
	
  
	
   Second,	
   counterterrorism	
   must	
   employ	
   all	
   the	
   tools	
   of	
   our	
   respective	
   national	
  
powers	
  in	
  defeating	
  and	
  disrupting	
  terrorist	
  operations.	
  	
  Sometimes,	
  this	
  involves	
  the	
  use	
  of	
  
military	
  forces,	
  as	
  on	
  the	
  ground	
  in	
  Afghanistan.	
  	
  Other	
  times	
  it	
  means	
  relying	
  upon	
  sensitive	
  
community	
   policing	
   to	
   give	
   warning	
   about	
   terror	
   activity	
   that	
   may	
   be	
   brewing	
   in	
   the	
  
neighborhoods	
  of	
  our	
  own	
  countries.	
  	
  The	
  use	
  of	
  technology	
  to	
  detect	
  threats	
  is	
  critical	
  to	
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this	
   effort,	
   as	
   is	
   the	
   collection	
   of	
   intelligence	
   from	
   all	
   sources	
   that	
   reveal	
   the	
   financing,	
  
travel,	
   and	
   communication	
   of	
   terrorist	
   groups.	
   	
   Yet	
   equally	
   important	
   is	
   the	
   fostering	
   of	
  
resilience	
  that	
  mitigates	
  the	
  damage	
  of	
  a	
  terrorist	
  attack	
  when	
  it	
  actually	
  occurs.	
  
	
  
	
   Third,	
   legal	
   authorities	
   must	
   be	
   revised	
   to	
   face	
   the	
   danger	
   of	
   a	
   world	
   in	
   which	
  
security	
   threats	
   no	
   longer	
   resolve	
   themselves	
   neatly	
   into	
   the	
   categories	
   of	
   either	
  war	
   or	
  
crime.	
  	
  Just	
  as	
  quantum	
  physics	
  teaches	
  that	
  a	
  particle	
  can	
  simultaneously	
  be	
  located	
  at	
  an	
  
infinite	
  number	
  of	
  points,	
  modern	
  homeland	
  security	
  doctrine	
  demonstrates	
  that	
  a	
  terrorist	
  
can	
   simultaneously	
  be	
   regarded	
  as	
  an	
  unlawful	
   belligerent,	
   a	
   criminal,	
   and	
  even	
  a	
   traitor.	
  	
  
The	
   legal	
   process	
   and	
   the	
   immigration	
   process	
   must	
   be	
   examined	
   and	
   adapted	
   to	
   the	
  
challenge	
  of	
  protecting	
  our	
  populations	
  against	
  unrepentant	
  and	
  uninhibited	
  purveyors	
  of	
  
mass	
  violence.	
  
	
  
	
   Finally,	
   homeland	
   security	
   requires	
   a	
   truly	
   national	
   effort,	
   engaging	
   national	
   and	
  
local	
   authorities	
   as	
   well	
   as	
   the	
   private	
   sector.	
   	
   Fighting	
   a	
   terrorist	
   network	
   requires	
   a	
  
network	
   of	
   good	
   citizenship	
   –	
   one	
  which	
   relies	
   not	
   only	
   on	
   government	
   but	
   on	
   personal	
  
responsibility	
   to	
   stay	
   alert;	
   give	
   warning;	
   get	
   prepared	
   for	
   an	
   emergency;	
   and	
   work	
  
cooperatively	
  to	
  strengthen	
  society.	
  
	
  
	
   As	
  we	
  develop	
  a	
  security	
  architecture	
  for	
  the	
  21st	
  century,	
  this	
  report	
  and	
  the	
  issues	
  
examined	
  therein	
  provide	
  ample	
  fodder	
  for	
  a	
  necessary	
  and	
  ongoing	
  debate.	
  	
  	
  	
  
	
  
The	
  Honourable	
  Michael	
  Chertoff	
  served	
  as	
  Secretary	
  of	
  the	
  U.S.	
  Department	
  of	
  Homeland	
  
Security	
   from	
  2005	
   to	
  2009	
  and	
   is	
   the	
  Co-­‐founder	
  and	
  Managing	
  Principal	
  of	
  The	
  Chertoff	
  
Group.	
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Executive	
  Summary	
  and	
  Recommendations	
  
	
  

The	
  Security	
  Environment	
  
	
  
• In	
  an	
  interconnected	
  world	
  of	
  networks,	
  with	
  the	
  citizen	
  as	
  the	
  referent	
  object	
  of	
  security	
  

and	
  new	
  threats	
  that	
  can	
  cascade	
  to	
  cause	
  huge	
  systemic	
  disruption	
  and	
   in	
  many	
  cases	
  
blur	
   the	
   distinction	
   between	
   traditional	
   threats	
   to	
   the	
   state	
   on	
   an	
   external	
   basis	
   and	
  
domestic	
  security,	
  it	
  is	
  clear	
  that	
  effective	
  Homeland	
  Security	
  must	
  play	
  a	
  vital	
  part	
  in	
  the	
  
overall	
   picture	
   of	
   keeping	
   Britain	
   safe.	
   	
   The	
   UK	
   Government	
   understands	
   this	
   new	
  
security	
   environment	
   well,	
   as	
   evidenced	
   by	
   the	
   progression	
   and	
   refinement	
   of	
   the	
  
concept	
   in	
   successive	
   National	
   Security	
   Strategies.	
   	
   The	
   concept	
   which	
   guides	
   the	
  
Government	
  in	
  responding	
  to	
  the	
  challenge	
  of	
  keeping	
  Britain	
  secure	
  in	
  the	
  21st	
  Century	
  
–	
  the	
   idea	
  of	
  building	
  and	
  promoting	
   ‘Resilience’	
  –	
   is	
  an	
  appropriate	
  and	
  generally	
  well	
  
conceived	
  strategic	
  framework	
  through	
  which	
  to	
  ensure	
  a	
  secure	
  UK	
  homeland.	
  	
  	
  

	
  

Counter-­‐Terrorism	
  	
  
	
  

• Terrorism	
   continues	
   to	
   be	
   a	
   primary	
   threat	
   to	
  UK	
  Homeland	
   Security,	
   requiring	
   urgent	
  
and	
  sustained	
  attention.	
   	
   In	
  response	
  to	
  the	
  rapid	
  emergence	
  of	
  this	
  threat,	
   the	
  United	
  
Kingdom	
  has	
  built	
  one	
   of	
   the	
  world’s	
  most	
   respected	
  counter-­‐terror	
  apparatuses	
  at	
  an	
  
impressive	
   speed.	
   	
   This	
   process	
   eventually	
   saw	
   the	
   Office	
   for	
   Security	
   and	
   Counter-­‐
terrorism	
  (OSCT)	
  emerge	
  as	
  the	
  preeminent	
  point	
  of	
  oversight	
  and	
  implementation	
  of	
  the	
  
UK’s	
   counter-­‐terror	
   strategy	
   (CONTEST).	
   	
  Well	
   funded	
   and	
   of	
   genuine	
   consequence	
   for	
  
Britain’s	
  security,	
  the	
  OSCT	
  has	
  thus	
  proved	
  a	
  powerful	
  force	
  inside	
  government.	
  	
  	
  	
  
	
  
Serious	
  questions	
  were	
  raised	
  however	
  both	
  over	
  constituent	
  parts	
  of	
  CONTEST	
  as	
  well	
  
as	
  the	
  OSCT’s	
  role	
  in	
  shaping	
  and	
  delivering	
  the	
  strategy.	
  	
  A	
  major	
  focus	
  of	
  concern	
  were	
  
disagreements	
   over	
   strategies	
   against	
   radicalisation	
   and	
   resultant	
   decisions	
   over	
   the	
  
parameters	
   government	
   should	
   adhere	
   to	
   when	
   identifying	
   community	
   groups	
   and	
  
external	
  actors	
  for	
  engagement,	
  as	
  well	
  as	
  calibrating	
  the	
  wider	
  rules	
  of	
  participation	
  in	
  
public	
  debate	
  by	
  those	
  whose	
  stated	
  aims	
  are	
  not	
  conducive	
  to	
  social	
  cohesion	
  and	
  our	
  
homeland	
  security.	
  	
  	
  
	
  
These	
   concerns	
   focus	
   in	
   particular	
   on	
   the	
   Preventing	
   Violent	
   Extremism	
   part	
   of	
   the	
  
CONTEST	
   strategy	
   where	
   there	
   exists	
   a	
   deep	
   gulf	
   between	
   the	
   current	
   and	
   previous	
  
governments	
  in	
  approach.	
  	
  	
  The	
  Home	
  Secretary’s	
  new	
  guidelines,	
  which	
  call	
  for	
  a	
  shift	
  in	
  
focus	
   from	
   combating	
   extremists	
   who	
   engage	
   specifically	
   in	
   violence	
   only	
   to	
   a	
   much	
  
broader	
   conception	
   of	
   the	
   threat	
   of	
   extremism	
   to	
   the	
   UK	
   both	
   from	
   UK	
   citizens	
   and	
  
residents	
  as	
  well	
  as	
  from	
  foreign	
  visitors,	
  is	
  a	
  welcome	
  and	
  overdue	
  development.	
  	
  Other	
  
parts	
  of	
  the	
  strategy	
  are	
  also	
  in	
  the	
  process	
  of	
  being	
  streamlined,	
  though	
  it	
  is	
  too	
  early	
  to	
  
pass	
  judgement	
  on	
  their	
  resultant	
  calibration.	
  
	
  

 The	
  Coalition	
  Government’s	
  new	
  approach	
  to	
  Preventing	
  Violent	
  Extremism	
  is	
  
a	
  constructive	
  adjustment	
  to	
  CONTEST	
  policy.	
  	
  	
  The	
  Government	
  must	
  ensure	
  
that	
  these	
  directives	
  are	
  adopted	
  and	
  implemented	
  throughout	
  the	
  relevant	
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departments	
  and	
  must	
  further	
  ensure	
  that	
  all	
  personnel	
  leading,	
  or	
  engaged	
  
in,	
   the	
   development	
   and	
   delivery	
   of	
   CONTEST	
   are	
   acting	
   in	
   line	
   with	
   its	
  
directives.	
  	
  
	
  

 The	
  Government	
  must	
  finally	
  tackle	
  the	
  serious	
  problem	
  of	
  radicalisation	
  on	
  
university	
   campuses	
   with	
   utmost	
   urgency.	
   	
   The	
   situation	
   that	
   has	
   been	
  
allowed	
  to	
  develop	
  is	
  unsustainable.	
  	
  It	
  endangers	
  our	
  security	
  at	
  home	
  and	
  
has	
   international	
   implications	
   that	
   are	
   serious	
   enough	
   to	
   threaten	
   our	
  
alliance	
  relationships.	
  	
  We	
  are	
  concerned	
  that	
  despite	
  damning	
  evidence	
  of	
  a	
  
problem,	
   little	
   progress	
   has	
   been	
   made	
   in	
   developing	
   an	
   effective	
  
programme	
  to	
  address	
  this	
  issue.	
  	
  	
  

	
  

The	
  National	
  Security	
  Strategy	
  
	
  
• The	
  National	
  Security	
  Strategy	
  (NSS),	
  whilst	
  improving	
  year	
  on	
  year	
  since	
  its	
  inception	
  in	
  

2008	
  can	
  at	
  best	
  be	
  considered	
  a	
  work	
  in	
  progress.	
  	
  The	
  2010	
  iteration	
  makes	
  important	
  
headway	
  on	
  the	
  shortcomings	
  of	
  the	
  previous	
  versions	
  but	
  still	
  falls	
  far	
  short	
  of	
  what	
  an	
  
NSS	
   should	
   be.	
   	
   The	
   latest	
   version	
   builds	
   on	
   previous	
   iterations	
   to	
   offer	
   an	
   accurate	
  
assessment	
  and	
  understanding	
  of	
  the	
  21st	
  Century	
  security	
  environment,	
  further	
  coupled	
  
to	
   an	
   understanding	
   of	
   the	
   cross-­‐government	
   effort	
   required	
   to	
   ensure	
   UK	
   homeland	
  
security	
   in	
   this	
   context,	
  which	
   is	
  now	
  deeply	
  built	
   into	
  government	
   thinking.	
   	
   It	
   further	
  
addresses	
   one	
   major	
   criticism	
   of	
   previous	
   versions	
   in	
   offering	
   a	
   methodology	
   for	
   the	
  
prioritisation	
  of	
  threats.	
  	
  	
  
	
  

• However,	
   the	
   document	
   is	
   still	
  mostly	
   concerned	
  with	
   the	
   organisation	
   of	
   government	
  
and	
  whilst	
   there	
  are	
  many	
  welcome	
   initiatives	
   in	
   it	
   stated	
  with	
  great	
   fervour,	
  both	
   the	
  
NSS	
  and	
  the	
  Strategic	
  Defence	
  and	
  Security	
  Review	
  are	
  woefully	
  low	
  on	
  detail	
  on	
  virtually	
  
every	
   initiative	
   and	
   resolution	
   contained	
   therein.	
   	
   Ultimately	
   the	
   documents	
   fail	
   to	
  
provide	
  any	
  coherent	
  strategy	
  –	
  giving	
  specific	
  direction	
  to	
  specific	
  desired	
  outcomes	
  but	
  
instead	
   opting	
   for	
   broad,	
   bland	
   statements	
   of	
   intent	
   that	
   are	
   mostly	
   welcome	
   in	
  
principle,	
   but	
   largely	
  meaningless	
  without	
   detail	
   –	
   and	
   ultimately	
   do	
   not	
   amount	
   to	
   a	
  
strategy.	
  	
  	
  

	
  
 In	
   light	
   of	
   the	
   shortcomings	
   of	
   the	
   2010	
   NSS	
   and	
   SDSR,	
   the	
   Government’s	
  

pledges	
  on	
  the	
  monitoring	
  of	
  its	
  implementation	
  are	
  welcome.	
  	
  However,	
  the	
  
Government	
   should	
   resolve	
   to	
   shorten	
   the	
   five-­‐year	
   review	
  period	
   the	
  NSS	
  
and	
   SDSR	
   stipulate.	
   	
   The	
   current	
   strategy	
   documents	
   are	
   not	
   a	
   satisfactory	
  
basis	
   for	
   the	
  UK’s	
  Homeland	
  Security	
   strategy	
   for	
   the	
   next	
   five	
   years.	
   	
   The	
  
Government	
   should	
   consider	
   mandating	
   a	
   bi-­‐annual	
   National	
   Security	
  
Review,	
   and	
   in	
   the	
   meantime	
   must	
   use	
   every	
   opportunity,	
   formal	
   and	
  
informal,	
   to	
  furnish	
  further	
  detail	
  on	
  the	
  many	
   initiatives	
   the	
  2010	
  NSS	
  and	
  
SDSR	
  contain.	
  	
  	
  	
  
	
  	
  	
  

 The	
   process	
   through	
   which	
   the	
   2010	
   NSS	
   and	
   SDSR	
   emerged	
   was	
   deeply	
  
unsatisfactory.	
  	
  Too	
  much	
  was	
  done	
  in	
  too	
  little	
  time,	
  consultations	
  were	
  not	
  
extensive	
   enough	
   and	
   it	
   presents	
   a	
   lost	
   opportunity	
   for	
   a	
   sophisticated	
  
debate	
   about	
   the	
   internal	
   and	
   external	
   defence	
   of	
   the	
   United	
   Kingdom,	
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something	
   reflected	
   in	
   the	
   weakness	
   of	
   the	
   published	
   documents	
   which	
  
amount	
  less	
  to	
  a	
  strategy	
  than	
  a	
  vague	
  plan.	
  	
  	
  The	
  Government	
  must	
  ensure	
  
that	
   future	
   reviews	
   of	
   National	
   and	
   Homeland	
   Security	
   Strategy	
   are	
  
conducted	
   with	
   the	
   requisite	
   time,	
   breadth	
   and	
   authority	
   so	
   as	
   to	
   finally	
  
produce	
   a	
   document	
   fit	
   to	
   truly	
   give	
   detailed	
   direction	
   on	
   the	
   strategy	
  
employed	
  to	
  protect	
  the	
  United	
  Kingdom.	
  	
  	
  

	
  

The	
  Cyber	
  Security	
  Strategy	
  
	
  
• The	
  UK	
  Cyber	
  Security	
  Strategy	
  is,	
  on	
  balance,	
  on	
  the	
  right	
  track.	
  	
  New,	
  specific	
   funding	
  

has	
   been	
   allocated	
   to	
   tackle	
   this	
   urgent	
   threat.	
   	
   However,	
   as	
  with	
   the	
  NSS	
   in	
   general,	
  
there	
  is	
  an	
  acute	
  lack	
  of	
  detail	
  in	
  the	
  SDSR	
  about	
  the	
  planned	
  initiatives	
  and	
  how	
  they	
  will	
  
interoperate.	
   	
   	
   Whilst	
   work	
   is	
   evidently	
   underway	
   to	
   address	
   this,	
   it	
   is	
   clear	
   that	
  
stakeholders	
  remain	
  unsure	
  of	
  the	
  strategy’s	
  detailed	
  roadmap.	
  	
  

	
  
 We	
   urge	
   the	
   Government	
   to	
   continue	
   to	
   provide	
   more	
   information	
   on	
   the	
  

details	
  of	
  the	
  new	
  initiatives	
  now	
  under	
  way	
  to	
  protect	
  UK	
  Cyber	
  Space.	
  	
  This	
  is	
  
especially	
  crucial	
  in	
  an	
  area	
  that	
  is	
  acknowledged	
  to	
  depend	
  on	
  a	
  wide	
  range	
  of	
  
stakeholders,	
  not	
   least	
   in	
   the	
  private	
   sector.	
   	
  Particular	
  attention	
   should	
  also	
  
be	
  paid	
  to	
  the	
  realities	
  of	
   interoperation	
  between	
  the	
  various	
  components	
  of	
  
the	
   government	
   apparatus	
   dealing	
   with	
   this	
   area,	
   by	
   way	
   of	
   monitoring	
   its	
  
overall	
   effectiveness.	
   	
   It	
   is	
   important	
   that	
   the	
   next	
   update	
   on	
   the	
   Cyber	
  
Security	
  Strategy	
  provides	
  the	
  details	
  behind	
  the	
  policies	
  set	
  out	
  in	
  the	
  NSS	
  and	
  
SDSR	
  and	
  the	
  consultations	
  currently	
  underway.	
  	
  	
  
	
  

 The	
   Government	
   should	
   further	
   consider	
   the	
   creation	
   of	
   a	
   senior	
   role	
  
overseeing	
  Cyber	
  Security	
  with	
  requisite	
  authority	
  to	
  oversee	
  the	
  integration	
  of	
  
its	
   new	
   initiatives	
   and	
   ensure	
   this	
   crucial	
   issue	
   area	
   enjoys	
   the	
   leadership	
   it	
  
requires.	
  

	
  

The	
  Organisation	
  of	
  Government	
  
	
  
• The	
  new	
  Government	
  has	
  conducted	
  a	
  far-­‐reaching	
  and	
  extensive	
  reorganisation	
  of	
  the	
  

apparatus	
  dealing	
  with	
  national	
  and	
  homeland	
  security	
  at	
  the	
  top	
  of	
  government.	
   	
  The	
  
creation	
   of	
   the	
   National	
   Security	
   Council	
   (NSC),	
   as	
   well	
   as	
   the	
   streamlining	
   of	
   various	
  
bodies	
  under	
  the	
  National	
  Security	
  Secretariat	
  in	
  the	
  Cabinet	
  Office	
  represent	
  potentially	
  
good	
  architecture.	
  	
   	
  They	
  constitute	
  an	
  attempt	
  to	
  create	
  a	
  structure	
  appropriate	
  to	
  the	
  
challenge,	
   which	
   both	
   retains	
   the	
   Lead	
   Government	
   Department	
   model	
   the	
   United	
  
Kingdom	
   has	
   long	
   executed	
   in	
   regard	
   to	
   Homeland	
   Security,	
   but	
   combines	
   this	
   with	
   a	
  
strong	
  centre	
  that	
  is	
  intended	
  to	
  set	
  and	
  co-­‐ordinate	
  policy	
  across	
  government.	
  	
  	
  
	
  

 As	
   with	
   any	
   reorganisation	
   of	
   government,	
   questions	
   have	
   arisen	
   over	
   the	
  
practical	
  realities	
  behind	
  the	
  newly	
  created	
  structures.	
  	
  There	
  is	
  some	
  concern	
  
that	
  the	
  NSC,	
  though	
  involved	
  in	
  all	
  major	
  relevant	
  parts	
  of	
  the	
  policy	
  process,	
  
has	
  not	
  established	
  as	
  much	
  authority	
  as	
  intended	
  and	
  fulfils	
  its	
  co-­‐ordinating	
  
role	
   without	
   much	
   input	
   into	
   the	
   overall	
   policy	
   direction.	
   	
   We	
   urge	
   the	
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Government	
   to	
   put	
   sufficient	
   political	
   support	
   behind	
   the	
   new	
   structures	
   to	
  
ensure	
  they	
  establish	
  themselves	
  as	
  the	
  central	
  authority	
  on	
  security	
  matters	
  
they	
  were	
  designed	
  to	
  present.	
  	
  It	
  is	
  additionally	
  important	
  that	
  the	
  capacities	
  
for	
   strategic	
   assessment	
   and	
   analysis	
   intended	
   to	
   be	
   embedded	
   in	
   the	
   new	
  
structures	
   are	
   fully	
   developed	
   and	
   integrated	
   in	
   line	
   with	
   the	
   vision	
   the	
  
Government	
  has	
  set	
  out.	
  	
  	
  

	
  

The	
  Armed	
  Forces	
  	
  
	
  
• We	
   welcome	
   the	
   Government’s	
   intention	
   to	
   create	
   a	
   permanent	
   homeland	
   security	
  

armed	
  forces	
  capability	
  but	
  are	
  concerned	
  at	
  the	
  lack	
  of	
  detail	
  contained	
  in	
  the	
  NSS	
  and	
  
SDSR	
  to	
  that	
  end.	
  	
  	
  
	
  

 The	
  Government	
  must	
  urgently	
  clarify	
  the	
  exact	
  nature	
  of	
  this	
  capability	
  and	
  
ensure	
   that	
   its	
   implementation	
   is	
   devised	
   to	
   facilitate	
  maximum	
   integration	
  
between	
  the	
  civilian	
  and	
  military	
  homeland	
  security	
  capabilities.	
  	
  

	
  

Legislation	
  
	
  
• Legislation	
   relevant	
   to	
   Homeland	
   Security	
   is	
   an	
   on-­‐going	
   concern.	
   	
   Those	
   witnesses	
  

tasked	
   with	
   protecting	
   the	
   United	
   Kingdom	
   all	
   agreed	
   that	
   sufficient	
   powers	
   were	
   in	
  
place	
   to	
   be	
   effective	
   against	
   the	
   relevant	
   threats,	
   but	
   there	
  was	
  widely	
   noted	
   unease	
  
about	
  the	
  misuse	
  of	
  legislation	
  and	
  the	
  associated	
  corrosion	
  of	
  public	
  trust.	
  
	
  

 We	
   commend	
   the	
   Government	
   for	
   having	
   taken	
   immediate	
   action	
   in	
   this	
  
regard	
  by	
  conducting	
  a	
  high-­‐profile	
  review	
  and	
  introducing	
  new	
  legislation,	
  the	
  
calibration	
  of	
  which	
  appears	
  well	
   conceived	
   in	
   principle,	
  both	
  with	
  a	
  view	
   to	
  
reassuring	
   the	
   public	
   as	
   well	
   as	
   in	
   terms	
   of	
   enabling	
   the	
   continued	
  
safeguarding	
  of	
  the	
  UK.	
  	
  It	
  is	
  vital	
  that	
  the	
  changes	
  and	
  the	
  measures	
  necessary	
  
are	
   explained	
   with	
   an	
   effective	
   and	
   credible	
   campaign	
   of	
   public	
   messaging.	
  	
  
Public	
   confidence	
   is	
   paramount	
   to	
   the	
   Government’s	
   efforts	
   and	
   it	
   must	
   do	
  
everything	
  in	
  its	
  power	
  to	
  retain	
  it.	
  	
  	
  

	
  

Academia	
  /	
  Industry	
  	
  
	
  
• There	
   is	
   an	
   evident	
   problem	
   of	
   engagement	
   on	
   Homeland	
   Security	
   policy	
   between	
  

government	
  and	
  other	
  actors.	
  	
  
	
  

 The	
  Government	
   should	
   investigate	
  ways	
   to	
   formalise	
  Academia’s	
   input	
   into	
  
the	
  policy	
  process	
  by	
   revisiting	
  high-­‐level	
   structures	
   such	
  as	
  SAPER	
   (Scientific	
  
Advisory	
   Panel	
   for	
   Emergency	
   Response)	
   which	
   have	
   seemingly	
   been	
  
abandoned	
   in	
   favour	
   of	
   an	
   ad	
   hoc	
   approach.	
   	
   There	
   appears	
   to	
   be	
   little	
  
coherence	
   or	
   funding	
   to	
   any	
   Government	
   strategy	
   for	
   engagement	
   with	
  
Academia	
   in	
   the	
   context	
   of	
   Homeland	
   Security.	
   	
   Vague	
   pledges	
   in	
   the	
   2010	
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SDSR	
  will	
  need	
  to	
  be	
  followed	
  up	
  with	
  concerted	
  action	
  to	
  utilise	
  our	
  capital	
  in	
  
the	
  form	
  of	
  academic	
  excellence	
  to	
  its	
  full	
  extent.	
  	
  	
  
	
  

 Similarly,	
  the	
  Government	
  should	
  improve	
  its	
  efforts	
  to	
  engage	
  with	
  Industry.	
  	
  
There	
   is	
   too	
   little	
   elucidation	
   of	
   the	
   wider	
   constituent	
   problems	
   underlying	
  
Government	
  requirements	
  and	
  too	
  much	
  fragmentation	
  in	
  procurement.	
  	
  	
  

	
  
The	
  Government	
   should	
  consider	
   setting	
  up	
  a	
   forum	
  on	
  a	
  broader	
  basis	
   than	
  
the	
   current	
   liaison	
   through	
   the	
  Home	
  Office	
   to	
   interface	
  with	
   Industry.	
   	
   This	
  
could	
   also	
   play	
   a	
   vital	
   role	
   to	
   serve	
   as	
   a	
   rapid	
   reaction	
   convention	
   during	
   a	
  
serious	
  emergency.	
  
	
  

 Business	
  resilience	
  is	
  a	
  serious	
  concern	
  and	
  the	
  Government’s	
  vague	
  initiatives	
  
are	
   unlikely	
   to	
   address	
   the	
   factors	
   behind	
   this	
   problem.	
   	
   We	
   urge	
   the	
  
Government	
  to	
  work	
  with	
  Business	
   to	
  devise	
  a	
  more	
  comprehensive	
  strategy	
  
to	
  address	
  this	
  problem.	
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1	
  Introduction	
  
	
  

Background	
  
	
  

The	
  All	
  Party	
  Parliamentary	
  Group	
  on	
  Homeland	
  Security	
   (APPG	
  HS)	
  was	
  formed	
   in	
  
2009	
   to	
   research	
   into	
   the	
  complex	
   challenges	
  of	
   keeping	
  Britain	
   secure	
   in	
   the	
   face	
  of	
   the	
  
security	
  environment	
  of	
  the	
  21st	
  Century.	
  	
  The	
  APPG	
  HS’	
  aim	
  is	
  to	
  serve	
  as	
  a	
  cross-­‐partisan	
  
Parliamentary	
  forum	
  for	
  the	
  exchange	
  of	
   ideas	
  and	
  examination	
  of	
  policy,	
   to	
   integrate	
  the	
  
best	
  thinking	
  and	
  practices	
  from	
  across	
  the	
  world	
  and	
  promote	
  consensus	
  on	
  sound	
  policies	
  
to	
  secure	
  the	
  British	
  homeland.	
  
	
  

The	
  Report	
  
	
  

With	
   the	
   above	
   in	
   mind,	
   the	
   Officers	
   of	
   the	
   APPG	
   HS	
   resolved	
   to	
   commission	
   an	
  
inaugural	
   report	
   assessing	
   current	
   British	
   Homeland	
   Security	
   strategy	
   and	
   investigating	
  
solutions	
   that	
   could	
  make	
   policy	
  more	
   effective	
   in	
   areas	
   of	
   key	
   concern.	
   	
   The	
   aim	
  of	
   the	
  
report	
  is	
  to	
  identify	
  areas	
  of	
  focus	
  for	
  the	
  APPG	
  HS’	
  agenda	
  going	
  forward.	
  	
  Whilst	
  it	
   is	
  not	
  
an	
   exhaustive	
   assessment	
   of	
   UK	
   Homeland	
   Security	
   as	
   a	
   subject	
   area,	
   it	
   collates	
   salient	
  
contributing	
  views	
  from	
  a	
  wide	
  range	
  of	
  stakeholders	
  on	
  a	
  range	
  of	
  key	
  constituent	
  subjects.	
  
	
  

In	
  response	
  to	
  the	
  Call	
   for	
  Evidence,	
  key	
  stakeholders	
  have	
  contributed	
  their	
  views	
  
to	
   the	
   report.	
   	
   Two	
   formal	
   oral	
   evidence	
   sessions	
   were	
   held	
   in	
   the	
   House	
   of	
   Commons,	
  
taking	
   evidence	
   from	
   current	
   and	
   former	
   Civil	
   Servants,	
   Academia	
   and	
   Industry.	
   	
  Written	
  
evidence	
  was	
  submitted	
  by	
  Academia	
  and	
   Industry	
  and	
  the	
  APPG	
  HS	
  received	
  background	
  
briefings	
   from	
   the	
   Home	
  Office	
   and	
   the	
   Cabinet	
   Office.	
   	
   Additionally,	
   a	
   small	
   number	
   of	
  
experts	
  contributed	
  views	
  on	
  a	
  formal	
  basis.	
  	
  A	
  number	
  of	
  other	
  people	
  in	
  Government,	
  the	
  
Civil	
  Service,	
  Think	
  Tanks	
  and	
  Academia	
  were	
  also	
  consulted	
  on	
  an	
  informal	
  basis.	
  	
  	
  	
  

	
  
Homeland	
   Security	
   is	
   an	
   extremely	
   complex,	
  wide	
   ranging	
   and	
   challenging	
   field	
   of	
  

enquiry	
   and	
   action.	
   	
   The	
   topic	
   covers	
   a	
   vast	
   range	
   of	
   issues,	
  where	
   threats	
   are	
   complex,	
  
evolving	
   and	
   at	
   times	
   ill-­‐defined.	
   	
   Constituent	
   problems	
   can	
   exhibit	
   an	
   unprecedented	
  
calibration	
   made	
   possible	
   only	
   by	
   the	
   evolving	
   realities	
   of	
   modern	
   life.	
   	
   As	
   such,	
   any	
  
discussion	
   on	
   the	
   topic	
   cannot	
   be	
   comprehensive	
   by	
   nature	
   and	
   will	
   inevitably	
   contain	
  
aspects	
  that	
  are	
  subject	
  to	
  evolution	
  and	
  change,	
  in	
  some	
  cases	
  rapidly.	
  	
  	
  
	
  

In	
   the	
   context	
   of	
   this	
   report,	
   major	
   changes	
   in	
   the	
   structure	
   of	
   the	
   government	
  
apparatus	
   that	
   deals	
   with	
   Homeland	
   Security	
   are	
   in	
   the	
   process	
   of	
   being	
   implemented.	
  	
  
These	
  have	
  been	
  examined	
  where	
  possible,	
  but	
  naturally	
  in	
  many	
  cases	
  their	
  effectiveness	
  
cannot	
  be	
  fully	
  assessed	
  until	
   the	
  restructured	
  apparatus	
  has	
  been	
  given	
  time	
  to	
  establish	
  
itself	
  and	
  reveal	
  its	
  real-­‐world	
  operational	
  impact.	
  	
  As	
  such,	
  in	
  light	
  of	
  the	
  continued	
  policy	
  
innovation,	
  the	
  report	
  offers	
  a	
  selective	
  snapshot	
  of	
  a	
  work	
  in	
  progress.	
  	
  It	
   is	
  evident	
  from	
  
National	
   Security	
   related	
   publications	
   of	
   previous	
   Governments	
   and	
   relevant	
   House	
   of	
  
Commons	
   Select	
   Committees	
   dealing	
  with	
   aspects	
   of	
   this	
   subject	
   that	
   the	
   dynamic	
   of	
   an	
  
ongoing	
  evolution	
  of	
  policy	
  and	
  government	
  apparatus	
  is	
  a	
  constant	
  feature	
  –	
  indeed,	
  pitfall	
  
–	
  of	
  dealing	
  with	
  the	
  subject	
  at	
  hand.	
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An	
  effort	
  has	
  been	
  made	
  to	
  organise	
  the	
  information	
  in	
  the	
  report	
  into	
  as	
  coherent	
  
and	
  concise	
  a	
  structure	
  as	
  possible.	
  Inevitably,	
  the	
  sections	
  do	
  not	
  always	
  divide	
  neatly,	
  but	
  
in	
   principle	
   the	
   document	
   progresses	
   from	
   an	
   examination	
   of	
   the	
   background	
   to	
   UK	
  
Homeland	
  Security	
  policy	
  to	
  a	
  discussion	
  of	
  the	
  strategy,	
  implementation	
  and	
  legislation	
  and	
  
then	
  proceeds	
  to	
  an	
  examination	
  of	
  a	
  number	
  of	
  stakeholders.	
  	
  	
  Oral	
  and	
  Written	
  Evidence	
  
is	
  reproduced	
  in	
  the	
  Appendices.	
  	
  	
  

	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  

	
  
	
  
	
  
	
  
	
  



12

	
  	
  

2	
  Conceptual	
  Background	
  
	
  

The	
  Security	
  Environment	
  
	
  

Despite	
  not	
  delivering	
  on	
   the	
  eternal	
  hopes	
   for	
   a	
  perpetual	
   liberal	
  peace,	
   the	
  new	
  
post	
  Cold	
  War	
  era	
  in	
  international	
  relations	
  did	
  have	
  a	
  profound	
  impact	
  both	
  on	
  the	
  reality	
  
and	
  analysis	
  of	
  International	
  Affairs.	
   	
  The	
  space	
  opened	
  up	
  by	
  the	
  end	
  of	
  the	
  superpower	
  
confrontation	
   meant	
   that	
   the	
   Academic	
   disciplines	
   that	
   were	
   previously	
   engaged	
   in	
  
struggling	
  to	
  understand	
  the	
  decidedly	
  traditional	
  ‘hard	
  security’	
  aspects	
  of	
  the	
  Cold	
  War	
  
–	
  states,	
  traditional	
  military	
  warfare,	
  decision	
  making	
  etc.	
  –	
  were	
  now	
  able	
  to	
  turn	
  their	
  
thoughts	
   towards	
   a	
   wider	
   definition	
   of	
   security.	
   	
   	
   The	
   traditional	
   concept	
   of	
   National	
  
Security	
   focuses	
   on	
   state-­‐based	
   threats	
   of	
   a	
   military	
   nature,	
   as	
   well	
   as	
   political	
   and	
  
economic	
   sources	
   of	
   insecurity,	
   but	
   it	
   is	
   preoccupied	
   essentially	
   with	
   upholding	
   the	
  
‘contract’	
   said	
   to	
   exist	
   in	
   classical	
   political	
   theory,	
   between	
   citizens	
   and	
   the	
   State,	
   chiefly	
  
amongst	
   which	
   is	
   the	
   State’s	
   duty	
   to	
   protect	
   its	
   citizens	
   by	
   subjugating	
   violence	
   and	
  
upholding	
   the	
   nature	
   of	
   the	
   society.	
   	
   As	
   such	
   the	
   referent	
   object	
   of	
   security	
   has	
  
traditionally	
  been	
  the	
  state.	
  	
  
	
  

In	
  addition,	
  other	
  areas	
  of	
  academic	
  enquiry	
  were	
  grappling	
  with	
  attempts	
  to	
  make	
  
sense	
   of	
   the	
   unprecedented	
   propagation	
   of	
   interconnections	
   on	
   a	
   global	
   scale	
   –	
  
‘Globalisation’	
   –	
   in	
   the	
   fields	
   of	
   technology,	
   communications	
   and	
   commerce,	
   and	
   the	
  
impact	
   these	
   had	
   on	
   flows,	
   positive	
   and	
  negative,	
   across	
   the	
   globe.	
   	
   The	
   academic	
   and	
  
policy	
  conceptions	
  these	
  new	
  realities	
  gave	
  rise	
  to	
  in	
  the	
  security	
  context	
  emerged	
  formally	
  
in	
   1994,	
   in	
   the	
   form	
   of	
   the	
   concept	
   of	
   ‘Human	
   Security’	
   which	
   made	
   its	
   first	
   prominent	
  
appearance	
   in	
   the	
  annual	
   report	
  of	
   the	
  United	
  Nations	
  Development	
  Programme	
   (UNDP).	
  	
  
Human	
  Security	
  posits	
  the	
  individual	
  as	
  the	
  referent	
  object	
  of	
  security	
  and	
  emphasises	
  the	
  
economic	
   intertwining	
   with	
   national	
   security	
   in	
   the	
   age	
   of	
   globalisation	
   as	
   well	
   as	
   the	
  
need	
  for	
  security	
  from	
  disruption	
  of	
  patterns	
  of	
  daily	
  life.	
  
	
  

Criticised	
  for	
  being	
  too	
  broad	
  to	
  be	
  useful,	
  suffering	
  from	
  definitional	
  elasticity	
  and	
  
offering	
  the	
  opportunity	
  to	
  ‘securitise’	
  any	
  number	
  of	
  issues	
  one	
  may	
  wish	
  to	
  move	
  up	
  the	
  
agenda,	
  the	
  profound	
  shift	
   in	
  conception	
  of	
  the	
   referent	
  object	
  of	
  security	
  at	
  the	
  heart	
  of	
  
the	
   new	
   concept	
   nevertheless	
   proved	
   to	
   be	
   one	
   of	
   the	
   guiding	
   principles	
   on	
   which	
   the	
  
understanding	
  of	
  how	
  to	
  keep	
  Britain	
  safe	
  was	
  built	
  in	
  our	
  era.	
  	
  The	
  APPG	
  HS	
  briefing	
  from	
  
the	
  Cabinet	
  Office	
  made	
  plain	
  the	
  adoption	
  of	
  the	
  main	
  idea	
  contained	
  within	
  the	
  paradigm.	
  	
  
We	
   were	
   told	
   that	
   after	
   grappling	
   with	
   the	
   related	
   International	
   Relations	
   theory,	
   those	
  
responsible	
   for	
   conceptualising	
   the	
  matter	
   for	
   the	
   initial	
   National	
   Security	
   Strategy	
   (NSS)	
  
were	
  not	
   ‘signed	
  up’	
   to	
   the	
  paradigm	
  per	
   se	
  –	
   it	
   cannot	
   for	
  example	
   distinguish	
   between	
  
British	
   citizens	
   and	
   others	
   in	
   its	
   classic	
   form	
   –	
   but	
   took	
   the	
   salient	
   parts	
   relevant	
   to	
   UK	
  
security	
  and	
  incorporated	
  them	
  into	
  the	
  NSS.	
  	
  As	
  such,	
  the	
  original	
  (2008)	
  NSS	
  noted:	
  	
  
	
  

The	
  scope	
  and	
  approach	
  of	
  this	
  strategy	
  reflects	
  the	
  way	
  our	
  understanding	
  
of	
  national	
  security	
  has	
  changed.	
  	
  In	
  the	
  past,	
  the	
  state	
  was	
  the	
  traditional	
  
focus	
   of	
   foreign,	
   defence	
   and	
   security	
   policies,	
   and	
   national	
   security	
  was	
  
understood	
  as	
  dealing	
  with	
  the	
  protection	
  of	
  the	
  state	
  and	
  its	
  vital	
  interests	
  
from	
   attacks	
   by	
   other	
   states.	
   Over	
   recent	
   decades,	
   our	
   view	
   of	
   national	
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security	
  has	
  broadened	
  to	
   include	
  threats	
  to	
   individual	
  citizens	
  and	
  to	
  our	
  
way	
  of	
  life,	
  as	
  well	
  as	
  to	
  the	
  integrity	
  and	
  interests	
  of	
  the	
  state.1	
  

	
  
In	
  fact,	
  one	
  academic	
  witness	
  described	
  the	
  original	
  NSS	
  to	
  us	
  as	
  a	
  belated	
  high	
  level	
  

recognition	
   of	
   the	
   widening	
   of	
   the	
   security	
   agenda	
   away	
   from	
   the	
   old	
   state	
   based	
  
paradigm	
   towards	
   new	
   conceptions	
   including	
   terrorism	
   and	
   the	
   environment	
   that	
   had	
  
already	
  permeated	
  UK	
  defence	
  and	
  civil	
  contingencies	
  policy	
  in	
  a	
  rather	
  ad	
  hoc	
  fashion.	
  	
  The	
  
Defence	
   Select	
   Committee	
   had	
   spoken	
   of	
   the	
   citizen	
   as	
   being	
   in	
   the	
   “frontline	
   of	
   this	
  
struggle”	
  to	
  overcome	
  the	
  vulnerabilities	
  of	
  the	
  interdependent,	
  highly	
  connected	
  world	
  in	
  
its	
   first	
   major	
   report	
   after	
   the	
   9/11	
   attacks,	
   and	
   the	
   concepts	
   of	
   the	
   UK	
   Counter	
   Terror	
  
strategy	
   discussed	
   below	
   had	
   fully	
   incorporated	
  many	
   of	
   the	
   lessons	
   of	
   the	
   new	
   security	
  
realities	
  before	
  the	
  publication	
  of	
  the	
  NSS.2	
  	
  	
  
	
  
	
  	
  	
  	
  The	
  2009	
  National	
  Security	
  Strategy	
  stated:	
  	
  
	
  

It	
  is	
  not	
  straightforward	
  to	
  define	
  national	
  security.	
  Traditional	
  approaches	
  
to	
  national	
   security	
  have	
   focused	
  on	
  military	
   threats,	
  on	
  espionage,	
  and	
  on	
  
other	
   threats	
   to	
   the	
   state	
  and	
   its	
   interests.	
  However,	
   the	
  disruptive	
   threats	
  
which	
   could	
   endanger	
   our	
   freedom	
   come	
   from	
   a	
  wide	
   range	
   of	
   sources.	
   In	
  
Security	
   in	
   an	
   Interdependent	
  World	
  we	
   committed	
   to	
   adopting	
   a	
   broader	
  
approach	
  to	
  national	
  security,	
  considering	
  all	
  those	
  threats	
  to	
  citizens	
  and	
  to	
  
our	
  way	
  of	
  life,	
  including	
  to	
  the	
  state	
  and	
  its	
  vital	
  functions.	
  Therefore,	
  in	
  this	
  
strategy	
  we	
   include	
   not	
   just	
   the	
   threat	
   from	
   hostile	
   states,	
   but	
   also	
   non-­‐
state	
   threats	
   such	
   as	
   terrorism	
   or	
   serious	
   organised	
   crime,	
   and	
   serious	
  
hazards	
  to	
  the	
  UK,	
  such	
  as	
  flooding;	
  not	
  just	
  traditional	
  areas	
  through	
  which	
  
we	
  may	
  be	
  threatened,	
  such	
  as	
  military	
  action,	
  but	
  new	
  ones	
  such	
  as	
  cyber	
  
space;	
   not	
   just	
   traditional	
   drivers	
   of	
   threats	
   such	
   as	
   nationalism	
  or	
   inter-­‐
state	
   rivalry,	
   but	
   wider	
   drivers	
   such	
   as	
   climate	
   change,	
   competition	
   for	
  
resources,	
  or	
  international	
  poverty.3	
  	
  

	
  
Equally,	
   the	
  Conservative	
  Party’s	
  Green	
  Paper	
  on	
  National	
  Security	
   leading	
  towards	
  

the	
   latest	
   NSS	
   (2010)	
   comprehensively	
   adopted	
   this	
   new	
   and	
   expanded	
   conception	
   of	
  
security.	
   	
  Much	
   like	
   the	
  NSS,	
   it	
   additionally	
  gives	
   central	
   recognition	
   to	
  another	
  paradigm	
  
affecting	
  the	
  realities	
  of	
  UK	
  security	
  today	
  –	
  the	
  vanishing	
  of	
  the	
  inside	
  /	
  outside	
  distinction,	
  
recognising	
  that	
  “we	
  live	
  in	
  a	
  world	
  in	
  which	
  dangers,	
  events	
  and	
  actions	
  abroad	
  are	
  inter-­‐
dependent	
  with	
  threats	
  to	
  our	
  security	
  at	
  home.”4	
  	
  	
  	
  
	
  	
  	
  	
  	
  

Mike	
  Granatt,	
  one	
  of	
  whose	
  previous	
   tasks	
   in	
  government	
  was	
   setting	
  up	
   the	
  Civil	
  
Contingencies	
   Secretariat,	
   noted	
   by	
   way	
   of	
   example	
   of	
   the	
   fuel	
   protests	
   of	
   2000	
   how	
   a	
  
small,	
  asymmetric	
  effect	
  could	
  threaten	
  the	
  entire	
  economy	
   in	
  a	
  matter	
  of	
  days,	
  and	
  how	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
1	
  Cabinet	
  Office,	
  The	
  National	
  Security	
  Strategy	
  of	
  the	
  United	
  Kingdom	
  –	
  Security	
  in	
  an	
  interdependent	
  world.	
  
(2008),	
  Cm	
  7291	
  
2	
  House	
  of	
  Commons	
  Defense	
  Committee,	
  Defence	
  and	
  Security	
  in	
  the	
  UK,	
  Sixth	
  Report	
  of	
  Session	
  2001-­‐02,	
  Vol	
  
I.	
  (2002),	
  HC	
  518-­‐I	
  
3	
  Cabinet	
  Office,	
  The	
  National	
  Security	
  Strategy	
  of	
  the	
  United	
  Kingdom:	
  Update	
  2009	
  –	
  Security	
  for	
  the	
  Next	
  
Generation.	
  (2009),	
  Cm	
  7590	
  
4	
  Conservatives	
  –	
  A	
  Resilient	
  Nation,	
  National	
  Security	
  Green	
  Paper,	
  Policy	
  Green	
  Paper	
  No.13	
  (2010)	
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the	
   nature	
   of	
   the	
   security	
   environment	
   we	
   live	
   in	
   means	
   that	
   a	
   small	
   effect	
   –	
   or	
   a	
  
combination	
  of	
  small	
  effects	
  –	
  can	
  suddenly	
  propagate	
  hugely	
  to	
  become	
  a	
  national	
  crisis.	
  	
  	
  
	
  

In	
  an	
  interconnected	
  world	
  of	
  networks,	
  with	
  the	
  citizen	
  as	
  the	
  referent	
  object	
  of	
  
security	
  and	
  new	
  threats	
  that	
  can	
  cascade	
  to	
  cause	
  huge	
  systemic	
  disruption	
  and	
  in	
  many	
  
cases	
  blur	
  the	
  distinction	
  between	
  traditional	
  threats	
  to	
  the	
  state	
  on	
  an	
  external	
  basis	
  and	
  
domestic	
  security,	
  it	
  is	
  clear	
  that	
  effective	
  Homeland	
  Security	
  must	
  play	
  a	
  vital	
  part	
  in	
  the	
  
overall	
  picture	
  of	
  keeping	
  Britain	
  safe.	
  	
  	
  
	
  

Resilience	
  	
  
	
  
	
  	
  	
  	
  	
   The	
   primary	
   idea	
   underpinning	
   the	
   components	
   of	
   the	
   UK	
   Homeland	
   Security	
  
strategy	
   aimed	
   at	
   dealing	
   with	
   the	
   new	
   security	
   environment	
   described	
   above	
   is	
   the	
  
concept	
  of	
  ‘resilience’.	
  	
  	
  
	
  
	
  The	
  2009	
  NSS	
  stated:	
  	
  
	
  

The	
  increasingly	
  networked,	
  interdependent	
  and	
  complex	
  nature	
  of	
  modern	
  
society,	
   and	
   the	
   critical	
   systems	
   which	
   underpin	
   daily	
   life	
   will,	
   over	
   the	
  
coming	
  years,	
  increase	
  both	
  the	
  UK’s	
  vulnerability	
  and	
  the	
  potential	
  impact	
  of	
  
civil	
   emergencies.	
   The	
   interconnectedness	
   means	
   that	
   a	
   relatively	
   small	
  
event,	
   such	
   as	
   an	
   electricity	
   outage	
   or	
   loss	
   of	
   key	
   information	
   and	
  
communications	
  networks,	
  irrespective	
  of	
  the	
  cause,	
  can	
  potentially	
  lead	
  to	
  
a	
  cascade	
  failure,	
  with	
  impacts	
  on	
  a	
  wide	
  range	
  of	
  critical	
  services,	
  such	
  as	
  
water,	
   transport	
   and	
   gas,	
  which	
   are	
   dependent	
   on	
   that	
   supply.	
  The	
   lack	
   of	
  
inherent	
  resilience	
  in	
  many	
  of	
  our	
  critical	
  services,	
  for	
  example	
  our	
  reliance	
  
on	
   just	
   in	
   time	
   supply	
   chains,	
  will	
  make	
  us	
   less	
   able	
   to	
   bounce	
  back	
   from	
  
what	
  might	
   otherwise	
   be	
  minor	
   incidents.	
  Dealing	
  with	
   these	
  widespread,	
  
complex	
   and	
   unpredictable	
   events	
   will	
   require	
   greater	
   societal	
   resilience	
  
than	
  we	
  have	
  today.”5	
  

	
  
There	
  is	
  some	
  debate	
  over	
  the	
  exact	
  definition	
  of	
  the	
  concept	
  of	
  resilience	
  but	
  it	
  is	
  

generally	
   understood	
   to	
   mean	
   that	
   a	
   society,	
   community,	
   network	
   or	
   similar	
  
interdependently	
  organised	
  structure	
  can	
  withstand	
  (or	
  deflect	
  and/or	
  absorb)	
  an	
  adverse	
  
event,	
  respond	
  effectively	
  and	
  recover	
  quickly.	
  	
  	
  In	
  the	
  UK	
  the	
  implementation	
  of	
  resilience	
  
is	
   based	
   on	
   what	
   could	
   be	
   described	
   as	
   the	
   concept	
   of	
   ‘generic	
   preparation’	
   for	
   civil	
  
emergencies,	
  meaning	
  that	
  a	
  multi-­‐level,	
  multi	
  sector,	
  bottom	
  up	
  approach	
  is	
  aimed	
  for,	
  to	
  
prepare	
  the	
  relevant	
  stakeholders	
  to	
  be	
  able	
  to	
  respond	
  ‘in	
  principle’	
  –	
  e.g.	
  by	
  having	
  good	
  
continuity	
  arrangements	
  –	
  which	
  can	
  then	
  be	
  adapted	
  to	
  the	
  relevant	
  circumstances	
  of	
  an	
  
emergency.	
  	
  	
  	
  
	
  

In	
   his	
   evidence	
   to	
   the	
  APPG	
  HS,	
  Dr	
   Jamie	
  MacIntosh	
   of	
   the	
  UK	
  Defence	
  Academy	
  
described	
  the	
  above	
  definition	
  of	
  resilience	
  as	
  the	
  ‘engineering	
  definition’	
  –	
  “things	
  bounce	
  
back”	
  and	
  noted	
  that	
  this	
  was	
  a	
  conception	
  very	
  much	
   looking	
  to	
  maintain	
  the	
  status	
  quo	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
5	
  Cabinet	
  Office	
  	
  –	
  The	
  National	
  Security	
  Strategy	
  of	
  the	
  United	
  Kingdom:	
  Update	
  2009	
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ante.	
   	
  He	
  pointed	
  out	
   the	
   importance	
  of	
  encouraging	
  citizens	
  and	
   leaders	
   to	
  understand	
  
that	
  they	
  have	
  to	
  confront	
  uncertainty	
  and	
  maintain	
  courage	
  –	
  that	
  resilience	
  at	
  base	
   is	
  
about	
  being	
  able	
  to	
  conduct	
  oneself	
  virtuously	
  in	
  the	
  face	
  of	
  adversity.6	
  
	
  

As	
  part	
  of	
  its	
  first	
  (2008)	
  NSS,	
  the	
  previous	
  Government	
  committed	
  to	
  making	
  public	
  
for	
  the	
  first	
  time	
  a	
  National	
  Risk	
  Register,	
  with	
  the	
  aim	
  of	
  explicating	
  risk	
  to	
  a	
  wider	
  set	
  of	
  
stakeholders	
  to	
  allow	
  them	
  to	
  build	
  resilience	
  via	
  contingency	
  planning.	
   	
  Some	
  criticisms	
  
about	
   omissions	
  were	
  made	
   to	
   the	
   APPG	
   HS,	
   including	
   the	
   failure	
   to	
   identify	
   the	
   single	
  
biggest	
  cause	
  of	
  instability	
  in	
  recent	
  history	
  –	
  a	
  severe	
  financial	
  crisis.7	
  	
  It	
  is	
  plain	
  that	
  the	
  
financial	
  crisis	
  has	
  the	
  potential	
   to	
  affect	
  UK	
  security	
  adversely	
  and	
  the	
  updated	
  2009	
  NSS	
  
recognised	
  this	
  more	
  prominently.	
  	
  
	
  

Dr	
   MacIntosh	
   however	
   noted	
   some	
   wider	
   concerns	
   with	
   the	
   way	
   resilience	
   is	
  
conceptualised	
  and	
  approached.	
  	
  Using	
  the	
  Risk	
  Register	
  published	
  by	
  the	
  Cabinet	
  Office	
  as	
  
an	
   example	
   of	
   ‘coming	
   up	
  with	
   a	
   list	
   of	
   bad	
   things	
   that	
   will	
   happen’,	
   he	
   noted	
   that	
   risk	
  
potentially	
  “paralyses	
  people	
  into	
  more	
  inaction”	
  if	
  presented	
  with	
  the	
  wrong	
  attitude	
  and	
  
incentives.	
  	
  He	
  additionally	
  noted	
  that	
  it	
   is	
  increasingly	
  unlikely	
  that	
  the	
  kind	
  of	
  turbulence	
  
of	
  dynamic	
  networks	
  resilience	
  is	
  supposed	
  to	
  address	
  will	
  allow	
  a	
  return	
  to	
  the	
  status	
  quo	
  
ante	
  in	
  the	
  event	
  of	
  a	
  major	
  disruption	
  and	
  suggested	
  that	
  the	
  focus	
  must	
  instead	
  be	
  on	
  a	
  
drive	
  for	
  competitiveness	
  and	
  innovation,	
  to	
  absorb,	
  adapt	
  and	
  learn	
  so	
  as	
  to	
  not	
  merely	
  
‘bounce	
  back’,	
  but	
  rather	
  adapt	
  into	
  new	
  ‘landscapes	
  and	
  fitness	
  arrangements’	
  that	
  will	
  
exist	
  after	
  an	
  adversity	
  –	
  temporarily	
  or	
   longer	
  term.8	
   	
  This	
  approach	
   is	
  also	
   reflected	
  by	
  
some	
  of	
   the	
  more	
   recent	
   commentary	
  on	
   resilience	
  by	
   the	
  U.S.	
  Department	
  of	
  Homeland	
  
Security.	
  	
  	
  
	
  

Mr	
  Granatt,	
   in	
  explaining	
  the	
  aspect	
  of	
  the	
  security	
  environment	
  already	
  discussed	
  
above	
  in	
  terms	
  of	
  the	
  possibility	
  of	
  a	
  number	
  of	
  small	
  threats	
  –	
  not,	
  as	
  he	
  described	
  it,	
  ‘black	
  
swans’,	
  but	
  rather	
  problems	
  that	
  may	
  initially	
  appear	
  manageable	
  on	
  their	
  own	
  –	
  combining	
  
and	
   cascading	
   at	
   great	
   speed	
   into	
   a	
   systemic	
   threat,	
  made	
   plain	
   another	
   key	
   feature	
   of	
  
building	
   effective	
   resilience:	
   	
   If	
   resilience	
   is	
   built	
   from	
   the	
   bottom	
   up,	
   then	
   horizon	
  
scanning	
  has	
   to	
  work	
   effectively	
   from	
   the	
   top	
  down.	
   	
   Noting	
   that	
   it	
  was	
   politicians	
  who	
  
understood	
  the	
  concept	
  best	
  –	
  since	
  it	
  is	
  akin	
  to	
  having	
  good	
  political	
  sense,	
  knowing	
  which	
  
small	
   indicator	
   has	
   the	
   potential	
   to	
   grow	
   into	
   a	
   problem	
   in	
   terms	
   of	
   political	
   issues	
   –	
   he	
  
described	
  the	
  necessity	
  for	
  Whitehall	
   to	
  develop	
  a	
  cultural	
  shift	
  –	
  a	
  doctrine	
  even	
  –	
  that	
  
will	
   have	
   the	
   effect	
   of	
   viewing	
   the	
   issues	
   around	
   Homeland	
   Security	
   with	
   the	
   widest	
  
possible	
   lens,	
   to	
   better	
   understand	
   the	
   breadth	
   of	
   issues	
   that	
   the	
   new	
   security	
  
environment	
   can	
   pose,	
   to	
   be	
   able	
   to	
   look	
   “down	
   the	
   line”	
   and	
  hence	
   develop	
   a	
   crucial	
  
sense	
  of	
  how	
  a	
  crisis	
  will	
   travel,	
  how	
  it	
  will	
   impact	
  other	
  people	
  and	
  how	
  Whitehall	
  will	
  
“sustain	
  a	
  dialogue	
  with	
  those	
  people	
  both	
   in	
  preparation	
  and	
   in	
  the	
  event	
  of	
  unfolding	
  
crises	
  that	
  allows	
  decisions	
  to	
  be	
  made	
  and	
  acted	
  upon	
  far	
  away	
  from	
  the	
  centre.”9	
  	
  
	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
6	
  Appendix	
  A,	
  Oral	
  Evidence	
  2,	
  Q36	
  
7	
  Appendix	
  A,	
  Oral	
  Evidence	
  2,	
  Q22	
  
8	
  Appendix	
  A,	
  Oral	
  Evidence	
  2,	
  Q38	
  
9	
  Appendix	
  A,	
  Oral	
  Evidence	
  2,	
  Q41	
  



16

	
  	
  

Mr	
   Granatt	
   further	
   noted	
   that	
   the	
   7/7	
   attacks	
   were	
   an	
   excellent	
   example	
   of	
  
resilience	
  in	
  action,	
  despite	
  not	
  “fitting	
  into	
  an	
  academic	
  framework”.	
  	
  He	
  noted	
  that	
  whilst	
  
some	
   of	
   the	
   functions	
   of	
   coordination	
   at	
   the	
   time	
   of	
   an	
   emergency	
   set	
   out	
   above	
   were	
  
handled	
  by	
  the	
  COBR	
  mechanism	
  and	
  praised	
  its	
  function	
  and	
  capabilities	
  in	
  this	
  regard,	
  an	
  
aspect	
  of	
  huge	
  significance	
  in	
  the	
  success	
  of	
  dealing	
  with	
  the	
  multiple	
  attacks	
  was	
  the	
  fact	
  
that	
  closer	
  to	
  the	
  scene	
  “people	
  had	
  the	
  authority	
  and	
  the	
  responsibility,	
  and	
  the	
  wit	
  and	
  
the	
  training	
  and	
  the	
  culture”	
  to	
  respond	
  effectively.10	
  	
  	
  	
  
	
  

As	
  such,	
  the	
  components	
  of	
  a	
  resilient	
  homeland	
  security	
  apparatus	
  are	
  made	
  up	
  
of	
   enabled	
   and	
   integrated	
   stakeholders,	
   flexible	
   in	
   terms	
   of	
   conception	
   and	
  
implementation	
  of	
  dealing	
  with	
  disaster	
  and	
  joined	
  up	
  from	
  the	
  top	
  with	
  imaginative	
  and	
  
wide-­‐ranging	
  horizon	
  scanning.	
  	
  	
  	
  	
  
	
  
	
  	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  

	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
10Appendix	
  A,	
  Oral	
  Evidence	
  2,	
  Q41	
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3	
  Strategy,	
  Implementation	
  and	
  Legislation	
  
	
  

The	
  UK	
  Counter-­‐Terrorism	
  Strategy	
  (CONTEST)	
  
	
  

Whilst	
   terrorism	
   has	
   long	
   been	
   a	
   feature	
   of	
   Britain’s	
   security	
   challenges,	
   it	
   is	
  
universally	
  accepted	
  that	
  the	
  terrorism	
  we	
  are	
  faced	
  with	
  in	
  the	
  post	
  9/11	
  era	
  is	
  a	
  threat	
  of	
  
a	
   different	
   nature	
   to	
   that	
   known	
   previously.	
   	
   Terrorism	
   remains	
   one	
   of	
   the	
  most	
   serious	
  
threats	
   to	
   the	
   United	
   Kingdom.	
   	
   Confronted	
   with	
   these	
   new	
   realities	
   the	
   previous	
  
Government	
   took	
   stock	
   a	
  year	
  after	
   9/11	
   and,	
   recognising	
   the	
   long	
   term	
   impact	
   of	
   this	
  
new	
  and	
  potent	
  threat,	
  resolved	
  to	
  formulate	
  the	
  activities	
  across	
  government	
  designed	
  
to	
   counter	
   it	
   into	
   strategic	
   goals,	
   objectives	
   and	
   policies	
   and	
   to	
   integrate	
   the	
   relevant	
  
policies	
  by	
  making	
  plain	
  the	
  connections	
  between	
  the	
  disparate	
  relevant	
  objectives	
  across	
  
government.	
  	
  	
  
	
  

The	
  resulting	
  UK	
  counter	
  terrorism	
  strategy	
  (CONTEST)	
  evolved	
  in	
  three	
  stages	
  –	
  an	
  
unpublished,	
   classified	
   version	
   in	
   2003,	
   a	
   part-­‐declassified	
   version	
   in	
   2006	
   and	
   a	
   much	
  
revised	
  version	
  in	
  2009	
  which	
  states:	
  	
  
	
  

The	
   current	
   international	
   terrorist	
   threat	
   is	
   quite	
   different	
   from	
   the	
  
terrorist	
  threats	
  we	
  faced	
  in	
  the	
  past.	
  Contemporary	
  terrorist	
  groups	
  claim	
  a	
  
religious	
  justification	
  for	
  their	
  actions	
  and	
  have	
  a	
  wide-­‐ranging	
  religious	
  and	
  
political	
  agenda;	
  they	
  are	
  no	
  longer	
  concerned	
  with	
  a	
  single	
  issue.	
  Many	
  seek	
  
mass	
  civilian	
  casualties	
  and	
  are	
  prepared	
  to	
  use	
  unconventional	
  techniques	
  
(including	
  chemical	
  or	
  radiological	
  weapons);	
  they	
  conduct	
  attacks	
  without	
  
warning;	
   they	
   actively	
   seek	
   to	
   recruit	
   new	
   members	
   in	
   the	
   UK	
   and	
  
elsewhere	
  around	
  the	
  world…	
  …Terrorism	
  is	
  a	
  major	
  threat	
  to	
  the	
  security	
  of	
  
the	
  UK	
  and	
  to	
  the	
  ability	
  of	
  British	
  people	
  to	
  live	
  their	
  daily	
  lives.	
  CONTEST,	
  
the	
   Government’s	
   response	
   to	
   this	
   threat,	
   is	
   a	
   comprehensive	
   and	
  
coordinated	
   strategy	
   and	
   programme	
   of	
   delivery,	
   involving	
   many	
  
departments,	
  agencies	
  and	
  public	
  bodies.11	
  

	
  
The	
   document	
   identifies	
   the	
   current	
   threat	
   to	
   the	
   UK	
   from	
   terrorism	
   as	
   coming	
  

primarily	
  from	
  four	
  sources:	
  the	
  Al	
  Qaida	
  leadership	
  and	
  their	
  immediate	
  associates,	
  located	
  
mainly	
  on	
  the	
  Pakistan/Afghanistan	
  border;	
   terrorist	
  groups	
  affiliated	
  to	
  Al	
  Qaida	
   in	
  North	
  
Africa,	
   the	
   Arabian	
   Peninsula,	
   Iraq,	
   and	
   Yemen;	
   ‘self-­‐starting’	
   networks,	
   or	
   even	
   lone	
  
individuals,	
  motivated	
  by	
  an	
  ideology	
  similar	
  to	
  that	
  of	
  Al	
  Qaida,	
  but	
  with	
  no	
  connection	
  to	
  
that	
  organisation;	
  and	
  terrorist	
  groups	
  that	
  follow	
  a	
  broadly	
  similar	
  ideology	
  as	
  Al	
  Qa‘ida	
  but	
  
which	
  have	
  their	
  own	
  identity	
  and	
  regional	
  agenda.	
  	
  
	
  

The	
  CONTEST	
  strategy	
  designed	
  to	
  counter	
  this	
  threat	
  is	
  built	
  on	
  a	
  framework	
  of	
  four	
  
workstreams,	
  known	
  as	
  the	
  four	
  Ps:	
  	
  

	
  
•	
  Pursue:	
  to	
  stop	
  terrorist	
  attacks	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
11	
  HMG,	
  Pursue	
  Prevent	
  Protect	
  Prepare	
  –	
  The	
  United	
  Kingdom’s	
  Strategy	
  for	
  Countering	
  International	
  

Terrorism.	
  (2009),	
  Cm	
  7547	
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•	
  Prevent:	
  to	
  stop	
  people	
  becoming	
  terrorists	
  or	
  supporting	
  violent	
  extremism	
  
•	
  Protect:	
  to	
  strengthen	
  our	
  protection	
  against	
  terrorist	
  attack	
  
•	
  Prepare:	
  where	
  an	
  attack	
  cannot	
  be	
  stopped,	
  to	
  mitigate	
  its	
  impact	
  
	
  
Each	
   workstream	
   has	
   a	
   series	
   of	
   programmes	
   designed	
   to	
   achieve	
   its	
   aim	
   under	
  

objectives	
  set	
  out	
  under	
  the	
  assumptions	
  the	
  strategy	
  makes	
  about	
  the	
  threat	
  and	
  ways	
  to	
  
tackle	
  it.	
  	
  	
  	
  
	
  

In	
   terms	
   of	
   the	
   development	
   of	
   the	
   strategy,	
   initially	
   after	
   9/11,	
   responsibility	
   for	
  
counter	
   terrorism	
  was	
   located	
   in	
   the	
  Cabinet	
  Office,	
  where	
   the	
  development	
  of	
  CONTEST	
  
began.	
  	
  The	
  Counter	
  Terrorism	
  Directorate	
  was	
  set	
  up	
  in	
  2003	
  and	
  three	
  years	
  later,	
  guided	
  
by	
   a	
   political	
   decision	
   to	
  move	
   the	
   bulk	
   of	
   the	
   response	
   to	
   the	
   new	
   terror	
   threat	
   to	
   the	
  
Home	
  Office,	
   the	
  Office	
  for	
  Security	
  and	
  Counter	
  Terrorism	
  (OSCT)	
  was	
  established.	
   	
   It	
   is	
  
now	
   responsible	
   for	
   the	
   UK’s	
   counter	
   terror	
   strategy,	
   combined	
   with	
   previous	
   related	
  
work	
   already	
   located	
   in	
   the	
   Home	
   Office	
   as	
   well	
   as	
   responsibility	
   for	
   security	
   at	
   the	
  
upcoming	
  Olympic	
  Games.	
  	
  Though	
  originally	
  conceived	
  to	
  conduct	
  strategic	
  planning,	
  the	
  
OSCT	
  is	
  now	
  firmly	
  engaged	
  as	
  the	
  central	
  driver	
  in	
  delivering	
  the	
  CONTEST	
  strategy.	
  
	
  

The	
  OSCT	
  was	
  relatively	
  forthcoming	
  in	
  explicating	
  the	
  strategy	
  and	
  realities	
  behind	
  
its	
   work.	
   	
   This	
   is	
   in	
   part	
   due	
   to	
   an	
   understanding	
   that	
   in	
   the	
   implementation	
   across	
  
government	
   of	
   the	
   kind	
  of	
   counter	
   terrorism	
  and	
   resilience	
  work	
   the	
   CONTEST	
   strategy	
  
calls	
   for,	
   openness	
   about	
   threat	
   assessments	
   and	
   objectives	
   is	
   paramount.	
   	
   The	
   2009	
  
version	
  of	
  CONTEST	
  notes	
  explicitly	
   that	
   success	
   for	
   the	
   strategy	
  depends	
  on	
  cooperation	
  
and	
  ‘buy-­‐in’	
  from	
  a	
  diverse	
  set	
  of	
  stakeholders.	
  	
  In	
  this	
  context,	
  the	
  APPG	
  HS	
  was	
  told	
  in	
  its	
  
briefing	
   at	
   the	
   OSCT	
   that	
   the	
   work	
   between	
   2007	
   and	
   2009	
   that	
   resulted	
   in	
   the	
   latest	
  
version	
   of	
   the	
   strategy	
   can	
   be	
   seen	
   as	
   an	
   effort	
   to	
   roll	
   the	
   programme	
   out	
   to	
   wider	
  
stakeholders.	
  	
  The	
  2006	
  document	
  was	
  not	
  helpful	
  enough	
  to	
  the	
  police	
   in	
  their	
  work,	
  the	
  
Ministry	
   of	
   Defence	
   (MoD)	
   did	
   not	
   pay	
   it	
   significant	
   attention,	
   the	
   Department	
   for	
  
International	
  Development	
  (DFID)	
  did	
  not	
  feature,	
  nor	
  did	
  the	
  Department	
  of	
  Communities	
  
and	
   Local	
   Government	
   (DCLG).	
   	
   A	
   whole	
   range	
   of	
   local	
   and	
   regional	
   government	
  
stakeholders	
  were	
  essentially	
  unaware	
  of	
  the	
  components	
  of	
  the	
  strategy.	
  	
  
	
  

With	
   the	
   release	
   of	
   the	
   updated	
   strategy	
   for	
   2009,	
   the	
   OSCT	
   mounted	
   what	
  
essentially	
   amounted	
   to	
   a	
   roadshow,	
   to	
   ‘sell’	
   the	
   strategy	
   to	
   key	
   stakeholders	
   across	
   the	
  
country.	
   	
   The	
   OSCT	
   insisted	
   that	
   it	
   has	
   generally	
   been	
   successful	
   in	
   this	
   regard	
   and	
   that	
  
today,	
   Government	
   Departments	
   and	
   Local	
   Authorities	
   are	
   firmly	
   aware	
   of	
   and	
   actively	
  
engaged	
  in	
  the	
  various	
  strands	
  of	
  CONTEST	
  work,	
  as	
  well	
  as	
  it	
  being	
  linked	
  to	
  the	
  police	
  and	
  
intelligence	
  agencies.	
  	
  CONTEST	
  was	
  noted	
  by	
  several	
  of	
  our	
  witnesses	
  as	
  one	
  of	
  the	
  best	
  
counter	
   terrorism	
   strategies	
   in	
   the	
   world,	
   appropriately	
   conceived,	
   implemented	
   and	
  
funded,	
  and	
   the	
  OSCT	
  has	
  been	
  praised	
  highly	
  by	
  a	
  previous	
   recent	
  Home	
  Affairs	
  Select	
  
Committee	
  Report	
   for	
   its	
  achievements	
   in	
  driving	
   forward	
   the	
  UK	
   response	
   to	
   the	
   terror	
  
threat.12	
  

	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
12	
  House	
  of	
  Commons	
  Home	
  Affairs	
  Committee,	
  Project	
  CONTEST:	
  The	
  Government’s	
  Counter-­‐Terrorism	
  

Strategy,	
  Ninth	
  Report	
  of	
  Session	
  2008-­‐9,	
  (2009),	
  HC212	
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However,	
  in	
  the	
  course	
  of	
  discussions	
  informing	
  the	
  report,	
  serious	
  concerns	
  were	
  
raised	
  about	
  the	
  real	
  impact	
  of	
  the	
  various	
  programmes	
  under	
  CONTEST,	
   including	
  about	
  
the	
   true	
   extent	
   of	
   buy-­‐in	
   from	
   various	
   Government	
   Departments	
   and	
   Local	
   Authorities.	
  	
  
Questions	
   were	
   also	
   raised	
   over	
   the	
   nine	
   ‘key	
   outcomes’	
   expected	
   of	
   CONTEST	
  
stakeholders,	
  some	
  of	
  whom	
  have	
  noted	
  they	
  face	
  significant	
  challenges	
  in	
  delivering	
  their	
  
respective	
  commitments.	
  	
  	
  
	
  

Another	
   concern	
  was	
   the	
   apparent	
   tension	
   inherent	
   in	
   the	
   strategy,	
   between	
   the	
  
Prevent	
   and	
   Pursue	
   strands	
   of	
   CONTEST,	
   where,	
   in	
   the	
   case	
   of	
   the	
   police	
   for	
   example,	
  
community-­‐orientated,	
   multi-­‐agency	
   engagement	
   under	
   Prevent	
   can	
   stand	
   in	
   contrast	
   to	
  
‘hard’	
  policing	
   required	
   in	
   the	
  case	
  of	
   intelligence	
  gathering	
  and	
  arrests	
  under	
   the	
  Pursue	
  
strand.	
  	
  To	
  this	
  end,	
  the	
  2010	
  SDSR	
  notes	
  that	
  a	
  more	
  thorough	
  distinction	
  will	
  be	
  created	
  
with	
  the	
  Department	
  for	
  Communities	
  and	
  Local	
  Government	
  focusing	
  on	
  integration,	
  whilst	
  
the	
   Prevent	
   strand	
   of	
   CONTEST	
   will	
   be	
   brought	
   entirely	
   into	
   the	
   OSCT.13	
   	
   These	
   efforts	
  
appear	
  to	
  be	
  well	
  underway	
  in	
  practice	
  and	
  their	
  effectiveness	
  will	
  need	
  to	
  be	
  assessed	
  once	
  
they	
  are	
  completed.	
  	
  	
  
	
  

Overall	
   the	
   Prevent	
   strand	
   is	
   the	
   part	
   of	
   CONTEST	
   that	
   came	
   under	
   the	
   most	
  
sustained	
   criticism,	
   with	
   significant	
   and	
   on-­‐going	
   concerns	
   raised	
   in	
   this	
   regard.	
   	
   The	
  
Conservative	
   Party	
   Green	
   Paper	
   on	
   security	
   explicitly	
   talked	
   about	
   a	
   philosophical	
   gulf	
  
between	
   the	
   previous	
   and	
   current	
   governments	
   on	
   this	
   issue,	
   but	
   the	
   debate	
   over	
   the	
  
conception	
  of	
  Prevent	
  has	
  been	
  going	
  on	
  for	
  some	
  time.14	
  	
  	
  In	
  advance	
  of	
  the	
  release	
  of	
  the	
  
update	
   to	
   CONTEST	
   in	
   2009,	
   a	
   report	
   co-­‐authored	
   by	
   one	
   of	
   the	
   witnesses	
   who	
   gave	
  
evidence	
  to	
  the	
  APPG	
  was	
  highly	
  critical	
  of	
  Prevent,	
  claiming	
  that	
  “[t]he	
  central	
  theoretical	
  
flaw	
  in	
  [Prevent]	
   is	
  that	
  it	
  accepts	
  the	
  premise	
  that	
  non-­‐violent	
  extremists	
  can	
  be	
  made	
  to	
  
act	
   as	
   bulwarks	
   against	
   violent	
   extremists”	
   and	
   that	
   “[n]on-­‐violent	
   extremists	
   have	
  
consequently	
   become	
   well	
   dug	
   in	
   as	
   partners	
   of	
   national	
   and	
   local	
   government	
   and	
   the	
  
police	
   [and]	
   some	
  of	
   the	
   government’s	
   chosen	
   collaborators	
   in	
   ‘addressing	
   grievances’	
   of	
  
angry	
   young	
  Muslims	
   are	
   themselves	
   at	
   the	
   forefront	
   of	
   stoking	
   those	
   grievances	
   against	
  
British	
  foreign	
  policy;	
  Western	
  social	
  values;	
  and	
  alleged	
  state-­‐sanctioned	
  ‘Islamophobia.”15	
  	
  	
  	
  
	
  

Charles	
   Farr,	
   the	
   OSCT’s	
   Director,	
   denied	
   any	
   such	
   explicit	
   policy	
   in	
   his	
   public	
  
response	
  to	
  the	
  report,	
  but	
  there	
   is	
   little	
  doubt	
  that	
  the	
  question	
  over	
  whom	
  the	
  British	
  
government	
  should	
  engage	
  with	
  or	
  indeed	
  tolerate	
  –	
  inside	
  and	
  outside	
  the	
  country	
  –	
  as	
  
part	
  of	
  its	
  efforts	
  to	
  counter	
  radicalisation	
  and	
  terrorism	
  is	
  a	
  central	
  point	
  of	
  contention,	
  
the	
  satisfactory	
  calibration	
  of	
  which	
  is	
  a	
  work	
  in	
  progress.16	
  	
  	
  
	
  

The	
  Conservative	
  Party	
  green	
  paper	
  on	
  National	
   Security	
  made	
  clear	
   that	
   the	
  new	
  
Government	
   understands	
   that	
   there	
   exists	
   a	
   problem,	
   criticising	
   Prevent	
   explicitly	
   and	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
13	
  HMG,	
  The	
  Strategic	
  Defence	
  and	
  Security	
  Review.	
  (2010),	
  p.	
  42	
  
14	
  Conservatives	
  –	
  A	
  Resilient	
  Nation,	
  p.	
  24	
  
15	
  Shiraz	
  Maher	
  and	
  Martyn	
  Frampton,	
  Choosing	
  our	
  Friends	
  Wisely:	
  criteria	
  for	
  engagement	
  with	
  Muslim	
  

groups,	
  Policy	
  Exchange,	
  2009	
  (available	
  at	
  

http://www.policyexchange.org.uk/publications/publication.cgi?id=137)	
  
16	
  Letter	
  from	
  Charles	
  Farr	
  to	
  Dean	
  Godson,	
  23	
  June	
  2009	
  (available	
  at	
  

http://www.policyexchange.org.uk/publications/publication.cgi?id=137)	
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stating,	
  amongst	
  other	
  things,	
  its	
  intention	
  to	
  “combat	
  extremism	
  which	
  promotes	
  violence	
  
or	
   hatred,	
   not	
   just	
   violent	
   extremism”,	
   prevent	
   “propagators	
   of	
   hate	
   from	
   entering	
   the	
  
country”	
  and	
  deny	
  “organisations	
  and	
  individuals	
  which	
  promote	
  extremism	
  access	
  to	
  public	
  
funding	
   and	
   facilities,	
   actively	
   enforcing	
   this	
   prohibition	
   and	
   reporting	
   cases	
   publicly…”17	
  	
  
The	
  Home	
  Secretary	
  has	
  repeated	
  this	
  intention	
  on	
  several	
  occasions	
  since	
  taking	
  office.	
  	
  

	
  
In	
   this	
   context,	
   we	
   note	
   that	
   in	
   discussions	
   with	
   the	
   APPG	
   HS,	
   the	
   OSCT	
  made	
  

strong	
   representations	
   that	
   seemed	
   to	
   indicate	
   continuing	
   tensions	
   between	
   the	
   OSCT	
  
view	
   and	
   that	
   of	
   the	
   new	
   Government.	
   	
   The	
   OSCT	
   rightly	
   enjoys	
   a	
   prime	
   place	
   in	
   the	
  
machinery	
   of	
   government.	
   	
   	
   Its	
   business	
   is	
   extremely	
   serious	
   and	
   challenging,	
   necessarily	
  
high	
   on	
   the	
   agenda,	
   well	
   funded,	
   and	
   of	
   gravest	
   consequence	
   to	
   UK	
   Homeland	
   Security.	
  
However,	
   in	
  light	
  of	
  recent	
  controversies	
  involving	
  some	
  of	
  its	
  staff,	
  the	
  Government	
  must	
  
assert	
  unequivocally	
  that	
  the	
  parameters	
  of	
  the	
  Prevent	
  policy	
  stream	
  are	
   implemented	
   in	
  
accordance	
  with	
   its	
  new	
  directives.	
   	
   Credible	
   reports	
  of	
   resistance	
   from	
  the	
  OSCT	
   to	
   the	
  
long	
  overdue	
  adjustment	
  the	
  Secretary	
  of	
  State	
  is	
  making	
  to	
  some	
  of	
  the	
  policies	
  that	
  fall	
  
under	
  Prevent	
  are	
  of	
  concern	
  and	
  carry	
  serious	
  implications.	
  	
  Overall,	
  however,	
  the	
  OSCT	
  
was	
  praised	
  for	
  its	
  focused	
  efforts	
  both	
  in	
  the	
  conception	
  and	
  the	
  delivery	
  of	
  policy.	
  	
  	
  

The	
   Government	
   has	
   shown	
   a	
   welcome	
   consistency	
   in	
   emphasising	
   and	
  
implementing	
  the	
  policy	
  changes	
  it	
  has	
  set	
  out.	
  	
  It	
  is	
  our	
  understanding	
  that	
  an	
  update	
  to	
  
the	
  CONTEST	
  strategy	
  will	
  be	
  published	
  shortly	
  to	
  reflect	
  the	
  reorganisation	
  underway	
  and	
  
incorporate	
  the	
  Government’s	
  updated	
  approach.	
  	
  We	
  look	
  forward	
  to	
  these	
  clarifications	
  
and	
  urge	
  the	
  Government	
  to	
  assert	
  the	
  new	
  policy	
  direction	
  forcefully.	
  

	
  

The	
  National	
  Security	
  Strategy	
  (NSS)	
  
	
  

Though	
  CONTEST	
   had	
   been	
   developed	
   since	
   2002	
   in	
   reaction	
   to	
   the	
   threat	
   of	
   the	
  
new	
  form	
  of	
  terrorism	
  that	
  the	
  9/11	
  attacks	
  on	
  the	
  U.S.	
  and	
  later	
  the	
  7/7	
  attacks	
  in	
  the	
  UK	
  
heralded,	
   the	
   security	
   environment	
   described	
   in	
   the	
   first	
   section	
   above	
   led	
   the	
   previous	
  
Government	
  to	
  an	
  appreciation	
  that	
  the	
  general	
  approach	
  to	
  national	
  security	
  in	
  the	
  UK	
  was	
  
also	
  in	
  need	
  of	
  a	
  major	
  re-­‐conceptualisation.	
  	
  	
  
	
  	
  	
  	
  	
  

Historically,	
   UK	
   practice	
   in	
   regard	
   to	
   national	
   security	
   had	
   been	
   of	
   a	
   more	
  
fragmented	
   nature	
   –	
   there	
   was	
   a	
   ‘foreign	
   policy’,	
   a	
   ‘defence	
   policy’	
   and	
   since	
   2003	
   a	
  
specific	
  ‘counter-­‐terrorism	
  policy’,	
  as	
  well	
  as	
  an	
  updated	
  framework	
  for	
  civil	
  emergencies	
  
set	
  out	
   in	
  the	
  Civil	
  Contingencies	
  Act	
  of	
  2004.	
   	
   The	
  UK	
  approach	
  to	
  national	
  security	
  as	
  a	
  
topic	
  was	
  also	
  still	
  heavily	
  coloured	
  by	
  the	
  traditional	
  conceptions	
  of	
  the	
  issue	
  –	
  the	
  domain	
  
of	
  external	
  threats	
  on	
  an	
  inter-­‐state	
  basis,	
  as	
  well	
  as	
  the	
  term	
  ‘national	
  security’	
  referring	
  to	
  
objectives	
  strictly	
  linked	
  to	
  the	
  security	
  services	
  and	
  military.	
  	
  	
  
	
  

In	
   the	
  wake	
   of	
   the	
   insights	
   afforded	
   by	
   the	
   new	
   threat	
   constellation	
   and	
   security	
  
considerations	
  –	
  in	
  particular	
  the	
  understanding	
  that	
  national	
  security	
  had	
  widened	
  in	
  scope	
  
and	
  was	
   losing	
   its	
   specific	
   external	
   dimension	
   –	
   the	
   previous	
  Government	
   published	
   the	
  
UK’s	
   first	
   National	
   Security	
   Strategy	
   in	
   2008	
   in	
   an	
   attempt	
   to	
   conceptualise	
   the	
   new	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
17	
  Conservatives	
  –	
  A	
  Resilient	
  Nation,	
  p.	
  24	
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security	
   environment	
   and	
   lay	
   the	
   foundations	
   for	
   a	
   cross-­‐departmental	
   approach	
   to	
  
security.	
  	
  	
  
	
  

The	
  2008	
  document	
  was	
  criticised	
  for	
  being	
  too	
  broad,	
  failing	
  to	
  prioritise	
  threats	
  
and	
  offering	
  very	
  little	
  in	
  the	
  way	
  of	
  an	
  actual	
  strategy	
  to	
  counter	
  them,	
  and	
  was	
  described	
  
as	
   more	
   of	
   an	
   ex	
   post	
   facto	
   rationalisation	
   based	
   on	
   discrete	
   initiatives	
   that	
   were	
   pre-­‐
existing.18	
   	
   One	
   expert	
   spoke	
   of	
   the	
   document	
   as	
   being	
   overly	
   descriptive	
   of	
   the	
  myriad	
  
security	
  challenges	
  and	
  the	
  government	
  response,	
  yet	
  not	
  really	
  saying	
  anything	
  and	
  failing	
  
in	
   its	
  basic	
  purpose	
  of	
  providing	
  vision	
  and	
  motivation.	
  However,	
  Dr	
  Tobias	
  Feakin	
  of	
  RUSI	
  
pointed	
  out	
  in	
  his	
  evidence	
  that,	
  whilst	
  the	
  accusations	
  do	
  have	
  validity	
  and	
  very	
  few	
  other	
  
countries’	
  National	
  Security	
  Strategies	
  cover	
  a	
  similarly	
  wide	
  range	
  of	
  security	
  and	
  defence	
  
issues	
  in	
  one	
  place,	
  it	
  did	
  provide	
  a	
  valuable	
  “building	
  block	
  to	
  creating	
  pan-­‐departmental	
  
thinking	
  and	
  potentially	
  providing	
  a	
  more	
  coherent	
  approach	
  to	
  national	
  security	
  issues	
  in	
  
the	
  future.”19	
  	
  
	
  

In	
  June	
  2009	
  an	
  updated	
  NSS	
  was	
  published	
  that	
  had	
  evidently	
  taken	
  into	
  account	
  
some	
  of	
  the	
  criticisms	
  and	
  expanded	
  on	
  the	
  previous	
  document	
  both	
  in	
  terms	
  of	
  developing	
  
the	
   ideas	
   intellectually	
  and	
   in	
  terms	
  of	
  offering	
  a	
  more	
  developed	
  strategic	
   framework	
  for	
  
the	
  prioritisation	
  and	
  organisation	
  of	
  national	
  security	
  in	
  the	
  UK	
  government.	
  	
  Some	
  threat	
  
assessments	
   had	
   been	
   altered	
   –	
   the	
   language	
   on	
   terrorism	
   was	
   noticeably	
   tougher,	
  
describing	
   it	
   as	
   a	
   ‘constant	
   and	
   direct	
   threat	
   to	
   the	
   UK	
   and	
   our	
   people’	
   and	
  marking	
   al-­‐
Qaeda	
   and	
   its	
   affiliates	
   as	
   the	
   paramount	
   threat	
   to	
   the	
   UK.	
   	
   It	
   further	
   reintroduced	
   the	
  
possibility	
   of	
   a	
   return	
   of	
   direct	
   state	
   threats	
   to	
   the	
   UK,	
   something	
   the	
   first	
   NSS	
   had	
  
comprehensively	
   discounted.	
   	
   In	
   addition,	
   the	
   financial	
   crisis	
   featured	
   heavily,	
   giving	
  
expression	
  to	
  an	
  expanded	
  notion	
  of	
  potential	
  threats	
  and	
  recognising	
  the	
  added	
  concerns	
  
brought	
  on	
  by	
  the	
  challenges	
  of	
  adequately	
  funding	
  a	
  response	
  in	
  the	
  new	
  financial	
  context.	
  	
  	
  	
  
	
  

Many	
   of	
   the	
   criticisms	
   of	
   the	
   previous	
   version	
   remained,	
   however.	
   	
   The	
   2009	
  
document	
   was	
   much	
   improved,	
   but	
   still	
   ended	
   up	
   being	
   overly	
   concerned	
   with	
   the	
  
organisation	
  of	
  government	
  and	
  ultimately	
  fell	
  short	
  in	
  its	
  crucial	
  goal	
  in	
  the	
  same	
  vein	
  as	
  
the	
  2008	
  document	
  –	
  being	
  more	
  of	
  a	
  strategic	
  outlook	
  to	
  guide	
  strategy	
  makers	
  rather	
  
than	
  itself	
  providing	
  the	
  overarching,	
  keystone	
  strategy	
  an	
  NSS	
  should.	
  
	
  

The	
  new	
  Government,	
   in	
  its	
  views	
  on	
  National	
  Security	
  set	
  out	
  before	
  the	
  election,	
  
accepted	
   the	
   basic	
   premise	
   behind	
   the	
   original	
   NSS	
   –	
   the	
   requirement	
   for	
   a	
   holistic	
  
approach	
  to	
  security	
  –	
  but	
  set	
  out	
  to	
  draw	
  up	
  a	
  new	
  National	
  Security	
  Strategy	
  as	
  part	
  of	
  the	
  
wide-­‐ranging	
  changes	
  to	
  the	
  National	
  Security	
  apparatus	
  it	
  proposed.	
  	
  It	
  further	
  committed	
  
itself	
  to	
  conduct	
  immediately	
  upon	
  taking	
  office	
  a	
  Strategic	
  Defence	
  and	
  Security	
  Review	
  
(SDSR).	
  
	
  

Criticism	
   of	
   this	
   process	
   of	
   reconsidering	
   the	
   UK’s	
   internal	
   and	
   external	
   security	
  
priorities	
  and	
  approaches	
  emerged	
  almost	
   instantly.	
   	
  Above	
  all,	
   there	
  was	
  a	
  very	
   strong	
  
concern	
   that	
   too	
  much	
  was	
   being	
   done	
   too	
   soon.	
   	
   Though	
   the	
   two	
   documents	
   by	
   their	
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  Annex	
  B,	
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  Gregory,	
  ARI	
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  June	
  2008,	
  The	
  UK’s	
  first	
  National	
  Security	
  Strategy:	
  a	
  critical	
  and	
  

selective	
  evaluation’.(2008)	
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nature	
  require	
  input	
  from	
  many	
  different	
  relevant	
  constituencies,	
  essentially	
  the	
  same	
  core	
  
set	
  of	
  officials	
  were	
   tasked	
  with	
  delivering	
  aspects	
  of	
   the	
   two	
  documents	
  being	
  produced	
  
simultaneously.	
   	
   The	
   complexities	
   inherent	
   in	
   the	
  current	
  geopolitical	
   context,	
   coupled	
   to	
  
the	
   shortcomings	
   of	
   the	
   previous	
   NSS	
   together	
   with	
   the	
   then	
   acute	
   lack	
   of	
   strategic	
  
direction	
   in	
   the	
   defence	
   realm	
   in	
   its	
   totality,	
   meant	
   that	
   many	
   outside	
   experts	
   vocally	
  
questioned	
  if	
  the	
  process	
  as	
  conducted	
  would	
  have	
  the	
  possibility	
  of	
  producing	
  satisfactory	
  
results.	
   	
   This	
   concern	
  was	
   supplemented	
   by	
   the	
   fact	
   that	
   the	
   deliberations	
   occurred	
   at	
   a	
  
time	
  of	
  significant	
  and	
  wide-­‐ranging	
  reorganisation	
  for	
  National	
  Security	
  policy	
  making	
  and	
  
execution	
  at	
  the	
  heart	
  of	
  the	
  new	
  Government,	
  in	
  line	
  with	
  the	
  intentions	
  that	
  had	
  been	
  set	
  
out	
  before	
  gaining	
  power.	
  

	
  
At	
  the	
  core	
  of	
  the	
  concerns	
  was	
  a	
  serious	
  perceived	
  flaw	
  in	
  the	
  sequencing	
  of	
  the	
  

crafting	
  of	
  strategy	
  that	
  was	
  under	
  way,	
  severely	
  compounded	
  by	
  the	
  haste	
   in	
  which	
  the	
  
documents	
   were	
   being	
   debated	
   and	
   written.	
   	
   Though	
   upon	
   publication	
   the	
   NSS	
   and	
   the	
  
SDSR	
  were	
  linked	
  explicitly,	
  presented	
  within	
  the	
  space	
  of	
  24	
  hours	
  as	
  akin	
  to	
  parts	
  one	
  and	
  
two	
   of	
   a	
   consolidated	
   approach	
   –	
   along	
   the	
   quite	
   proper	
   lines	
   of	
   concept	
   and	
  
implementation	
  –	
  there	
  is	
  an	
  obvious	
  question	
  to	
  be	
  asked	
  regarding	
  the	
  true	
  nature	
  of	
  the	
  
sequencing	
  of	
  the	
  deliberations	
  in	
  light	
  of	
  the	
  NSS	
  and	
  SDSR	
  being	
  produced	
  simultaneously.	
  	
  
Whilst	
  the	
  many	
  criticisms	
  of	
  the	
  SDSR	
  process	
  and	
  its	
  fiercely	
  fought	
  constituent	
  dynamics	
  
fall	
  outside	
  the	
  remit	
  of	
  this	
  report	
  and	
  its	
  limited	
  focus	
  on	
  the	
  Homeland	
  Security	
  aspect	
  of	
  
National	
  Security,	
  it	
  is	
  important	
  to	
  note	
  the	
  primary	
  critique	
  of	
  the	
  SDSR	
  as	
  a	
  budget-­‐driven	
  
process.	
  	
  	
  
	
  

A	
  review	
  of	
  National	
  Security	
  Strategy	
  and	
  defence	
  posture	
  cannot	
  be	
  effective	
   if	
  
the	
   budget	
   is	
   a	
   first	
   principle	
   to	
   the	
   extent	
   it	
  was	
   in	
   the	
   heated	
  debate	
   over	
   the	
  SDSR.	
  	
  
Instead,	
   a	
   properly	
   conceived	
   NSS	
   must	
   be	
   arrived	
   at	
   on	
   the	
   basis	
   of	
   the	
   threat-­‐
identification	
   and	
   prioritisation	
   of	
   which	
   a	
   carefully	
   deliberated	
   strategy	
   encompassing	
  
the	
   entire	
   gamut	
   of	
   National	
   Security	
   stakeholders	
   is	
   conceived.	
   	
   A	
   process	
   aimed	
   at	
  
producing	
   a	
   sophisticated	
   approach	
   fit	
   for	
   our	
   times	
   does	
   not	
   lend	
   itself	
   to	
   the	
   hasty	
  
demands	
  of	
  an	
   incoming	
  government.	
   	
   Furthermore,	
   only	
  on	
   the	
  basis	
  of	
   such	
  a	
   carefully	
  
conceived	
   strategy	
   can	
   outcomes	
   be	
   assessed	
   and	
   the	
   debate	
   over	
   the	
   detailed	
   strategic	
  
posture	
  in	
  all	
   its	
  complexities	
  be	
  properly	
  considered.	
  	
  It	
   is	
  on	
  the	
  basis	
  of	
  the	
  outcome	
  of	
  
such	
   a	
   lengthy	
   and	
   detailed	
   analysis	
   of	
   required	
   strategy	
   and	
   tactics	
   that	
   the	
   necessary	
  
budget	
  allocations	
  must	
  then	
  be	
  made.	
  	
  The	
  fact	
  that	
  the	
  Defence	
  budget	
  did	
  not	
  ultimately	
  
suffer	
  as	
  badly	
  as	
  feared	
  by	
  many	
  is	
  in	
  itself	
  no	
  testament	
  to	
  the	
  soundness	
  of	
  the	
  process	
  
and	
  does	
  not	
  detract	
  from	
  the	
  above	
  criticisms.	
  	
  	
  
	
  

The	
  Government	
  published	
   its	
  updated	
  National	
   Security	
  Strategy	
  and	
   the	
  SDSR	
   in	
  
October	
  2010.20	
   	
  The	
  2010	
  version	
  of	
   the	
  NSS	
  can	
  be	
  deemed	
  a	
  further	
   step	
   in	
   the	
   right	
  
direction	
  but	
  still	
  falls	
  significantly	
  short	
  overall	
  on	
  its	
  explicitly	
  stated	
  objectives.	
  	
  	
  
	
  

It	
  is	
  clear	
  that	
  the	
  key	
  concepts	
  which	
  the	
  introduction	
  of	
  a	
  UK	
  NSS	
  originally	
  aimed	
  
to	
  explicate	
  and	
  establish	
  have	
  made	
  good	
  progress	
  and	
  that	
  the	
  2010	
  version	
  represents	
  a	
  
credible	
  attempt	
  to	
  address	
  one	
  of	
  the	
  main	
  criticisms	
  of	
  the	
  previous	
  versions.	
  	
  If	
  the	
  NSS	
  
process	
  has	
  proven	
  an	
  evolutionary	
  effort,	
  then	
  the	
  latest	
  version	
  does	
  offer	
  progress.	
  	
  It	
  is	
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  Age	
  of	
  Uncertainty	
  –	
  The	
  National	
  Security	
  Strategy.	
  (2010),	
  Cm	
  7953	
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notable	
   in	
   this	
   context	
   that	
   the	
   document	
   formalises	
   the	
   periodic	
   review	
   of	
   several	
  
component	
   initiatives	
   –	
   focusing	
   not	
   least	
   on	
   the	
   delivery	
   of	
   its	
   objectives.	
   	
   This	
   is	
   an	
  
important	
  development	
  and	
  the	
  Government	
  must	
  be	
  held	
  to	
  it,	
  in	
  particular	
  in	
  light	
  of	
  the	
  
continued	
  shortcomings	
  of	
  the	
  document.	
  	
  	
  	
  
	
  

There	
   is	
   however	
   a	
   difference	
   between	
   the	
   Prime	
   Minister	
   and	
   Deputy	
   Prime	
  
Minister’s	
  pledge	
  to	
   report	
  to	
  Parliament	
  annually	
  on	
  the	
  NSS	
  (presumably	
  a	
  reference	
  to	
  
implementation)	
  and	
  the	
  commitment	
  at	
  the	
  end	
  of	
  the	
  document	
  to	
  review	
  the	
  NSS	
  every	
  
five	
  years,	
  in	
  conjunction	
  with	
  an	
  SDSR.	
  	
  Though	
  it	
  is	
  to	
  be	
  welcomed	
  that	
  there	
  will	
  be	
  an	
  
annual	
  review	
  of	
  the	
   implementation	
  of	
  the	
  NSS,	
  the	
  current	
  document	
  –	
  and	
   likely	
  any	
  
future	
  NSS	
  -­‐	
  is	
  not	
  fit	
  to	
  serve	
  as	
  the	
  basis	
  of	
  Government	
  efforts	
  to	
  secure	
  the	
  UK	
  for	
  a	
  5	
  
year	
  period,	
  but	
  rather	
  should	
  be	
  considered	
  another	
  step	
  in	
  the	
  right	
  direction	
  in	
  what	
  is	
  
clearly	
  a	
  slow	
  process	
  of	
  annual	
  refinement	
  since	
  the	
  inception	
  of	
  the	
  exercise	
  three	
  years	
  
ago.	
  	
  	
  
	
  

The	
  major	
  positive	
  development	
  is	
  that	
  the	
  2010	
  NSS	
  has	
  at	
  its	
  heart	
  an	
  attempt	
  to	
  
address	
  one	
  of	
  the	
  most	
  serious	
  criticisms	
  of	
  the	
  previous	
  versions	
  –	
  the	
  failure	
  to	
  produce	
  
a	
  model	
   for	
   prioritisation	
   and	
   instead	
  produce	
   a	
   ‘laundry-­‐list’	
   of	
   issues.	
   	
  The	
   document	
  
gives	
   prominence	
   to	
   the	
   National	
   Security	
   Risk	
   Assessment	
   (NSRA)	
   conducted	
   by	
   the	
  
Government	
   to	
   inform	
   the	
   strategy,	
   which	
   it	
   intends	
   to	
   update	
   on	
   a	
   bi-­‐annual	
   basis.	
   	
   As	
  
such,	
  the	
  2010	
  NSS	
  now	
  finally	
  offers	
  a	
  first	
  attempt	
  to	
  codify	
  a	
  list	
  of	
  dangers	
  to	
  the	
  security	
  
of	
  the	
  United	
  Kingdom	
  based	
  on	
  an	
  assessment	
  of	
  strategic	
  context	
  and	
  risk.	
  	
  	
  
	
  

Within	
   the	
   priority	
   risks	
   identified,	
   the	
   prevalence	
   of	
   issues	
   affecting	
   Homeland	
  
Security	
   is	
   highly	
   conspicuous:	
   	
   Terrorism,	
   Cyber	
   Security	
   and	
   Civil	
   Contingencies	
   form	
  
three	
  out	
  of	
  four	
  top	
  level	
  threats.	
  	
  Further,	
  tier	
  two	
  and	
  tier	
  three	
  threats	
  such	
  as	
  a	
  CBRN	
  
attack	
  and	
  issues	
  of	
  continuity	
  of	
  resource	
  supply	
  are	
  also	
  wholly	
  or	
  in	
  part	
  direct	
  threats	
  to	
  
UK	
  Homeland	
  Security.	
  	
  	
  
	
  

Additionally,	
   the	
   concise	
   language	
   used	
   throughout	
   to	
   describe	
   the	
   new	
   security	
  
environment,	
  the	
  concept	
  of	
  which	
  had	
  essentially	
  been	
  the	
  entire	
  focus	
  of	
  the	
  first	
  version,	
  
suggests	
  that	
  this	
  has	
  been	
  successfully	
  embedded	
  in	
  the	
  government	
  apparatus’	
  thinking.	
  
The	
   progress	
   in	
   the	
   adoption	
   of	
   the	
   concept	
   of	
   the	
   ‘whole-­‐government’	
   approach	
   to	
  
National	
   Security	
   is	
   notable	
  when	
   considering	
   the	
   progression	
  of	
   the	
  UK’s	
  NSS	
   –	
  which	
  
was	
  initially	
  designed	
  to	
  stimulate	
  this	
  above	
  all.	
  	
  	
  	
  
	
  

However,	
  whilst	
   it	
   is	
   important	
   to	
  acknowledge	
   this	
  progress	
   in	
   the	
  NSS,	
   the	
  most	
  
serious	
  criticism	
  levelled	
  at	
  the	
  NSS	
  in	
  previous	
  years	
  has	
  still	
  not	
  been	
  addressed	
  in	
  its	
  2010	
  
version.	
   	
   The	
   document	
   continues	
   in	
   its	
   failure	
   to	
   provide	
   a	
   genuine	
   strategy	
   –	
   hard	
  
choices,	
  giving	
  specific	
  direction	
  towards	
  specific	
  desired	
  outcomes.	
  	
  	
  	
  
	
  

As	
   such,	
   even	
   when	
   taken	
   together	
   with	
   the	
   SDSR,	
   the	
   2010	
   National	
   Security	
  
Strategy	
  of	
  the	
  United	
  Kingdom	
  is	
  woefully	
  low	
  on	
  detail.	
  	
  True,	
  threats	
  are	
  identified	
  and	
  
now	
   also	
   prioritised.	
   	
   And	
   as	
   noted	
   below,	
   several	
   necessary	
   adjustments	
   to	
   the	
   various	
  
parts	
   of	
   government	
   concerned	
   with	
   security	
   are	
   instituted	
   –	
   many	
   of	
   which	
   are	
   long	
  
overdue	
  and	
  well	
  conceived.	
  	
  Yet,	
  this	
  continues	
  the	
  trend	
  of	
  the	
  document	
  focusing	
  on	
  the	
  
organisation	
  of	
  government.	
   	
  The	
  problem	
  of	
  the	
   ‘laundry-­‐list’	
  persists.	
   	
   In	
  place	
  of	
  a	
  true	
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strategy,	
  a	
  list	
  of	
  broad,	
  bland	
  intentions	
  is	
  offered	
  throughout.	
  	
  For	
  example,	
  on	
  the	
  newly	
  
created	
  list	
  of	
  ‘National	
  Security	
  Tasks’	
  the	
  SDSR	
  has	
  identified	
  in	
  uppermost	
  position	
  a	
  need	
  
to	
  “Identify	
  and	
  monitor	
  national	
  security	
  risks	
  and	
  opportunities”.	
  	
  Number	
  three	
  on	
  the	
  list	
  
is	
   to	
   “Exert	
   influence	
   to	
   exploit	
   opportunities	
   and	
  manage	
   risks”.	
   	
   Both	
   are	
   axiomatically	
  
necessary	
  to	
  deliver	
  as	
  part	
  of	
  government’s	
  contract	
  with	
  the	
  people	
  to	
  keep	
  them	
  secure.	
  	
  
Neither	
  is	
  a	
  strategy.	
  	
  	
  
	
  

Nor	
  does	
  drilling	
  down	
  into	
  the	
  document	
  offer	
  anything	
  by	
  way	
  of	
  guidance.	
  	
  The	
  
2010	
   NSS	
   opens	
   with	
   a	
   list	
   of	
   factors	
   constituting	
   the	
   strategic	
   context	
   -­‐	
   which	
   appears	
  
largely	
  sensible.	
  	
  It	
  then	
  makes	
  several	
  claims	
  about	
  Britain’s	
  place	
   in	
  the	
  world	
  that	
  could	
  
arguably	
  have	
  better	
  served	
  as	
  the	
  basis	
  of	
  a	
  wider	
  debate	
  that	
  such	
  an	
  absolutely	
  crucial	
  
and	
  evolving	
  topic	
  would	
  have	
  deserved.	
  	
  Part	
  three	
  is	
  the	
  centre	
  piece	
  discussed	
  above	
  –	
  a	
  
serious	
  and	
  useful	
  attempt	
  to	
  prioritise	
  threats,	
  delivering	
  on	
  one	
  of	
  the	
  tenets	
  of	
  strategy	
  
making.	
  	
  Part	
  four	
  is	
  titled	
  ‘Implementation’,	
  an	
  extremely	
  brief	
  section,	
  though	
  reference	
  is	
  
made	
  from	
  the	
  outset	
  to	
  the	
  SDSR	
  as	
  containing	
  further	
  detail.	
   	
  And	
  yet,	
  having	
  identified	
  
the	
   context,	
   our	
   role,	
   and	
   the	
   priorities,	
   is	
   not	
   the	
   question:	
   “What	
   is	
   the	
   strategy?”	
  	
  
Unfortunately,	
   the	
   Government’s	
   answer	
   –	
   which	
   it	
   appears	
   would	
   be	
   to	
   suggest	
  
consulting	
  the	
  SDSR	
  –	
  is	
  wholly	
  unrewarding	
  in	
  this	
  regard.	
  	
  	
  	
  
	
  

The	
  NSS	
  2010	
  and	
  SDSR	
  2010	
  are	
  set	
  up	
  to	
  ostensibly	
  work	
  together	
  to	
  comprise	
  a	
  
guide	
   to	
   strategy	
  and	
  a	
  guide	
   to	
   implementation	
  but	
   there	
   is	
   scantily	
  anything	
   that	
   could	
  
truly	
  be	
  called	
   strategy.	
   	
  Broadly	
   speaking,	
   issues	
  of	
  Homeland	
  Security	
  are	
  housed	
   in	
   the	
  
SDSR	
  in	
  a	
  section	
  titled	
  ‘Wider	
  Security’.21	
  	
  It	
  consists	
  mostly	
  of	
  short,	
  general	
  statements	
  of	
  
intent	
   about	
   the	
   organisation	
   of	
   government	
   and	
   a	
   variety	
   of	
   new	
   initiatives.	
   	
   Notably,	
  
many	
   of	
   these	
   relevant	
   to	
   Homeland	
   Security	
   are	
   well	
   conceived	
   and	
   necessary	
   in	
  
principle.	
   	
   However,	
   they	
   are	
   so	
   void	
   of	
   detail	
   as	
   to	
   make	
   any	
   discussion	
   or	
   even	
  
assumptions	
  about	
  effectiveness	
  impossible.	
  	
  	
  
	
  

As	
  such,	
  whilst	
  the	
  National	
  Security	
  Strategy	
  2010	
  improves	
  upon	
  its	
  predecessor	
  
in	
   the	
   incremental	
   manner	
   that	
   appears	
   to	
   characterise	
   the	
   NSS	
   process	
   since	
   its	
  
inception,	
   and	
   whilst	
   there	
   are	
   several	
   welcome	
   changes	
   to	
   the	
   organisation	
   of	
  
government,	
  some	
  of	
  which	
  are	
  discussed	
  elsewhere	
   in	
  this	
  report	
   -­‐	
   in	
  addition	
  to	
  some	
  
progress	
   on	
   the	
   methodology	
   and	
   strategic	
   posture	
   of	
   the	
   United	
   Kingdom,	
   it	
   clearly	
  
remains	
   a	
   work	
   in	
   progress.	
   	
   This	
   is	
   particularly	
   disappointing	
   when	
   set	
   against	
   the	
  
ambition	
  the	
  Government	
  had	
  to	
  finally	
  produce	
  a	
  document	
  of	
  appropriate	
  depth.	
  	
  	
  	
  

	
  	
  

The	
  Cyber	
  Security	
  Strategy	
  
	
  

With	
   the	
   promulgation	
   of	
   interconnected	
   computer	
   technology	
   and	
   the	
   UK’s	
  
immense	
  reliance	
  on	
  digital	
  networks	
  in	
  modern	
  life	
  –	
  90	
  percent	
  of	
  consumer	
  purchases	
  
are	
  transacted	
  electronically	
  by	
  credit	
  or	
  debit	
  card	
  for	
  example	
  –	
  and	
  with	
  the	
  integration	
  
of	
  networked	
  computer	
  technology	
  into	
  everything	
  from	
  critical	
  infrastructure	
  to	
  military	
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  HMG,	
  Securing	
  Britain	
  in	
  an	
  Age	
  of	
  Uncertainty	
  –	
  The	
  Strategic	
  Defence	
  and	
  Security	
  Review.	
  (2010),	
  Cm	
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command	
   and	
   control,	
   governments	
   have	
   rapidly	
   come	
   to	
   realise	
   both	
   the	
   potential	
   as	
  
well	
  as	
  the	
  vulnerabilities	
  of	
  cyberspace.	
  	
  Dr	
  Tobias	
  Feakin	
  of	
  RUSI	
  notes	
  in	
  his	
  evidence	
  to	
  
the	
  APPG	
  HS	
  that	
  “In	
  many	
  ways	
  the	
  online	
  world	
  is	
  the	
  perfect	
  embodiment	
  of	
  the	
  rapid	
  
globalised,	
   interlinked	
   world	
   that	
   we	
   exist	
   in	
   now,	
   where	
   communication,	
   or	
   financial	
  
transaction	
  are	
  almost	
  instantaneous”	
  but	
  that	
  as	
  a	
  result	
  this	
  is	
  where	
  extreme	
  weakness	
  
can	
  also	
  lie.22	
  	
  	
  
	
  

Indeed,	
  cyber	
  security	
  serves	
  as	
  perhaps	
  the	
  most	
  concise	
  example	
  of	
  the	
  problem	
  
the	
   UK	
   NSS	
   was	
   designed	
   to	
   address	
   –	
   namely	
   that	
   the	
   realities	
   of	
   today’s	
   security	
  
environment	
   require	
   National	
   and	
   Homeland	
   Security	
   policy	
   to	
   be	
   joined	
   up	
   across	
  
government	
  to	
  be	
  effective.	
  	
  To	
  this	
  end,	
  the	
  publication	
  of	
  the	
  2009	
  NSS	
  was	
  accompanied	
  
by	
   the	
   publication	
   of	
   the	
   UK’s	
   first	
   Cyber	
   Security	
   Strategy,	
   which	
   set	
   out	
   to	
   provide	
   a	
  
“strategic	
  enabling	
  framework”	
  through	
  which	
  to	
  collate	
  existing	
  efforts	
   in	
  the	
  field	
  across	
  
government	
  and	
  “bring	
  greater	
  coherence	
  to	
  our	
  cyber	
  security	
  work,	
  by	
  setting	
  up	
  two	
  new	
  
organisations	
  that	
  will	
  bring	
  together	
  the	
  expertise	
  and	
  advice	
  to	
  meet	
  this	
  objective.”23	
  	
  
	
  

The	
   Cyber	
   Security	
   Operations	
   Centre	
   (CSOC)	
  was	
   established	
   as	
   a	
   multi-­‐agency	
  
body	
   hosted	
   at	
   GCHQ.	
   	
   It	
   is	
   tasked	
   with	
   analysing	
   trends	
   and	
   improving	
   technical	
  
responses.	
   	
  Alongside	
  this,	
   the	
  Office	
  of	
  Cyber	
  Security	
  (OCS)	
  was	
  created	
   in	
  the	
  Cabinet	
  
Office,	
   to	
   take	
   “overall	
   ownership”	
   of	
   the	
   Cyber	
   Security	
   Strategy,	
   “provide	
   strategic	
  
leadership	
  across	
  government	
  for	
  cyber	
  security	
  issues”	
  and	
  “drive	
  delivery	
  of	
  the	
  Strategy	
  
through	
  a	
  cross-­‐government	
  programme.”24	
  
	
  

The	
   overly	
   frequent	
   references	
   in	
   the	
   2009	
   Cyber	
   Security	
   Strategy	
   to	
   the	
   new	
  
bodies’	
   integration	
  with	
   existing	
   structures	
   and	
   its	
   intent	
   to	
   avoid	
   duplication	
   hints	
   at	
   an	
  
awareness	
   that	
   the	
   new	
   structures	
   may	
   struggle	
   to	
   assert	
   operational	
   control	
   of	
   cyber	
  
security	
   issues	
   to	
   the	
   extent	
   the	
   document	
   envisages.	
   	
   Indeed,	
   as	
   part	
   of	
   its	
   effort	
   to	
  
streamline	
   security	
   structures,	
   the	
   new	
   Government	
   resolved	
   to	
   amend	
   these	
   structures	
  
almost	
  as	
  soon	
  as	
  they	
  became	
  operational.	
  
	
  

The	
   2010	
   NSS	
   not	
   only	
   saw	
   Cyber	
   Security	
   become	
   amalgamated	
   more	
  
prominently	
   into	
   the	
   main	
   National	
   Security	
   Strategy,	
   but	
   the	
   subject	
   area	
   further	
  
received	
  a	
  specific	
  budget	
  commitment	
  of	
  £650	
  million	
  of	
  new	
  investment	
  over	
  four	
  years.	
  
The	
  NSS	
  and	
  SDSR	
   indicate	
  that	
  the	
  Government	
  views	
  the	
  Cyber	
  Security	
  threat	
  with	
  the	
  
requisite	
   urgency	
  and	
   is	
  now	
  engaged	
   in	
  an	
  attempt	
   to	
   craft	
  a	
  better	
  approach,	
  adopting	
  
what	
  it	
  calls	
  a	
  “transformative	
  national	
  cyber	
  security	
  programme”.25	
  	
  Whilst	
  the	
  focus	
  and	
  
investment	
  in	
  this	
  area	
  are	
  welcome,	
  it	
  is	
  not	
  clear	
  what	
  parameters	
  the	
  Government	
  used	
  
to	
   arrive	
   at	
   the	
   figure	
   and	
   as	
   such	
   it	
   is	
   difficult	
   to	
   accurately	
   assess	
   whether	
   the	
  
investment	
  will	
  prove	
  sufficient.	
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  Annex	
  B,	
  Dr	
  Tobias	
  Feakin,	
  Written	
  Evidence	
  
23	
  Cabinet	
  Office,	
  The	
  Cyber	
  Security	
  Strategy	
  of	
  the	
  United	
  Kingdom	
  –	
  safety,	
  security	
  and	
  resilience	
  in	
  cyber	
  

space.	
  (2009),	
  Cm	
  7642	
  
24	
  Cabinet	
  Office,	
  The	
  Cyber	
  Security	
  Strategy	
  of	
  the	
  United	
  Kingdom	
  (2009)	
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  HMG,	
  The	
  Strategic	
  Defence	
  and	
  Security	
  Review.	
  (2010),	
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The	
   Government	
   has	
   already	
   streamlined	
   the	
   related	
   work	
   in	
   the	
   Cabinet	
   Office	
  
under	
   the	
   National	
   Resilience	
   Team	
   reporting	
   to	
   the	
   National	
   Security	
   Secretariat,	
   which	
  
now	
  incorporates	
  the	
  Office	
  of	
  Cyber	
  Security.	
  	
  The	
  2010	
  SDSR	
  further	
  pledges	
  the	
  creation	
  
of	
  a	
  single	
  point	
  of	
  contact	
  for	
  the	
  reporting	
  of	
  Cyber	
  Crime,	
  additional	
  focus	
  on	
  the	
  centre	
  
for	
   cyber	
   security	
   operations	
   at	
   GCHQ,	
   as	
   well	
   as	
   the	
   creation	
   of	
   a	
   Cyber	
   Infrastructure	
  
Team	
  in	
  the	
  Department	
  for	
  Business,	
  Innovation	
  and	
  Skills.	
  	
  A	
  further	
  new	
  organisation,	
  the	
  
‘UK	
  Defence	
  Cyber	
  Operations	
  Group’	
  will	
  streamline	
  Cyber	
  related	
  operations	
  at	
  the	
  MOD	
  
and	
  integrate	
  cyber	
  activities	
  with	
  defence	
  operations.26	
  	
  
	
  

In	
   light	
   of	
   these	
  myriad	
   changes	
   and	
   new	
   initiatives,	
   concerns	
   have	
   been	
   raised	
  
about	
  the	
  NSS	
  /	
  SDSR’s	
  failure	
  to	
   indicate	
  more	
  thoroughly	
  how	
  the	
  various	
  parts	
  of	
  the	
  
UK’s	
  Cyber	
  Security	
  apparatus	
  will	
  interoperate	
  in	
  practice.	
  	
  Dr	
  Feakin,	
  in	
  his	
  evidence	
  to	
  
the	
  APPG	
  noted	
  the	
  problem	
  of	
  a	
  lack	
  of	
  a	
  ‘champion’	
  of	
  the	
  issue	
  of	
  cyber	
  security,	
  with	
  
the	
  authority	
  to	
  take	
  a	
  lead	
  on	
  implementing	
  the	
  new	
  programme	
  and	
  keeping	
  it	
  on	
  track.	
  	
  
The	
  creation	
  of	
   this	
  programme	
   inevitably	
  encompasses	
  a	
  wide	
  array	
  of	
  departments	
  and	
  
organisations	
  within	
  government	
  and	
  as	
  such	
  is	
  subject	
  to	
  a	
  whole	
  range	
  of	
  potential	
  issues	
  
that	
   would	
   be	
  well	
   served	
   by	
   such	
   a	
   formalised	
   role.	
   	
   The	
   Government	
   should	
   consider	
  
making	
  a	
  high-­‐level	
  appointment	
  to	
  serve	
  this	
  function.	
  	
  	
  
	
  

The	
   impact	
   and	
   operational	
   realities	
   of	
   these	
   newly	
   created	
   and	
   streamlined	
  
bodies	
  will	
  not	
  become	
  apparent	
   for	
   some	
   time,	
   though	
   the	
  availability	
  of	
   the	
   requisite	
  
funding	
  which	
   the	
   programme	
   provides	
   puts	
   in	
   place	
   one	
   fundamental	
   determinant	
   of	
  
their	
  success.	
  	
  	
  
	
  

In	
  the	
  context	
  of	
  Cyber	
  Security,	
  one	
  of	
  the	
  primary	
  problems	
  the	
  Government	
  will	
  
have	
  to	
  overcome	
  is	
  a	
  serious	
  skills	
  gap,	
  which	
  leaves	
  UK	
  defences	
  in	
  the	
  electronic	
  realm	
  
highly	
  vulnerable.	
  	
  Across	
  the	
  developed	
  world,	
  governments	
  have	
  come	
  to	
  recognise	
  that	
  
the	
  target	
  demographic	
  for	
  these	
  skills	
  is	
  an	
  unusual	
  one	
  with	
  which	
  government	
  usually	
  has	
  
little	
  to	
  no	
  interaction	
  –	
  former	
  Security	
  Minister	
  Lord	
  West	
  has	
  previously	
  described	
  them	
  
as	
   “youngsters,	
   knee	
   deep	
   into	
   this	
   stuff”	
   and	
   other	
   government	
   officials	
   here	
   and	
  
elsewhere	
   have	
   made	
   similar	
   informal	
   allusions	
   to	
   the	
   demographic	
   this	
   conjures	
   up.27	
  	
  
Innovative	
   means	
   will	
   have	
   to	
   be	
   found	
   in	
   order	
   to	
   attract,	
   incentivise	
   and	
   retain	
   the	
  
requisite	
   talent.	
   	
   The	
   2010	
   SDSR	
   sets	
   out	
   general	
   intentions	
   to	
   “sponsor	
   research”	
   and	
  
“build	
   excellence”	
   in	
   this	
   area	
   as	
   well	
   as	
   introduce	
   a	
   programme	
   of	
   cyber	
   security	
  
education	
  for	
  the	
  wider	
  public.28	
  	
  	
  
	
  

Whilst	
  this	
  is	
  to	
  be	
  welcomed,	
  and	
  whilst	
  initial	
  efforts	
  such	
  as	
  the	
  Cyber	
  Security	
  
Challenge	
  are	
  welcome,	
  it	
  is	
  not	
  currently	
  clear	
  how	
  the	
  Government	
  intends	
  to	
  deliver	
  on	
  
these	
   pledges,	
   and	
   the	
   effectiveness	
   of	
   Government	
   efforts	
   in	
   this	
   area	
   will	
   have	
   to	
   be	
  
assessed	
   once	
   a	
   more	
   detailed	
   explanation	
   of	
   the	
   longer-­‐term	
   strategy	
   behind	
   relevant	
  
initiatives	
   is	
   forthcoming.	
   	
   We	
   understand	
   that	
   several	
   options	
   for	
   strengthening	
   public	
  
education	
  and	
  engaging	
  with	
   industry	
  are	
   currently	
  under	
   consideration	
  and	
  welcome	
   the	
  
consultation	
  process	
  the	
  Government	
  is	
  engaged	
  in.	
  	
  With	
  the	
  imminent	
  end	
  of	
  this	
  process,	
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  Ibid	
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  “Contest	
  Aims	
  to	
  Turn	
  Young	
  Hackers	
  into	
  Cyber	
  Security	
  ‘Top	
  Guns’”,	
  Mike	
  Harvey,	
  The	
  Times,	
  8/10/2009	
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we	
   urge	
   the	
  Government	
   to	
   subsequently	
   clarify	
   the	
   relevant	
   details	
   as	
   soon	
   as	
   possible.	
  	
  
The	
  2011	
  update	
  to	
  the	
  Cyber	
  Security	
  Strategy	
  will	
  be	
  an	
  important	
  opportunity	
  to	
  assess	
  
progress	
  on	
  detail	
  and	
  implementation.	
  	
  
	
  

In	
  the	
  wake	
  of	
  the	
  NSS	
  2010,	
  the	
  picture	
  for	
  the	
  UK’s	
  Cyber	
  Security	
  is	
  on	
  a	
  path	
  to	
  
improvement.	
   	
  Clear	
  and	
  pressing	
  vulnerabilities	
  exist,	
  whilst	
   the	
  effectiveness	
  of	
  the	
  new	
  
structures	
  in	
  the	
  face	
  of	
  a	
  daunting	
  challenge	
  remains	
  untested	
  –	
  some	
  of	
  the	
  initiatives	
  lack	
  
detail,	
   and	
   it	
   is	
   not	
   yet	
   clear	
   how	
   effectively	
   the	
   various	
   parts	
   of	
   the	
   strategy	
   will	
   work	
  
together	
   in	
   practice.	
   	
   The	
   Government	
   must	
   put	
   in	
   place	
   the	
   detailed	
   aspects	
   of	
   its	
  
programme	
   as	
   soon	
   as	
   possible	
   and	
   closely	
   monitor	
   the	
   effectiveness	
   of	
   these	
   new	
  
structures	
   and	
   initiatives,	
   but	
   the	
   Cyber	
   Security	
   strategy	
   appears	
   well	
   conceived	
   in	
  
principle,	
   with	
   the	
   vital	
   addition	
   of	
   being	
   appropriately	
   funded.	
   	
   	
   As	
   such	
   it	
   goes	
   a	
  
considerable	
  way	
  to	
  making	
  the	
  United	
  Kingdom	
  better	
  prepared	
  for	
  this	
  new	
  challenge	
  of	
  
the	
  21st	
  Century.	
  	
  	
  	
  

	
  

Government	
  Structures	
  and	
  Organisation	
  
	
  

Since	
  9/11	
  and	
  the	
  creation	
  of	
  the	
  Department	
  of	
  Homeland	
  Security	
  (DHS)	
  in	
  the	
  
United	
  States,	
  there	
  has	
  been	
  an	
  on-­‐going	
  debate	
  over	
  the	
  best	
  calibration	
  of	
  a	
  structure	
  
designed	
  to	
  ensure	
  homeland	
  security	
  in	
  the	
  UK,	
  focusing	
  in	
  particular	
  on	
  the	
  question	
  of	
  
centralisation	
  in	
  the	
  vein	
  of	
  the	
  American	
  model,	
  as	
  set	
  against	
  the	
  UK	
  system	
  of	
  a	
  Lead	
  
Government	
  Department	
  (LGD).	
  	
  	
  
	
  

Among	
  those	
  who	
  gave	
  evidence	
  for	
  this	
  report,	
  there	
  was	
  general	
  agreement	
  that	
  
the	
  US	
  system	
  of	
  creating	
  an	
  entirely	
  new	
  government	
  department	
  would	
  not	
  be	
  suited	
  to	
  
the	
  UK	
  context.	
  	
  Sir	
  David	
  Omand	
  expressed	
  the	
  view	
  that	
  the	
  Home	
  Office	
  has	
  traditionally	
  
held	
  the	
  functions	
  associated	
  with	
  the	
  DHS	
  and	
  as	
  such	
  is	
  entirely	
  suitable	
  to	
  be	
  the	
  LGD	
  on	
  
Homeland	
   Security	
   and	
   further	
   noted	
   that	
   the	
   American	
   model	
   depended	
   on	
   making	
  
available	
  funding	
  that	
  would	
  simply	
  not	
  exist	
  in	
  the	
  UK	
  context.29	
  	
  In	
  fact,	
  it	
  was	
  noted	
  by	
  Mr	
  
Granatt	
   in	
   his	
   evidence	
   that	
   the	
   entire	
   LGD	
   system	
   exists	
   on	
   account	
   of	
   the	
   resource	
  
competition	
  in	
  Government	
  in	
  that	
  it	
  was	
  devised	
  to	
  “take	
  the	
  argument	
  out	
  about	
  who	
  was	
  
going	
   to	
   pay.”30	
   	
   Moreover,	
   the	
   arrangements	
   to	
   work	
   under	
   the	
   LGD	
   system	
   are	
   now	
  
deemed	
  to	
  be	
  mature	
  and	
  effective	
  in	
  delivering	
  the	
  principle	
  functions	
  they	
  are	
  designed	
  to	
  
fulfil.	
   	
   It	
  is	
  also	
  worth	
  noting	
  that	
  the	
  ethos	
  that	
  underpins	
  the	
  LGD	
  structure	
  in	
  terms	
  of	
  
Homeland	
  Security	
  –	
  to	
  bring	
  to	
  bear	
  the	
  most	
  relevant	
  expertise	
  in	
  an	
  emergency	
  –	
  is	
  a	
  
sensible	
  one	
  in	
  principle.	
  
	
  

In	
   terms	
   of	
   the	
   structure	
   responsible	
   for	
   Homeland	
   Security	
   at	
   the	
   heart	
   of	
  
government	
   a	
   number	
   of	
   witnesses	
   commented	
   on	
   the	
   role	
   of	
   the	
   Civil	
   Contingencies	
  
Secretariat	
  (CCS)	
  and	
  its	
  previous	
  location	
  in	
  the	
  Cabinet	
  Office.	
  	
  Civil	
  contingencies	
  used	
  to	
  
be	
  handled	
  in	
  the	
  Home	
  Office,	
  but	
  moved	
  to	
  the	
  Cabinet	
  Office	
  when	
  the	
  CCS	
  was	
  set	
  up	
  in	
  
June	
  2001	
  after	
  the	
  shortcomings	
  of	
  the	
  arrangements	
  had	
  been	
  exposed	
  by	
  a	
  number	
  of	
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crises.	
   	
   By	
   the	
   time	
   the	
   CCS’	
   structures	
   were	
   in	
   place	
   however,	
   events	
   of	
   9/11	
   quickly	
  
overtook	
   its	
   original	
   aims	
   and	
   it	
   became	
   centrally	
   engaged	
   in	
   the	
   emerging	
   Homeland	
  
Security	
   structure.	
   	
   It	
  now	
  serves	
  a	
  prominent	
   function	
   for	
  Homeland	
  Security	
   in	
   terms	
  of	
  
being	
   tasked	
   to	
   ensure	
   Government	
   continuity	
   during	
   a	
   crisis	
   and	
  with	
   delivering	
   a	
  wide	
  
ranging	
  capabilities	
  programme	
  on	
  government,	
   public	
   sector	
  and	
  community	
   resilience	
   –	
  
working	
  across	
  central	
  government	
  and	
   in	
  support	
  of	
  regional	
  level	
  government	
  structures	
  
and	
  other	
  key	
  stakeholders	
  -­‐	
  as	
  well	
  as	
  feeding	
  into	
  the	
  Protect	
  and	
  Prepare	
  strands	
  of	
  the	
  
CONTEST.	
  	
  
	
  

Locating	
   the	
   CCS	
   in	
   the	
   Cabinet	
  Office	
  was	
   initially	
   designed	
   to	
   give	
   it	
   a	
   central,	
  
cross-­‐government	
  transformative	
  role.	
  	
  The	
  benefit	
  of	
  the	
  proximity	
  to	
  the	
  Prime	
  Minister	
  
was	
   deemed	
   to	
   be	
   helpful	
   in	
   leveraging	
   policy	
   across	
   government	
   and	
   also	
   cited	
   as	
   the	
  
reason	
  why	
   the	
  arrangement	
  was	
   sufficient	
  without	
  a	
  dedicated	
  Cabinet	
  Minister,	
   though	
  
this	
   of	
   course	
   depends	
   on	
  whether	
   the	
   Prime	
  Minister	
   is	
   sufficiently	
   concerned	
  with	
   the	
  
policy	
   area	
   such	
   as	
   was	
   the	
   case	
   for	
   resilience	
   and	
   counter	
   terrorism.	
   	
   The	
  
compartmentalisation	
  of	
  knowledge	
  and	
  disparity	
  of	
  relevant	
  procedures	
  was	
  also	
  said	
  to	
  be	
  
best	
  tackled	
  from	
  the	
  centre	
  of	
  government.	
  	
  	
  
	
  

Today	
  however,	
  it	
  could	
  be	
  deemed	
  that	
  civil	
  contingencies	
  and	
  resilience	
  is	
  now	
  a	
  
mainstream	
   subject	
   and	
   an	
   executive	
   operation	
   that	
   does	
   not	
   belong	
   at	
   the	
   centre	
   of	
  
government	
   but	
   rather	
   in	
   a	
   lead	
   department.	
   	
  Whilst	
   it	
   was	
   clear	
   from	
   the	
   evidence	
  
provided	
  to	
  us	
  that	
  much	
  of	
  the	
  effectiveness	
  of	
  the	
  interface	
  between	
  the	
  Home	
  Office	
  role	
  
in	
   Homeland	
   Security	
   and	
   that	
   of	
   the	
   Cabinet	
   Office	
   –	
   and	
   indeed	
   other	
   stakeholders	
   –	
  
depends	
   on	
   the	
   close	
   and	
   effective	
  working	
   relationship	
   and	
   liaison	
   between	
   the	
   various	
  
parties	
   involved,	
  and	
   it	
  was	
  universally	
  emphasised	
  that	
  the	
  relationship	
  between	
  the	
  two	
  
parts	
  of	
  the	
  system	
  is	
  very	
  good	
  and	
  effective,	
  one	
  suggested	
  solution	
  was	
  to	
  construct	
  a	
  
counterpart	
   to	
   the	
  OSCT	
  within	
   the	
  Home	
  Office,	
  which	
  would	
   incorporate	
   the	
   CCS	
  and	
  
related	
  functions	
  and	
  consolidate	
  Homeland	
  Security	
  policy	
  in	
  the	
  Home	
  Office.	
  	
  	
  
	
  

Indeed,	
  as	
  per	
  its	
  declared	
  intentions,	
  the	
  new	
  Government	
  has	
  effectively	
  created	
  
a	
  structure	
  that	
  does	
  consolidate	
  the	
  CCS	
  with	
  other	
  related	
  bodies	
   in	
  the	
  form	
  of	
  a	
  new	
  
National	
   Resilience	
   Team,	
   consolidating	
   the	
   implementation	
   functions	
   of	
   the	
   CCS,	
   the	
  
Information	
   Security	
   and	
   Assurance	
   Unit,	
   the	
   work	
   of	
   the	
   Centre	
   for	
   the	
   Protection	
   of	
  
National	
   Infrastructure	
   (CPNI)	
   and	
   the	
   newly	
   created	
   Office	
   of	
   Cyber	
   Security.	
   	
   However,	
  
citing	
   the	
   ‘heavy	
   implementation	
   load’,	
   the	
   new	
   Government	
   has	
   opted	
   to	
   retain	
   these	
  
functions	
   in	
   the	
   Cabinet	
   Office,	
   as	
   part	
   of	
   its	
   setting	
   up	
   of	
   a	
   new	
   National	
   Security	
  
Secretariat	
  to	
  be	
  headed	
  by	
  a	
  National	
  Security	
  Adviser.31	
  
	
  

Additionally,	
   in	
   the	
   course	
   of	
   the	
  APPG	
  HS’	
   research,	
   a	
   similar	
   question	
   arose	
   in	
  
regard	
   to	
   the	
   location	
   of	
   responsibility	
   for	
   transport	
   security,	
   not	
   least	
   in	
   light	
   of	
   the	
  
centrality	
  of	
  transport	
  as	
  a	
  target	
  for	
  terrorism.	
  	
  As	
  the	
  LGD,	
  the	
  Department	
  for	
  Transport	
  
(DfT)	
   is	
   responsible	
   for	
  protecting	
   transport	
   industries,	
   a	
   responsibility	
   it	
  exercises	
  via	
   the	
  
office	
   of	
   the	
   Director	
   and	
   Coordinator	
   of	
   Transport	
   Security	
   known	
   as	
   TRANSEC.	
   	
   Robert	
  
Whalley,	
  and	
  Sir	
  David	
  Omand	
  both	
  expressed	
  strong	
  views	
  that	
  TRANSEC	
  was	
  best	
  located	
  
in	
  close	
  proximity	
  to	
  the	
  interface	
  of	
  the	
  government	
  with	
  the	
  transport	
  industry	
  and	
  was	
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very	
   effective	
   in	
   playing	
   its	
   designated	
   role	
   under	
   the	
   current	
   arrangements.32	
   	
   However,	
  
other	
   witnesses	
   suggested	
   that	
   there	
   was	
   a	
   case	
   to	
   be	
   made	
   for	
   consolidation	
   of	
  
Homeland	
  Security	
  focused	
  policing,	
  such	
  as	
  the	
  British	
  Transport	
  Police	
  and	
  other	
  relevant	
  
forces,	
  noting	
   that	
   in	
   the	
  case	
  of	
   the	
  Civil	
  Nuclear	
  Protection	
  Constabulary	
   not	
  only	
  were	
  
there	
  issues	
  of	
  disparities	
  in	
  salaries	
  and	
  training,	
  but	
  the	
  LDG	
  (Department	
  for	
  Energy	
  and	
  
Climate	
  Change)	
  was	
  also	
  not	
  integrated	
  into	
  the	
  relevant	
  structures	
  in	
  the	
  same	
  way	
  as	
  the	
  
Home	
  Office	
  is.	
  	
  
	
  

Above	
   all,	
   the	
   new	
   Government’s	
   creation	
   of	
   a	
   National	
   Security	
   Council	
   (NSC)	
  
chaired	
   by	
   the	
   Prime	
   Minister	
   with	
   sub-­‐committees	
   on	
   Counter	
   Terrorism,	
   Protective	
  
Security	
  &	
  Resilience,	
  as	
  well	
  as	
  Intelligence	
  (alongside	
  Defence	
  &	
  Overseas)	
  was	
  a	
  major	
  
change	
  to	
  the	
  organisation	
  of	
  the	
  government,	
  clearly	
   intended	
  to	
  strengthen	
  the	
  central	
  
machinery	
  responsible	
  for	
  Defence	
  and	
  Homeland	
  Security.	
  	
  The	
  NSC	
  has	
  its	
  own	
  Secretariat	
  
in	
   the	
  Cabinet	
  Office	
  headed	
  by	
   the	
  new	
  National	
   Security	
  Adviser,	
  with	
   the	
  consolidated	
  
functions	
  of	
  the	
  CCS	
  and	
  related	
  organisations	
  under	
  it.	
  	
  	
  
	
  

The	
  new	
  NSC	
  may	
  indeed	
  end	
  up	
  as	
  a	
  significant	
  step	
  towards	
  creating	
  a	
  ‘half	
  way	
  
house’	
  between	
  the	
  US	
  and	
  UK	
  models.	
  However,	
  as	
  already	
  discussed	
  above	
  in	
  relation	
  to	
  
new	
  Cyber	
  Security	
  initiatives,	
  the	
  working	
  realities	
  of	
  these	
  major	
  changes	
  in	
  the	
  apparatus	
  
of	
   government	
   will	
   have	
   to	
   be	
   closely	
   monitored	
   in	
   order	
   to	
   determine	
   their	
   ultimate	
  
calibration	
  and	
  effectiveness.	
  	
  The	
  question	
  over	
  the	
  NSC’s	
  eventual	
  role	
  begs	
  prominently	
  
in	
   the	
   debate	
   over	
   centralisation.	
   	
   If	
   the	
   body	
   establishes	
   itself	
   as	
   the	
   overall	
   driver	
   of	
  
National	
  Security	
  policy,	
  this	
  will	
  be	
  a	
  considerable	
  and	
  consequential	
  change	
  to	
  the	
  conduct	
  
of	
   National	
   Security	
   policy	
   in	
   the	
   UK	
   system.	
   	
   Most	
   witnesses	
   agree	
   that	
   the	
   budgetary	
  
realities	
   of	
   this	
   process	
  will	
   determine	
   its	
   outcome.	
   	
   One	
   expert	
   noted	
   that	
   an	
   NSC	
  with	
  
executive	
  authority	
  over	
  a	
  budget	
  would	
  have	
  the	
  potential	
   to	
  be	
  a	
  game	
  changer.	
   	
  Other	
  
discussants	
  noted	
  that	
  they	
  foresaw	
  a	
  significant	
  downgrading	
  of	
  ambitions	
  for	
  the	
  planned	
  
reorganisation	
   on	
   account	
   of	
   current	
   budgetary	
   realities	
   and	
   there	
   are	
   concerns	
   over	
  
adequate	
  staffing	
  levels.	
  	
  	
  	
  
	
  

Indeed,	
  in	
  the	
  process	
  of	
  compiling	
  the	
  research	
  for	
  this	
  report	
  there	
  have	
  already	
  
been	
   indications	
   that	
   the	
   NSC	
   has	
   emerged	
   to	
   play	
   a	
   less	
   ambitious	
   role	
   than	
   initially	
  
conceived,	
  with	
   a	
   role	
   that	
   is	
   effectively	
  more	
   geared	
   towards	
   building	
   policy	
   consensus	
  
amidst	
  relevant	
  departments	
  and	
  monitoring	
  and	
  assessing	
   implementation	
  and	
  execution	
  
from	
   a	
   central	
   vantage	
   point.	
   	
   The	
   widely	
   reported	
   direct	
   role	
   of	
   Number	
   10	
   and	
   the	
  
Treasury	
   in	
   the	
   SDSR	
   was	
   notable	
   in	
   this	
   regard,	
   as	
   is	
   the	
   low	
   profile	
   the	
   NSC	
   has	
   had	
  
generally	
  since	
  its	
  inception.	
  	
  Despite	
  such	
  concerns,	
  the	
  NSC	
  already	
  plays	
  a	
  major	
  role	
  in	
  
all	
  relevant	
  aspects	
  of	
  Homeland	
  Security	
  and	
  Defence	
  policy,	
  constituting	
  a	
  weekly	
  forum	
  
at	
  the	
  highest	
  level	
  of	
  government.	
  	
  	
  
	
  

That	
  said,	
  even	
   if	
   realised	
  only	
   in	
  a	
  more	
   limited	
  manner,	
  such	
  a	
  body	
  may	
  still	
  go	
  
some	
   way	
   towards	
   improving	
   government	
   effectiveness	
   as	
   regards	
   Homeland	
   Security	
  
policy,	
  since,	
  given	
  the	
  cross-­‐cutting	
  nature	
  of	
  Homeland	
  Security,	
  a	
  significantly	
  upgraded	
  
central	
  coordinating	
  body	
  is	
  likely	
  to	
  have	
  a	
  positive	
  effect	
  in	
  terms	
  of	
  the	
  formation	
  and	
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implementation	
   of	
   policy.	
   	
   Additionally,	
   the	
   consolidation	
   of	
   focus	
   under	
   the	
   National	
  
Security	
   Secretariat	
   is	
   a	
   positive	
   step	
   regardless	
   of	
   the	
   role	
   the	
   NSC	
   itself	
   will	
   eventually	
  
play,	
  as	
  is	
  the	
  concerted	
  effort	
  set	
  out	
  in	
  the	
  NSS	
  2010	
  to	
  strengthen	
  Horizon	
  Scanning	
  and	
  
ensure	
   a	
  more	
   joined-­‐up	
   approach	
   to	
   the	
   information	
   that	
   feeds	
   into	
   Homeland	
   Security	
  
policy	
  making	
  at	
  the	
  heart	
  of	
  government.	
  	
  	
  
	
  

Given	
   the	
   scope	
   of	
   the	
   reorganisation	
   the	
   Government	
   has	
   instigated,	
   the	
   new	
  
arrangements	
  will	
  have	
   to	
  be	
  given	
   some	
   time	
  before	
   their	
  effectiveness	
   can	
  be	
  assessed	
  
more	
  accurately.	
  	
  On	
  a	
  current	
  assessment	
  however,	
  whilst	
  significant	
  and	
  consequential	
  
questions	
  remain,	
   it	
  would	
  appear	
  on	
  balance	
  that	
  these	
  are	
  welcome	
  changes	
  that	
  will	
  
strengthen	
  the	
  core	
  of	
  the	
  UK’s	
  Homeland	
  Security	
  efforts.	
  	
  	
  

	
  

Legislation	
  
	
  

The	
   balancing	
   of	
   security	
   with	
   civil	
   liberty	
   is	
   a	
   prime	
   challenge	
   at	
   the	
   heart	
   of	
  
efforts	
   to	
   keep	
  Britain	
   safe	
  and	
   is	
   a	
   constant	
  and	
  prominent	
   feature	
  of	
   debates	
   around	
  
Homeland	
  Security	
  legislation.	
  	
  
	
  

Though	
  a	
  detailed	
  examination	
  of	
  the	
  relevant	
  legislation	
  is	
  beyond	
  the	
  scope	
  of	
  the	
  
report	
   at	
   hand,	
   a	
   brief	
   sketch	
   gives	
   an	
   idea	
   of	
   the	
   rapidly	
   developing	
   nature	
   of	
   the	
  
legislative	
   framework	
   for	
  Homeland	
  Security	
   in	
   the	
  UK:	
   	
   Legislation	
   to	
   combat	
   terrorism	
  
was	
  until	
  2000	
  based	
  on	
  the	
  annually	
  approved	
  ‘temporary’	
  legislation	
  in	
  the	
  Prevention	
  of	
  
Terrorism	
   Act	
   (Northern	
   Ireland),	
  which	
  was	
   updated	
   by	
   the	
  Terrorism	
   Act	
   2000,	
   the	
   first	
  
piece	
  of	
  permanent	
  counter-­‐terrorism	
  legislation	
  in	
  the	
  UK.	
  	
  The	
  Anti-­‐Terrorism,	
  Crime	
  and	
  
Security	
  Act	
  2001	
  was	
  passed	
  in	
  the	
  wake	
  of	
  9/11	
  at	
  great	
  speed,	
  and	
  greatly	
  expanded	
  the	
  
power	
  of	
  the	
  government	
  to	
  deal	
  with	
  terrorism.	
  	
  After	
  a	
  2004	
  High	
  Court	
  ruling	
  found	
  the	
  
law’s	
   provision	
   for	
   the	
   detention	
   without	
   trial	
   in	
   breach	
   of	
   the	
   1998	
   Human	
   Rights	
   Act,	
  
counter-­‐terror	
  legislation	
  was	
  again	
  updated	
  by	
  the	
  Prevention	
  of	
  Terrorism	
  Act	
  2005,	
  which	
  
instigated	
  the	
  control	
  orders	
  that	
  were	
  the	
  subject	
  of	
  much	
  controversy	
  in	
  Parliament	
  and	
  
outside.	
  	
  Perhaps	
  most	
  controversial	
  of	
  all	
  was	
  the	
  debate	
  surrounding	
  the	
  Terrorism	
  Act	
  
2006	
   and	
   the	
   associated	
   attempt	
   to	
   extend	
   the	
   period	
   possible	
   of	
   detention	
   without	
  
charge	
  for	
  a	
  suspect	
  to	
  90	
  days.	
  
	
  

Additionally,	
   civil	
   defence	
   legislation	
  was	
   brought	
   in	
   by	
   the	
   last	
   Government	
   on	
  
account	
  of	
  the	
  inadequacy	
  of	
  existing	
  laws	
  such	
  as	
  the	
  Emergency	
  Powers	
  Act	
  1920	
  which	
  
were	
  exposed	
  by	
  the	
  several	
  pre	
  9/11	
  crises.	
  	
  The	
  Civil	
  Contingencies	
  Act	
  2004	
  put	
  in	
  place	
  
both	
   local	
   arrangements	
   as	
  well	
   as	
   emergency	
   powers	
   for	
  Ministers,	
   though	
   it	
   too	
  was	
  
criticised	
  –	
  mainly	
  for	
  its	
  widening	
  definition	
  of	
  an	
  ‘emergency’.	
  	
  	
  	
  	
  
	
  

In	
  its	
  discussion	
  with	
  the	
  Cabinet	
  Office,	
  the	
  APPG	
  HS	
  was	
  told	
  that	
  a	
  review	
  of	
  the	
  
legislative	
  framework	
  and	
  the	
  Civil	
  Contingencies	
  Act	
  was	
  in	
  progress,	
  in	
  particular	
  with	
  a	
  
view	
   to	
  making	
   the	
   responsibilities	
   and	
   areas	
   of	
  management	
   in	
   terms	
  of	
   its	
   provisions	
  
clearer.	
  	
  We	
  were	
  also	
  told	
  about	
  some	
  of	
  the	
  questions	
  the	
  Civil	
  Contingencies	
  Secretariat	
  
(CCS)	
   was	
   in	
   the	
   process	
   of	
   garnering	
   views	
   on	
   in	
   this	
   regard,	
   including	
   to	
   what	
   extent	
  
legislation	
  is	
  appropriate	
  to	
  compel	
  businesses	
  and	
  communities	
  to	
  take	
  an	
  active	
  role	
  and	
  
regarding	
   the	
   fact	
   that	
   the	
   act	
   is	
   ‘carrot’	
   led.	
   	
   The	
   2010	
   SDSR	
   explicitly	
   commits	
   the	
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Government	
  to	
  clarifying	
  the	
  duties	
  of	
  local	
  responders	
  under	
  the	
  Civil	
  Contingencies	
  Act.	
  	
  
Since	
  this	
  work	
  has	
  now	
  been	
  going	
  on	
  for	
  some	
  time,	
  it	
  is	
  important	
  an	
  effective	
  outcome	
  
is	
  arrived	
  at	
  as	
  soon	
  as	
  possible.	
  	
  	
  
	
  

The	
  OSCT	
  commented	
  that	
  there	
  were	
  now	
  adequate	
  powers	
  to	
  combat	
  terrorism,	
  
noting	
   only	
   that	
   legislation	
  would	
   have	
   to	
   be	
   adjusted	
   on	
   an	
   on-­‐going	
   basis	
   to	
  meet	
   the	
  
evolving	
   threat,	
   for	
   example	
   as	
   regards	
   the	
   nature	
   of	
   relevant	
   pathogens	
   or	
   sensitive	
  
subjects	
  in	
  Higher	
  Education.	
  	
  	
  
	
  

It	
  was	
  also	
  noted	
  that	
  the	
  debate	
  over	
  detention	
  without	
  trial	
  has	
  had	
  a	
  corrosive	
  
effect,	
   leading	
   to	
   the	
   argument	
   over	
   the	
   ‘surveillance	
   society’	
   and	
   creating	
   a	
  misplaced	
  
sense	
   of	
   ‘a	
   priori	
  mistrust’.	
   	
  There	
   is	
   some	
   concern	
   in	
   this	
   regard	
   of	
   being	
   aware	
   of	
   the	
  
danger	
  of	
  losing	
  the	
  ability	
  to	
  develop	
  technical	
  means	
  to	
  counter	
  the	
  threat,	
  for	
  example	
  in	
  
terms	
  of	
  obtaining	
  communications	
  data	
  –	
  which	
  is	
  crucial	
  to	
  fighting	
  terrorism.	
  	
  	
  
	
  

To	
   this	
   end,	
   the	
   2010	
   SDSR	
   makes	
   an	
   explicit	
   and	
   welcome	
   commitment	
   to	
  
“introduce	
   a	
   programme	
   to	
   preserve	
   the	
   ability	
   of	
   the	
   security,	
   intelligence	
   and	
   law	
  
enforcement	
   agencies	
   to	
   obtain	
   communication	
   data	
   and	
   to	
   intercept	
   communications	
  
within	
  the	
  appropriate	
  legal	
  framework.”33	
  	
  
	
  

In	
   principle	
   however,	
   the	
   witnesses	
   with	
   experience	
   of	
   the	
   relevant	
   parts	
   of	
  
government	
   agreed	
   that	
   the	
   powers	
   in	
   place	
   to	
   ensure	
   UK	
   Homeland	
   Security	
   were	
  
sufficient.	
   	
   In	
   this	
   context	
   though,	
   grave	
   concerns	
   were	
   raised	
   about	
   the	
   relationship	
  
between	
   government	
   and	
   the	
   public	
  with	
   several	
  witnesses	
   describing	
   the	
   debate	
   over	
  
Civil	
   Liberties	
   as	
   corrosive	
   and	
   as	
   having	
   the	
   potential	
   to	
   become	
   a	
   major	
   obstacle	
   to	
  
Homeland	
  Security	
  policy	
  if	
  not	
  addressed.	
  	
  	
  
	
  

Whilst	
   there	
   were	
   specific	
   aspects	
   of	
   legislation	
   raised	
   –	
   the	
   most	
   prominent	
  
example	
  being	
  the	
  Regulation	
  of	
  Investigatory	
  Powers	
  Act	
  2000,	
  which	
  has	
  in	
  the	
  past	
  been	
  
misused	
   by	
   local	
   borough	
   councils,	
   leading	
   to	
   the	
   now	
   familiar	
   headlines	
   of	
   ‘terrorism	
  
powers’	
   abused	
   for	
   spying	
   on	
   litter	
   louts,	
   dog	
   fouling,	
   whether	
   a	
   family	
   lives	
   in	
   a	
   school	
  
catchment	
   area	
   and	
   similar	
   examples	
   –	
   the	
   problem	
   emerged	
   principally	
   in	
   the	
   form	
   of	
  
public	
   perception,	
   not	
   necessarily	
   coupled	
   to	
   a	
   detailed	
   set	
   of	
   concerns	
   about	
   specific	
  
legislation,	
  but	
  rather	
  an	
  erosion	
  of	
  public	
  confidence	
  which	
  had	
  begun	
  to	
  set	
  in	
  and	
  which	
  
clearly	
  was	
  of	
  highest	
  concern	
  to	
  both	
  the	
  former	
  policy	
  makers	
  and	
  the	
  academic	
  experts	
  
who	
  contributed	
  to	
  the	
  report.	
  	
  	
  
	
  

The	
  new	
  Government	
  has	
  clearly	
  recognised	
  this	
  problem,	
  making	
  strong	
  pledges	
  
related	
  to	
  Civil	
  Liberties	
  in	
  its	
  ‘programme	
  for	
  government’	
  including	
  a	
  pledge	
  to	
  introduce	
  
safeguards	
   against	
   the	
   abuse	
   of	
   anti-­‐terrorism	
   legislation,	
   building	
   on	
   the	
   Conservatives	
  
commitment	
  to	
  review	
  the	
  Regulation	
  of	
  Investigatory	
  Powers	
  Act	
  2000	
  with	
  the	
  intention	
  
of	
  ensuring	
  it	
  is	
  used	
  for	
  its	
  intended	
  purpose	
  only,	
  amidst	
  a	
  host	
  of	
  wide	
  ranging	
  promises	
  
of	
  action.34	
  	
  These	
  pledges	
  are	
  reduced	
  to	
  a	
  blanket	
  statement	
  in	
  the	
  2010	
  SDSR,	
  noting:	
  	
  
	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
33	
  HMG,	
  The	
  Strategic	
  Defence	
  and	
  Security	
  Review.	
  (2010),	
  p.	
  44	
  
34	
  The	
  Coalition:	
  Our	
  programme	
  for	
  government,	
  HMG,	
  2010	
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We	
  will	
   review	
   our	
  most	
   sensitive	
   and	
   controversial	
   counter-­‐terrorism	
   and	
  
security	
  powers…	
  as	
  part	
  of	
  a	
  wider	
  programme	
  of	
  work	
  to	
  enhance	
  our	
  civil	
  
liberties.	
   	
   We	
   expect	
   to	
   amend	
   some	
   of	
   the	
   powers	
   which	
   have	
   been	
  
developed	
  since	
  9/11	
  where	
  doing	
  so	
  will	
  make	
  them	
  more	
  effective	
  and	
  less	
  
intrusive;	
  

	
  
	
  	
  	
  	
  	
   As	
   in	
  other	
  areas	
  of	
   the	
  SDSR	
  examined	
  above,	
   this	
   is	
  welcome	
   in	
   principle,	
  but	
   it	
  
was	
  disappointing	
  to	
  see	
  the	
  language	
  on	
  such	
  a	
  crucial,	
  complex	
  and	
  consequential	
  area	
  of	
  
concern	
   lacking	
   in	
   any	
   specificity	
   whatsoever	
   –	
   less	
   even	
   than	
   in	
   the	
   ‘Programme	
   for	
  
Government’.	
  	
  	
  	
  	
  
	
  

It	
  will	
  not	
  be	
  possible	
  to	
  judge	
  the	
  effectiveness	
  of	
  any	
  initiatives	
  in	
  this	
  context	
  for	
  
some	
   time.	
   	
   The	
   complex	
   and	
   legitimate	
   security	
   concerns	
   that	
  many	
   of	
   the	
   problematic	
  
legal	
  provisions	
  were	
  designed	
  to	
  address	
  remain	
  a	
  challenge	
  that	
  will	
  in	
  some	
  cases	
  require	
  
the	
  continuation	
  of	
  unpopular	
  policies	
  in	
  this	
  field.	
  	
  It	
   is	
  crucial	
  that	
  policies	
  and	
  legislation	
  
are	
  conceived	
  and	
  executed	
   in	
  a	
  well-­‐calibrated	
  manner	
  and	
  continually	
  assessed	
  so	
  as	
  to	
  
ensure	
  the	
  UK	
  Government	
  will	
  meet	
  the	
  challenges	
  of	
  Homeland	
  Security	
  whilst	
  retaining	
  
public	
  confidence	
  in	
  the	
  measures	
  it	
  deems	
  necessary	
  to	
  do	
  so.	
  	
  	
  
	
  

In	
   the	
   wake	
   of	
   the	
   Home	
   Secretary’s	
   review	
   of	
   counter-­‐terrorism	
   and	
   security	
  
powers,	
  the	
  Government’s	
  intended	
  modifications	
  to	
  counter-­‐terrorism	
  legislation	
  as	
  part	
  
of	
   the	
   Protection	
   of	
   Freedoms	
   Bill	
   2010-­‐11	
   currently	
   before	
   Parliament	
   are	
   a	
   welcome	
  
step	
   in	
   this	
   regard.	
   	
  The	
   key	
   counter-­‐terrorism	
   aspects	
   of	
   the	
   proposed	
   legislation	
   in	
   the	
  
form	
  of	
  revised	
  ‘stop	
  and	
  search’	
  powers	
  and	
  the	
  permanent	
  institution	
  of	
  the	
  14	
  day	
  limit	
  
on	
  detention	
  without	
  trial,	
  coupled	
  to	
  the	
  proposed	
  ability	
  to	
  extend	
  this	
  to	
  28	
  days	
  under	
  
emergency	
  powers,	
  suggest	
  that	
  the	
  proposed	
   legislation	
   is	
  an	
  attempt	
  at	
  excluding	
  those	
  
curtailments	
   that	
   are	
   unnecessary	
   to	
   the	
   vital	
   function	
   of	
   the	
   legislation,	
   whilst	
   retaining	
  
said	
   function	
   of	
   providing	
   sufficient	
   powers	
   to	
   keep	
   Britain	
   safe,	
   in	
   a	
   bid	
   to	
   build	
   public	
  
confidence.	
  	
  	
  
	
  

Whilst	
  we	
  welcome	
  and	
  encourage	
  this	
  effort	
  in	
  principle,	
  there	
  are	
  still	
  questions	
  
about	
   the	
   effectiveness	
   of	
   the	
   proposed	
   legislation.	
   	
   The	
   emergency	
   powers	
   to	
   extend	
  
detention	
  without	
  trial	
  raise	
  a	
  number	
  of	
  concerns	
  in	
  terms	
  of	
  their	
  successful	
  application	
  in	
  
the	
   context	
   of	
   subsequent	
   trials,	
   whilst	
   the	
   new	
   calibration	
   of	
   ‘stop	
   and	
   search’	
   laws	
  
incorporates	
  a	
  very	
  high	
  threshold	
  of	
  application	
  for	
  laws	
  designed	
  partly	
  around	
  deterrence	
  
in	
  addition	
  to	
  on-­‐going	
  concerns	
   in	
  this	
  context	
  over	
  the	
  policing	
  of	
  major	
  public	
  events	
  in	
  
particular.	
  	
  	
  	
  	
  
	
  
	
  	
  	
  	
  	
  
	
  
	
  	
  	
  	
  	
  

	
  
	
  
	
  



33

	
  	
  

3	
  Stakeholders	
  
	
  

The	
  Role	
  of	
  the	
  Armed	
  Forces	
  
	
  

The	
  previous	
  Parliament’s	
  Defence	
  Committee	
  took	
  a	
  keen	
   interest	
   in	
  the	
  role	
  of	
  
the	
   armed	
   forces	
   as	
  part	
   of	
  National	
   Security	
   and	
   resilience	
   and	
  noted	
   that	
   they	
   had	
   a	
  
vital	
  and	
  unique	
  role	
  to	
  play	
  in	
  this	
  context.35	
  	
  The	
  capabilities	
  the	
  armed	
  forces	
  can	
  bring	
  
to	
  bear	
   in	
  an	
  emergency	
  –	
   command	
  and	
  control,	
   the	
  ability	
   to	
  produce	
  communications	
  
even	
  in	
  the	
  face	
  of	
  great	
  adversity,	
  the	
  ability	
  to	
  monitor	
  effectively	
  an	
  extremely	
  wide	
  area	
  
of	
   the	
   country	
   –	
  would	
   be	
   expensive	
   to	
   duplicate	
   in	
   the	
   civilian	
   sphere	
   and	
   are	
   of	
   great	
  
importance	
  as	
  part	
  of	
  the	
  arsenal	
  of	
  effective	
  preparations	
  for	
  dealing	
  with	
  a	
  major	
  disaster	
  
in	
  the	
  UK.36	
  	
  
	
  

In	
  our	
  briefing	
  at	
  the	
  OSCT	
   it	
  was	
  clearly	
  expressed	
  that	
  the	
  arrangements	
   in	
  place	
  
for	
  armed	
  forces	
  support	
  on	
  Homeland	
  Security,	
  primarily	
  as	
  set	
  out	
  under	
  the	
  principle	
  of	
  
Military	
   Aid	
   to	
   the	
   Civilian	
   Power	
   (MACP),	
   were	
   sufficient.	
   	
   The	
   armed	
   forces	
   are	
  
understood	
  as	
  a	
  resource	
  of	
  last	
  resort,	
  but	
  the	
  arrangements	
  were	
  said	
  to	
  be	
  well	
  defined	
  
and	
  effective.	
  	
  	
  
	
  

However,	
  several	
  other	
  witnesses	
  expressed	
  some	
  doubt	
  about	
  the	
  sufficiency	
  of	
  the	
  
role	
  of	
  the	
  army	
  as	
  currently	
  defined,	
  particularly	
  in	
  terms	
  of	
  its	
  support	
  being	
  contingent	
  
on	
  the	
  availability	
  of	
  sufficient	
  personnel	
  and	
  resources	
  at	
  the	
  time	
  of	
  a	
  given	
  emergency,	
  
other	
  than	
  a	
  very	
  narrow	
  set	
  of	
  capabilities,	
  such	
  as	
  for	
  example	
  those	
  connected	
  to	
  bomb	
  
disposal,	
  which	
  are	
  guaranteed.37	
  	
  	
  
	
  

The	
   Conservative	
   Party’s	
   National	
   Security	
   green	
   paper	
   adopted	
   this	
   view	
   and	
  
resolved	
   to	
   “establish	
   a	
   small	
   permanent	
   military	
   command	
   or	
   headquarters	
   for	
  
homeland	
   defence	
   and	
   security…	
   and	
   [to]	
   ensure	
   there	
   is	
   a	
   predictable,	
   rather	
   than	
  
declaratory,	
   regular	
   armed	
   force	
   contribution	
   to	
   homeland	
   tasks”,	
   with	
   the	
   aim	
   of	
  
providing	
  a	
  single	
  focus	
  for	
  operational	
  demands	
  on	
  forces	
  for	
  Homeland	
  Security	
  roles	
  and	
  
the	
   ability	
   to	
   include	
   the	
   Army	
   contribution	
   to	
   Homeland	
   Security	
   in	
   the	
   planning	
   of	
   the	
  
civilian	
  apparatus.38	
  	
  	
  
	
  

To	
  that	
  end,	
  the	
  2010	
  SDSR	
  resolves	
  to	
  create	
  “a	
  small	
  permanent	
  [Armed	
  Forces]	
  
capability	
   to	
   enhance	
   cross-­‐government	
   homeland	
   security	
   crisis	
   response.”39	
  	
  
Unfortunately,	
  the	
  report	
  then	
  refers	
  to	
  a	
  section	
  for	
  further	
  detail,	
   in	
  which	
  the	
  Armed	
  
Forces	
  are	
  never	
  mentioned,	
  giving	
  no	
  indication	
  once	
  again	
  of	
  any	
  specific	
  constellation	
  
this	
  plan	
  will	
  have	
  in	
  practice.	
  	
  	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
35	
  House	
  of	
  Commons	
  Defence	
  Committee,	
  The	
  Defence	
  contribution	
  to	
  UK	
  national	
  security	
  and	
  resilience,	
  

Sixth	
  Report	
  of	
  Session	
  2008-­‐09,	
  (2009),	
  HC121	
  
36	
  Annex	
  A,	
  Oral	
  Evidence	
  3,	
  Q4	
  
37	
  Ibid;	
  Annex	
  A,	
  Oral	
  Evidence	
  2,	
  Q24	
  
38	
  Conservatives	
  –	
  A	
  Resilient	
  Nation,	
  p.	
  20	
  
39	
  HMG,	
  The	
  Strategic	
  Defence	
  and	
  Security	
  Review.	
  (2010),	
  p.	
  17	
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It	
  is	
  clear	
  from	
  our	
  discussions	
  that	
  connecting	
  the	
  Armed	
  Forces	
  with	
  the	
  Homeland	
  

Security	
   and	
   resilience	
   structures	
   in	
   a	
   more	
   permanent	
   manner	
   will	
   strengthen	
   the	
   UK’s	
  
defences.	
  	
  However,	
  there	
  is	
  a	
  question	
  as	
  to	
  whether	
  the	
  Military	
  is	
  best	
  integrated	
  into	
  
Homeland	
   Security	
   structures	
   via	
   the	
   establishment	
   of	
   a	
   permanent	
   headquarters.	
  	
  	
  
Integrating	
   the	
   Armed	
   Forces	
   more	
   directly	
   into	
   existing	
   structures,	
   by	
   co-­‐locating	
   them	
  
with	
   some	
   of	
   the	
   other	
   functions,	
   such	
   as	
   for	
   example	
   the	
   police	
   command	
   and	
   control,	
  
would	
  mean	
  that	
  in	
  the	
  event	
  of	
  a	
  major	
  emergency	
  the	
  structures	
  would	
  already	
  be	
  firmly	
  
in	
  place.40	
  	
  Since	
  the	
  Government	
  has	
  however	
  declared	
  its	
  intention	
  to	
  integrate	
  the	
  Armed	
  
Forces	
  on	
  the	
  basis	
  of	
  a	
  Homeland	
  Security	
  command	
  or	
  headquarters,	
  it	
  will	
  be	
  important	
  
to	
   monitor	
   the	
   level	
   of	
   integration	
   achieved	
   with	
   the	
   civilian	
   Homeland	
   Security	
  
apparatus,	
  both	
  in	
  doctrinal	
  and	
  practical	
  terms.	
  	
  	
  	
  	
  	
  

	
  

The	
  Role	
  of	
  Academia	
  
	
  

Academia’s	
  contribution	
  to	
  the	
  Government’s	
  conceptualisation	
  of	
  the	
  new	
  security	
  
environment	
  has	
  been	
  noted	
  above	
  –	
  and	
  social	
  science	
  clearly	
  has	
  a	
  vital	
  role	
  to	
  play	
   in	
  
researching	
  into	
  the	
  complex	
  and	
  challenging	
  constituent	
  issues	
  of	
  securing	
  Britain	
  in	
  the	
  
era	
   of	
  Globalisation	
   and	
   international	
   terrorism.	
   	
   	
  Moreover,	
   the	
   Sciences	
  are	
   crucial	
   in	
  
helping	
   to	
   create	
   some	
   of	
   the	
   technological	
   solutions	
   that	
  will	
   help	
   to	
   ensure	
   effective	
  
Homeland	
  Security	
  for	
  Britain	
   in	
  the	
  21st	
  Century.	
   	
  The	
   importance	
  of	
  this	
  contribution	
   is	
  
actively	
   acknowledged,	
   for	
   example	
   by	
   the	
   OSCT,	
   which	
   sought	
   academia’s	
   input	
   into	
   its	
  
efforts	
  in	
  the	
  form	
  of	
  the	
  publication	
  of	
  two	
  booklets	
  in	
  2009	
  and	
  2010	
  explicating	
  some	
  of	
  
these	
  challenges	
  and	
  ways	
  to	
  get	
  involved	
  in	
  countering	
  terrorism.41	
  	
  	
  

	
  
There	
   remains	
   however	
   a	
   question	
   over	
   a	
   more	
   formal	
   structure	
   for	
   academic	
  

input	
   into	
   Homeland	
   Security	
   efforts.	
   	
   In	
   a	
   report	
   in	
   2003,	
   the	
   Science	
   and	
   Technology	
  
Committee,	
  noting	
  the	
  creation	
  of	
  a	
  science	
  and	
  technology	
  division	
  in	
  the	
  U.S.	
  Department	
  
of	
   Homeland	
   Security,	
   concluded	
   that	
   the	
   UK	
   should	
   create	
   a	
   Government	
   agency	
   to	
  
conduct	
   and	
   commission	
   research	
   and	
   development	
   aimed	
   at	
   strengthening	
   the	
   UK’s	
  
technical	
   capability	
   in	
   the	
   field	
   of	
   Homeland	
   Security,	
   with	
   a	
   particular	
   view	
   to	
   the	
  
Chemical,	
  Biological,	
  Radiological	
  and	
  Nuclear	
  threats	
  (CBRN).	
  	
  The	
  report	
  noted	
  at	
  the	
  time	
  
that:	
   	
  “The	
  CCS…	
  has	
  established	
  an	
  ad	
  hoc	
  committee	
  called	
  Scientific	
  Advisory	
  Panel	
   for	
  
Emergency	
  Response	
  (SAPER)”.	
  42	
  	
  	
  	
  	
  

One	
  of	
   the	
   former	
  members	
  of	
   SAPER,	
  Professor	
  Frank	
  Gregory,	
   in	
  his	
  evidence	
   to	
  
the	
  APPG	
  HS	
  noted	
  that	
  the	
  mechanism	
  worked	
  very	
  well,	
  meeting	
  in	
  the	
  Cabinet	
  Office	
  one	
  
or	
   two	
   times	
   a	
   year	
   and	
   discussing	
   the	
   full	
   gamut	
   of	
   issues	
   from	
   CBRN	
   to	
   Social	
   Science	
  
aspects.	
   	
  A	
  crucial	
  aspect	
  of	
  SAPER	
  was	
   that	
   its	
  proceedings	
  were	
  classified	
  and	
   that	
  all	
  
members	
  already	
  had	
  security	
  clearances	
  making	
  for	
  a	
  highly	
  informed	
  discussion	
  that	
  fed	
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  Oral	
  Evidence	
  3,	
  Q6	
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  HMG,	
  Countering	
  the	
  terrorist	
  threat	
  –	
  Ideas	
  and	
  Innovation,	
  How	
  industry	
  and	
  academia	
  can	
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  their	
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(Crown	
  Copyright,	
  2009);	
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  HMG,	
  Countering	
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  terrorist	
  threat	
  –	
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  and	
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  Science,	
  How	
  

academia	
  and	
  industry	
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  part	
  (Crown	
  Copyright,	
  2010)	
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  Committee,	
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  Eight	
  Report	
  

of	
  Session	
  2002-­‐03,	
  Volume	
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  (2003),	
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directly	
  into	
  the	
  policy	
  apparatus.	
  	
  SAPER	
  is	
  now	
  defunct	
  however,	
  and	
  it	
  is	
  not	
  clear	
  what	
  if	
  
anything	
   will	
   replace	
   it.	
   There	
   was	
   additionally	
   a	
   mooted	
   idea	
   for	
   a	
   panel	
   of	
   ‘Associate	
  
Experts’	
   to	
  work	
  with	
   the	
   NSC,	
   but	
   it	
   is	
   also	
   unclear	
  what	
   if	
   anything	
  will	
   happen	
   in	
   this	
  
regard.	
  	
  	
  	
  

	
  
It	
   is	
   our	
   understanding	
   that	
   academic	
   input	
   into	
   the	
   NSS	
   and	
   SDSR	
   occurred	
  

exclusively	
  on	
  an	
  ad	
  hoc	
  basis.	
  	
  The	
  Government	
  should	
  re-­‐examine	
  the	
  SAPER	
  structure	
  
and	
   its	
  disbandment	
  and	
  consider	
   instigating	
  a	
  new	
  arrangement	
   to	
   formalise	
  academic	
  
input	
  into	
  matters	
  of	
  Homeland	
  and	
  National	
  Security	
  policy	
  discussion	
  at	
  a	
  high	
  level	
  on	
  
an	
  ongoing	
  and	
  regular	
  basis.	
  	
  	
  

	
  
The	
  relevance	
  of	
  the	
  idea	
  of	
  a	
  formal	
  Homeland	
  Security	
  research	
  facility	
  as	
  part	
  of	
  

government	
   efforts	
   was	
   made	
   plain	
   by	
   another	
   witness,	
   whose	
   work	
   has	
   informed	
   the	
  
standard	
  on	
  Business	
  Continuity,	
  the	
  fuel	
  priority	
  user	
  scheme	
  and	
  pandemic	
  planning.	
  	
  Dr	
  
Helen	
  Peck	
  told	
  us	
  that	
  in	
  terms	
  of	
  her	
  funding	
  “the	
  Department	
  for	
  Environment,	
  Food	
  and	
  
Rural	
  Affairs	
  found	
  money	
  for	
  me,	
  and	
  before	
  that	
  it	
  was	
  the	
  Department	
  for	
  Transport	
  that	
  
found	
  money	
  to	
  keep	
  me	
  going,	
  they	
  ran	
  out	
  half	
  way	
  through,	
  so	
  the	
  CPNI	
  slipped	
  money	
  
back	
   under	
   the	
   table	
   to	
   keep	
  me	
   going.”43	
   	
   This	
   example	
   illustrates	
   the	
   urgent	
   need	
   to	
  
examine	
   the	
   current	
   ad-­‐hoc	
   /	
   LGD	
   led	
   nature	
   of	
   the	
   conduct	
   of	
   operational	
   research	
  
relevant	
   to	
   Homeland	
   Security	
   in	
  more	
   depth,	
   and	
   the	
   Government	
   should	
   re-­‐visit	
   the	
  
idea	
  of	
  the	
  establishment	
  of	
  a	
  formal	
  research	
  facility	
  dedicated	
  to	
  furthering	
  academia’s	
  
contribution	
  to	
  meeting	
  UK	
  Homeland	
  Security	
  challenges.	
  	
  	
  

	
  
In	
  this	
  context,	
  we	
  are	
  concerned	
  by	
  the	
  language	
  in	
  the	
  2010	
  SDSR,	
  which,	
  though	
  

equally	
  vague	
  as	
  in	
  other	
  areas,	
  indicates	
  only	
  support	
  for	
  “the	
  most	
  essential	
  investment	
  
in	
  Science	
  and	
  Technology”,	
   and	
  makes	
  no	
  provision	
   for	
  better	
   integrating	
  academia	
  and	
  
science	
  with	
   government	
   efforts	
   other	
   than	
   in	
   reference	
   to	
   the	
  National	
   Security	
   Council	
  
providing	
   “focus	
   and	
   overall	
   strategic	
   direction	
   to	
   the	
   science	
   and	
   technology	
   capability	
  
contributing	
  to	
  national	
  security”.44	
  

	
  
Concerns	
  on	
  Campus	
  
	
  	
  	
  
	
  	
  	
  	
  	
   In	
  addition	
  to	
  acknowledging	
  the	
  positive	
  role	
  Academia	
  can	
  play	
  as	
  part	
  of	
  ensuring	
  
Britain’s	
  Homeland	
  Security,	
  a	
  different	
  aspect	
  of	
  academia	
  in	
  this	
  context	
  was	
  raised	
  as	
  a	
  
grave	
  concern,	
  evidencing	
  a	
  serious	
  problem	
  of	
  radicalisation	
  in	
  UK	
  universities.	
  	
  	
  
	
  
	
  	
  	
  	
  	
   In	
   their	
   evidence	
   to	
   the	
   APPG	
   HS,	
   several	
   witnesses	
   flagged	
   up	
   serious	
   problems	
  
evident	
   in	
   universities,	
   as	
   exemplified	
   among	
   others	
   by	
   the	
   case	
   of	
   Umar	
   Farouk	
  
Abdulmutallab,	
   noting	
   that	
   some	
   universities	
   and	
   colleges	
   have	
   become	
   sites	
   where	
  
extremist	
   views	
   and	
   radicalisation	
   can	
   flourish	
   beyond	
   the	
   sight	
   of	
   academics.	
  	
  
Radicalisation	
   on	
  UK	
   campuses	
   is	
   a	
  major	
   concern.	
   	
   	
   It	
  was	
   also	
   noted	
   that	
   there	
  was	
  a	
  
reluctance	
  to	
  cooperate	
  with	
  the	
  police	
  on	
  the	
  part	
  of	
  some	
  universities	
  that	
  did	
  not	
  want	
  
to	
  be	
  seen	
  to	
  be	
  ‘spying’	
  on	
  their	
  students.	
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  Q1	
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  HMG,	
  The	
  Strategic	
  Defence	
  and	
  Security	
  Review.	
  (2010),	
  p.	
  68	
  



36

	
  	
  

Significant	
   concerns	
   were	
   also	
   raised	
   over	
   unregulated	
   foreign	
   funding	
   of	
  
universities,	
  which	
   in	
  many	
  cases	
  has	
  a	
  political	
  purpose	
  and	
  can	
  have	
  direct	
  effects	
  upon	
  
the	
   institutional	
   structure,	
   curriculum	
  and	
  even	
   appointments	
  and	
  events	
   schedule	
  at	
   the	
  
recipient	
  university	
  or	
  centre	
  within	
  a	
  university.	
  	
  	
  
	
  
	
  	
  	
  	
  	
   The	
   problem	
   of	
   universities	
   as	
   places	
   of	
   radicalisation	
   requires	
   urgent	
   and	
  
sustained	
   attention	
   by	
   the	
   new	
   Government.	
   	
   Some	
   aspects	
   of	
   the	
   problem	
   –	
   such	
   as	
  
instances	
  of	
  extremist	
  preachers	
  being	
  invited	
  onto	
  UK	
  campuses	
  –	
  will	
  likely	
  fall	
  under	
  the	
  
Government’s	
   pledge	
   to	
   reassess	
   Prevent	
   policy	
   and	
   actively	
   prevent	
   the	
   import	
   and	
  
dissemination	
  of	
  extremist	
  written	
  material	
  and	
  speech	
  which	
  promotes	
  hatred.	
  	
  These	
  are	
  
welcome	
  initiatives	
  that	
  must	
  be	
  implemented	
  forcefully.	
  	
  	
  
	
  
	
  	
  	
  	
  	
   However,	
   universities	
   present	
   a	
   unique	
  definitional	
   and	
  operational	
   challenge	
   as	
  
part	
   of	
   preventing	
   extremism,	
   and	
   in	
   some	
   cases	
   evidently	
   struggle	
   to	
   establish	
   the	
  
correct	
  balance	
  between	
  academic	
  freedoms	
  and	
  university	
  authorities’	
  responsibilities	
  as	
  
part	
  of	
  ensuring	
  UK	
  Homeland	
  Security.	
  	
  This	
  complex	
  subject	
  requires	
  further	
  attention.	
  	
  It	
  
has	
  been	
  an	
  obvious	
  and	
  neglected	
  problem	
  for	
  too	
  long	
  and	
  must	
  be	
  tackled	
  as	
  a	
  matter	
  of	
  
utmost	
  urgency.	
  	
  

	
  

The	
  Role	
  of	
  Business	
  and	
  Industry	
  
	
  
Business	
  Resilience	
  	
  
	
  
	
  	
  	
  	
  	
   Two	
  different	
  aspects	
  of	
  the	
  private	
  sector	
   in	
  the	
  context	
  of	
  UK	
  Homeland	
  Security	
  
were	
   raised	
   in	
   the	
   hearings	
   that	
   informed	
   this	
   report:	
   	
   Business	
   resilience	
   as	
  well	
   as	
   the	
  
industry	
   contribution	
   to	
   meeting	
   the	
   security	
   challenges	
   in	
   direct	
   cooperation	
   with	
  
government.	
  	
  	
  
	
  
	
  	
  	
  	
  	
   The	
   first,	
   the	
   role	
  of	
  business	
   in	
   creating	
  better	
  preparedness	
   for	
  emergencies,	
   is	
  
clearly	
   a	
   highly	
   problematic	
   area.	
   	
   Both	
   the	
   evidence	
   for	
   large,	
   as	
   well	
   as	
   small	
   and	
  
medium	
   enterprise	
   suggests	
   that	
   there	
   is	
   a	
   long	
   way	
   to	
   go	
   in	
   making	
   business	
   more	
  
resilient.	
  	
  In	
  each	
  case	
  the	
  evidence	
  presented	
  was	
  clear,	
  largely	
  unanimous	
  on	
  the	
  core	
  of	
  
the	
   problem,	
   and	
   fairly	
   stark.	
   	
   That	
   is	
   not	
   to	
   say	
   that	
   it	
   is	
   not	
   also	
   the	
   case	
   that	
   a	
   lot	
   of	
  
excellent	
  work	
  is	
  being	
  done	
  in	
  this	
  context,	
  nor	
  that	
  some	
  of	
  the	
  constraints	
  are	
  legitimate	
  
issues	
  as	
  part	
  of	
  the	
  core	
  functions	
  of	
  the	
  private	
  sector.	
  	
  But	
  it	
  is	
  clear	
  that	
  a	
  problematic	
  
picture	
  emerges	
  which	
  will	
  need	
  further	
  attention.	
  	
  	
  
	
  	
  	
  	
  	
  
	
  	
  	
  	
  	
   In	
  terms	
  of	
  large	
  enterprise	
  resilience,	
  the	
  APPG	
  HS	
  had	
  the	
  benefit	
  of	
  the	
  expertise	
  
of	
   Dr	
   Helen	
   Peck,	
   who	
   has	
   conducted	
   research	
   on	
   behalf	
   of	
   various	
   government	
  
departments	
  and	
  agencies	
   into	
  aspects	
  of	
  business	
  continuity	
  and	
  the	
  security	
  of	
  the	
  food	
  
supply	
  chain	
  and	
  whose	
  work	
  has	
  had	
  a	
  direct	
  impact	
  on	
  policy.	
  	
  Much	
  like	
  in	
  other	
  areas	
  of	
  
relevance	
  to	
  Homeland	
  Security,	
  the	
  networked	
  nature	
  of	
  the	
  modern	
  world	
  and	
  security	
  
environment,	
   specifically	
   the	
   interconnectedness	
   of	
   supply	
   chains,	
   creates	
   significant	
  
dangers	
   once	
   problems	
   appear.	
   	
   The	
   great	
   benefits	
   gained	
   through	
   networks	
   highly	
  
optimised	
   for	
   efficiency	
   during	
   normal	
   operations	
   become	
   the	
   great	
   dangers	
   once	
   an	
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incident	
   disrupts	
   them	
  and	
   subsequently	
   problems	
   can	
   cascade	
   rapidly,	
   enabled	
   by	
   those	
  
very	
  efficiencies.	
  
	
  
	
  	
  	
  	
  	
   In	
   principle,	
   larger	
   enterprises	
   do	
   engage	
   in	
   significant	
   contingency	
   planning	
  
according	
   to	
   business	
   continuity	
   best	
   practice.	
   	
   However,	
   Dr	
   Peck	
   noted	
   that	
   the	
   main	
  
problem	
   in	
   this	
   regard	
   was	
   that	
   today’s	
   networks	
   and	
   supply	
   chains	
   bi-­‐sect	
   business	
  
continuity	
   and	
   emergency	
   planning,	
   and	
   that	
   most	
   businesses	
   plan	
   for	
   a	
   single	
   firm	
  
disruption	
  with	
   contingencies	
   that	
   rely	
   on	
   someone	
   else	
  within	
   the	
   network	
   to	
  maintain	
  
capability.	
  	
  This	
  means	
  that	
  in	
  the	
  case	
  of	
  a	
  localised	
  emergency	
  the	
  networks	
  stay	
  up	
  well,	
  
but	
  once	
  there	
  is	
  a	
  big	
  event	
  such	
  as	
  a	
  contamination	
  or	
  ‘creeping	
  crisis’,	
  the	
  reality	
  is	
  that	
  
nobody	
   is	
   prepared,	
   on	
   account	
   of	
   a	
   view	
   inside	
   firms	
   that	
   such	
   a	
   crisis	
   constitutes	
   an	
  
external	
  problem	
  and	
  responsibility,	
  to	
  be	
  dealt	
  with	
  by	
  somebody	
  else	
  in	
  the	
  supply	
  chain	
  
or	
  by	
  the	
  government	
  in	
  the	
  case	
  of	
  those	
  businesses	
  deemed	
  too	
  important	
  to	
  fail.45	
  	
  	
  
	
  
	
  	
  	
  	
  	
   The	
   constraints	
   on	
   the	
   understanding	
   of	
   other	
   parts	
   of	
   the	
   supply	
   chain,	
   with	
  
businesses	
  often	
  expecting	
  there	
  to	
  be	
  a	
  contingency	
  capability	
  available	
  from	
  other	
  parts	
  
of	
   the	
   system	
   or	
   the	
   emergency	
   services	
   or	
   military,	
   was	
   a	
   theme	
   that	
   emerged	
  
prominently	
  in	
  other	
  informal	
  evidence	
  also.	
  	
  Dr	
  Peck	
  shared	
  several	
  experiences	
  that	
  made	
  
plain	
  that	
  past	
  a	
  certain	
  relatively	
  local	
  threshold,	
  a	
  detailed	
  understanding	
  of	
  some	
  of	
  the	
  
realities	
   of	
   possible	
   disruption	
   did	
   not	
   exist,	
   there	
   being	
   instead	
   a	
   sense	
   of	
   abdication,	
  
saying	
  that	
  “things	
  are	
  beyond	
  a	
  business’	
  control”	
  or	
  “someone	
  else	
  will	
   take	
  care	
  of	
  the	
  
problem”.	
   	
  Of	
  course	
  there	
   is	
  a	
  threshold	
  beyond	
  which	
  an	
  emergency	
  reaches	
  a	
  scope	
   in	
  
which	
  even	
  the	
  most	
  far	
  reaching	
  contingency	
  plans	
  will	
  not	
  be	
  sufficient	
  to	
  ensure	
  business	
  
continuity,	
  but	
  it	
  is	
  clear	
  that	
  at	
  the	
  moment	
  the	
  localised	
  nature	
  of	
  contingency	
  planning	
  
and	
  the	
  failure	
  to	
  create	
  more	
  visibility	
  across	
  other	
  parts	
  of	
  the	
  relevant	
  networks	
  are	
  a	
  
significant	
  concern.	
  	
  	
  
	
  
	
  	
  	
  	
  	
   One	
  other	
  area	
  that	
  Dr	
  Peck	
  mentioned	
  was	
  the	
  question	
  of	
  cost.	
  	
  Not	
  only	
  is	
  there	
  
a	
  sense	
  in	
  principle	
  that	
  business,	
  whilst	
  wanting	
  to	
  ensure	
  continuity,	
  does	
  not	
  want	
  to	
  
be	
  competitively	
  disadvantaged	
  and	
  is	
  not	
  there	
  as	
  a	
  public	
  good,	
  but	
  additionally	
  that	
  the	
  
financial	
   pressures	
   of	
   the	
   economic	
   crisis	
   are	
   exacerbating	
   the	
   problem.	
   	
   Dr	
   Peck	
   noted	
  
that	
   rectifying	
   some	
  of	
   the	
   issues	
   set	
  out	
  above	
  was	
  a	
   “real	
  uphill	
   struggle	
   in	
   the	
  current	
  
economic	
   climate”	
   and	
   that	
   “businesses	
   do	
   what	
   they	
   have	
   to	
   do	
   to	
   comply	
   with	
  
legislation…	
   but	
   right	
   now	
   are	
   under	
   such	
   commercial	
   pressure	
   that	
   for	
   a	
   lot	
   of	
   them	
  
[resilience]	
   is	
   a	
   luxury	
   they	
   can’t	
   afford.	
   	
   Their	
   first	
   option	
   will	
   be	
   to	
   try	
   to	
   offload	
  
responsibility,	
  legal	
  liability,	
  contractual	
  liability,	
  onto	
  someone	
  else.”46	
  
	
  
	
  	
  	
  	
  	
   In	
   his	
   submission	
   for	
   the	
   report,	
   Colin	
   Stanbridge,	
   Chief	
   Executive	
   of	
   the	
   London	
  
Chamber	
  of	
  Commerce,	
  put	
  this	
   issue	
   in	
  an	
  even	
  more	
  worrying	
   light	
  as	
  regards	
  the	
  small	
  
and	
  medium	
  enterprise	
  sector	
  (SMEs).	
  	
  His	
  view	
  made	
  plain	
  that	
  despite	
  the	
  myriad	
  efforts	
  
by	
  government	
  to	
  offer	
  information	
  and	
  encouragement	
  to	
  SMEs	
  to	
  explain	
  and	
  help	
  with	
  
contingency	
  planning,	
  this	
  approach	
  was	
  not	
  working,	
  noting	
  that	
  in	
  2005	
  less	
  than	
  half	
  of	
  
small	
   businesses	
   even	
   had	
   a	
   contingency	
   plan.	
   	
   The	
   reason	
   was	
   very	
   clear.	
   	
   For	
   small	
  
companies,	
  struggling	
  to	
  survive,	
  concerned	
  about	
  cash-­‐flow	
  or	
  other	
   items	
   immediately	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
45	
  Annex	
  A,	
  Oral	
  Evidence	
  1,	
  Q1	
  
46	
  Ibid,	
  Q3	
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relevant	
  to	
  their	
  operation	
  on	
  a	
  day	
  to	
  day	
  basis,	
  contingency	
  planning	
  will	
  simply	
  not	
  be	
  
on	
   the	
   agenda.	
   	
   As	
   such,	
   his	
   view	
   is	
   clear:	
   getting	
   small	
   business	
   to	
   buy	
   into	
   resilience	
  
requires	
   incentives.	
   	
   Whilst	
   he	
   noted	
   that	
   the	
   London	
   Chamber	
   of	
   Commerce	
   had	
  
considered	
  specific	
  ideas	
  such	
  as	
  the	
  one	
  contained	
  in	
  the	
  new	
  Government’s	
  green	
  paper	
  
about	
  instituting	
  insurance	
  premium	
  discounts	
  that	
  would	
  come	
  into	
  effect	
  if	
  a	
  business	
  met	
  
a	
  certain	
  standard	
  of	
  contingency	
  planning,	
  it	
  was	
  his	
  view	
  that	
  the	
  only	
  truly	
  effective	
  way	
  
to	
  approach	
  this	
  issue	
  was	
  a	
  radical	
  change	
  in	
  approach	
  such	
  as	
  a	
  national	
  scheme	
  offering	
  
a	
   firm	
   incentive	
   to	
   small	
   business	
   in	
   the	
   form	
   of	
   a	
   tax	
   break	
   or	
   reduction	
   in	
   national	
  
insurance.47	
  	
  	
  
	
  
	
  	
  	
  	
  	
   As	
  such,	
   the	
  picture	
   that	
  emerged	
  of	
  Business	
   resilience	
  was	
  a	
   cause	
  for	
   concern	
  
and	
   is	
  an	
  area	
   that	
  will	
   require	
   attention	
   going	
   forward.	
   	
   Large	
   businesses	
   are	
   failing	
   to	
  
adapt	
   contingency	
   planning	
   to	
   a	
   networked	
   economy,	
   whilst	
   small	
   and	
   medium	
   sized	
  
businesses	
  are	
  to	
  a	
  significant	
  extent	
   failing	
  to	
  plan	
  for	
   contingencies	
  at	
  all,	
  on	
  account	
  of	
  
the	
  pressures	
   inherent	
   in	
   their	
   core	
  operations.	
   	
   It	
   is	
  questionable	
  whether	
   the	
   proposals	
  
the	
  new	
  Government	
  put	
   forward	
   in	
   its	
  Green	
  Paper	
  would	
  do	
  anything	
   to	
  address	
   these	
  
issues.	
   	
   Promises	
   of	
   ‘better	
   information’	
   for	
   stakeholders	
   and	
   reference	
   to	
   attempts	
   to	
  
convince	
  the	
   insurance	
   industry	
  to	
  offer	
   incentives	
  offer	
   little	
  change	
  from	
  action	
   in	
  this	
  
area	
   so	
   far	
   and	
   it	
   is	
   likely	
   that	
   in	
   order	
   to	
   address	
   the	
   issue	
   more	
   effectively	
   the	
  
Government	
   will	
   have	
   to	
   consider	
   more	
   concrete	
   changes	
   through	
   incentives	
   or	
  
regulation.	
  	
  	
  	
  	
  
	
  
	
  	
  	
  	
  	
   As	
   such,	
   the	
   2010	
   SDSR’s	
   reference	
   to	
   the	
   introduction	
   of	
   a	
   new	
   corporate	
  
resilience	
  programme	
  is	
  welcome,	
  but	
  with	
  no	
  detail	
  whatsoever	
  available,	
  it	
  is	
  impossible	
  
to	
  judge	
  the	
  adequacy	
  of	
  the	
  Government’s	
  policy	
  in	
  this	
  regard,	
  something	
  which	
  will	
  have	
  
to	
  be	
  followed	
  closely	
  and	
  monitored	
  for	
  impact	
  going	
  forward.	
  	
  
	
  
Government	
  –	
  Industry	
  Cooperation	
  
	
   	
  
	
  	
  	
  	
  	
   The	
  second	
  story	
  to	
  tell	
  in	
  terms	
  of	
  the	
  private	
  sector	
  in	
  the	
  context	
  of	
  UK	
  Homeland	
  
Security	
   comes	
   in	
   the	
   form	
   of	
  Government	
  working	
   together	
  with	
   industry	
   to	
  meet	
   the	
  
challenges	
  of	
  keeping	
  Britain	
  safe.	
   	
   In	
  evidence	
  from	
  John	
  Howe	
  CB	
  OBE,	
  chairman	
  of	
  the	
  
Resilience	
  and	
  Security	
  Industry	
  Suppliers	
  Community	
  (RISC)	
  and	
  Hugo	
  Rosemont	
  of	
  the	
  ADS	
  
group,	
  an	
  industry	
  association	
  that	
  serves	
  as	
  RISC’s	
  secretariat,	
  a	
  positive	
  picture	
  emerged,	
  
despite	
   there	
   being	
   room	
   for	
   improvement.	
   	
   RISC,	
   an	
   alliance	
   of	
   trade	
   associations	
   and	
  
companies	
  as	
  well	
  as	
  academics,	
  was	
  set	
  up	
  with	
  the	
  encouragement	
  of	
  the	
  Home	
  Office	
  in	
  
order	
  to	
  be	
  a	
  channel	
  of	
  communication	
  between	
  the	
  Home	
  Office	
  and	
  the	
  private	
  sector	
  
and	
  academia.	
  	
  It	
  works	
  mainly	
  through	
  five	
  working	
  groups	
  -­‐	
  divided	
  to	
  focus	
  on	
  areas	
  such	
  
as	
  computing	
  and	
  communications	
  or	
  the	
  protection	
  of	
  infrastructure	
  –	
  which	
  focus	
  on	
  the	
  
technical	
   solutions	
   requirements	
   the	
   security	
   authorities	
   have.	
   	
   Additionally,	
   a	
   RISC	
  
secondee	
   is	
   resident	
   in	
   the	
   Home	
   Office	
   and	
   there	
   is	
   an	
   international	
   group	
   looking	
   at	
  
security	
  matters	
  principally	
   from	
  an	
  EU	
  perspective.48	
   	
  Mr	
  Howe	
  made	
  plain	
   that	
  whilst	
   it	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
47	
  Annex	
  B,	
  Written	
  Evidence	
  by	
  Colin	
  Stanbridge;	
  	
  Conservatives	
  –	
  A	
  Resilient	
  Nation,	
  p.21	
  
48	
  See	
  for	
  example:	
  HMG,	
  Countering	
  the	
  terrorist	
  threat	
  -­‐	
  Ideas	
  and	
  Innovation,	
  How	
  industry	
  and	
  academia	
  

can	
  play	
  their	
  part	
  (Crown	
  Copyright,	
  2009);	
  Annex	
  A,	
  Evidence	
  2,	
  Q4	
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was	
   still	
   a	
   new	
   arrangement	
   that	
   came	
   with	
   a	
   learning	
   curve	
   for	
   both	
   sides,	
   the	
  
cooperation	
  is	
  a	
  positive	
  experience	
  and	
  highly	
  worthwhile	
  in	
  furthering	
  its	
  stated	
  aims.	
  	
  
	
  
	
  	
  	
  	
  	
   RISC	
   did	
   however	
   offer	
   a	
   number	
   of	
   suggestions	
   that	
   would	
   help	
   the	
   efforts	
   of	
  
industry	
  in	
  the	
  context	
  of	
  this	
  relationship.	
  	
  	
  Chiefly,	
  it	
  was	
  noted	
  that	
  whilst	
  Government	
  is	
  
making	
   plain	
   its	
   specific	
   technical	
   requirements	
   in	
   terms	
   of	
   specific	
   problems	
   and	
   areas,	
  
Industry’s	
  ability	
  to	
  help	
  counter	
  threats	
  to	
  Homeland	
  Security	
  would	
  be	
  furthered	
  if	
  the	
  
dialogue	
  was	
   expanded	
   from	
   the	
  more	
   narrow	
   basis	
   that	
   exists	
   as	
   part	
   of	
   the	
  working	
  
groups	
   to	
  a	
  wider	
  discussion	
  of	
   ‘solutions’,	
  putting	
   Industry	
   in	
  a	
  position	
  where	
   it	
  has	
  a	
  
wide	
  ranging	
  overview	
  of	
  the	
  problems	
  constituted	
  as	
  part	
  of	
  homeland	
  security	
  systems	
  
and	
   as	
   such	
   can	
   offer	
   a	
   better	
   approach	
   to	
   offering	
   innovative	
   and	
   comprehensive	
  
solutions	
  to	
  help	
  government	
  aims.	
  	
  	
  Such	
  a	
  dialogue	
  exists	
  to	
  a	
  large	
  extent	
  in	
  terms	
  of	
  the	
  
relationship	
  between	
  the	
  Ministry	
  of	
  Defence	
  and	
  the	
  Defence	
  industry,	
  which	
  could	
  serve	
  
as	
   a	
   model	
   for	
   a	
   more	
   integrated	
   dialogue	
   between	
   government	
   and	
   industry	
   on	
  
requirements,	
  solutions	
  and	
  cost	
  in	
  the	
  field	
  of	
  Homeland	
  Security.	
  	
  Mr	
  Howe	
  also	
  noted	
  in	
  
this	
  context	
  that	
  RISC	
  was	
  beginning	
  to	
  discuss	
  with	
  government	
  how	
  the	
  sector	
  can	
  realise	
  
its	
   full	
   economic	
   potential	
   overall,	
   including	
   exports,	
   noting	
   that	
   in	
   defence	
   the	
   UK	
   had	
  
about	
  ten	
  percent	
  of	
  the	
  world	
  market	
  but	
  in	
  security	
  it	
  was	
  only	
  about	
  four	
  percent.	
  	
  	
  
	
  	
  
	
  	
  	
  	
   An	
   effort	
   to	
   help	
   industry	
   achieve	
   a	
   better	
   view	
   in	
   terms	
   of	
   the	
   transparency	
   of	
  
requirements	
   for	
   the	
   Government	
   in	
   relation	
   to	
   Homeland	
   Security	
   should	
   be	
   built	
   on	
   a	
  
cross-­‐governmental	
  basis	
  and	
  would	
  benefit	
  from	
  the	
  creation	
  of	
  a	
  panel	
  or	
  forum	
  through	
  
which	
  to	
  create	
  an	
  efficient	
   interface	
  to	
  discuss	
  the	
   industrial	
   framework.	
   	
  Such	
  a	
  forum	
  
could	
   serve	
   an	
   important	
   secondary	
   function	
   as	
   a	
   mechanism	
   to	
   be	
   utilised	
   during	
   or	
  
shortly	
  after	
  a	
  crisis	
  when	
  very	
  rapid	
  consultation	
  may	
  be	
  required	
  and	
  would	
  potentially	
  
fit	
  well	
  alongside	
  the	
  newly	
  centralised	
  structures	
  around	
  the	
  NSC.	
  	
  	
  
	
  
	
  	
  	
  	
  	
   As	
   part	
   of	
   the	
   same	
   theme	
   of	
   consolidating	
   the	
   Industry	
   relationship	
   with	
   the	
  
Government’s	
  agenda	
  for	
  Homeland	
  Security,	
  the	
  issue	
  of	
  fragmentation	
  and	
  inefficiencies	
  
in	
   procurement	
   was	
   also	
   raised	
   as	
   a	
   significant	
   problem	
   that	
   created	
   difficulties	
   for	
  
industry	
   and	
   costs	
   for	
   government.	
   	
   Whilst	
   it	
   is	
   clear	
   that	
   government	
   recognises	
   this	
  
problem	
   and	
   attempts	
   are	
   underway	
   to	
   tackle	
   it,	
   from	
   the	
   industry	
   perspective	
  
procurement	
   still	
   needs	
   to	
   be	
   considerably	
   more	
   coordinated	
   to	
   exploit	
   some	
   of	
   the	
  
possible	
   efficiencies.	
   	
   Finally,	
   also	
   on	
   the	
   topic	
   of	
   efficiencies,	
   RISC	
   raised	
   the	
   issue	
   of	
  
regulation	
  and	
  its	
  concerns	
  that	
  it	
  was	
  not	
  yet	
  fully	
  understood	
  how	
  regulation	
  impacts	
  the	
  
security	
  sector,	
   in	
  particular	
  on	
  an	
   international	
   level,	
  where	
  they	
  expressed	
  the	
  need	
  to	
  
“find	
  a	
  way	
  of	
  asserting	
  better	
  and	
  more	
  common	
  standards	
  in	
  some	
  areas	
  to	
  achieve	
  better	
  
interoperability	
  of	
  equipment	
  and	
  better	
  efficiency.”	
  	
  	
  
	
  
	
  	
  	
  	
  	
   In	
   the	
   Foreword	
   to	
   the	
   NSS	
   2010,	
   the	
   Prime	
  Minister	
   and	
   Deputy	
   Prime	
  Minister	
  
acknowledge	
  the	
  need	
  for	
  the	
  Government	
  to	
  work	
  more	
  closely	
  with	
  Business	
  to	
  meet	
  the	
  
challenges	
   of	
   keeping	
   Britain	
   secure.	
   	
   As	
   such,	
   the	
   Government	
   should	
   give	
   serious	
  
consideration	
   to	
   the	
   idea	
   of	
   a	
   mechanism	
   to	
   engage	
   with	
   industry	
   on	
   a	
   cross-­‐
departmental	
  and	
  permanent	
  basis.	
  	
  
	
  
	
  	
  	
  	
  	
  	
   In	
   addition,	
   at	
   a	
   time	
   of	
   unprecedented	
   pressure	
   on	
   budgets,	
   the	
   work	
   already	
  
undertaken	
   to	
   tackle	
   the	
   issue	
   of	
   fragmentation	
   in	
   the	
   context	
   of	
   de-­‐centralised	
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procurement	
   –	
   a	
   problem	
   well	
   documented	
   and	
   understood	
   inside	
   government	
   –	
   must	
  
continue	
   towards	
   creating	
   a	
   framework	
  which	
   ensures	
  maximum	
   efficiencies	
   despite	
   the	
  
lack	
  of	
  a	
  central	
  budget	
  for	
  Homeland	
  Security	
  related	
  procurement.	
  	
  A	
  situation	
  where	
  real	
  
capabilities	
   are	
   being	
   cut	
   as	
   part	
   of	
   cost	
   saving	
  measures	
  whilst	
   significant	
   amounts	
   of	
  
money	
   are	
   wasted	
   through	
   the	
   failure	
   to	
   standardise	
   procurement	
   and	
   maximise	
   the	
  
related	
  economies	
  of	
  scale	
  is	
  unacceptable.	
  	
  	
  

	
  
The	
  Role	
  of	
  Public	
  Confidence	
  
	
  

The	
  role	
  of	
  the	
  public	
  is	
  central	
  to	
  Homeland	
  Security	
  and	
  resilience.	
  	
  They	
  are	
  the	
  
referent	
  object	
  of	
  security,	
  as	
  set	
  out	
   in	
  the	
  strategic	
  background,	
  but	
  they	
  are	
  also	
  by	
  far	
  
the	
   biggest	
   stakeholders	
   in	
   regard	
   to	
   keeping	
   Britain	
   safe.	
   	
   As	
   was	
   discussed	
   above,	
   the	
  
London	
   7/7	
   bombings	
   are	
   a	
   good	
   testament	
   to	
   the	
   resilience	
   of	
   the	
   British	
   people	
   –	
   a	
  
character	
   trait	
   the	
   importance	
  of	
  which	
   in	
   this	
   context	
   is	
  not	
   to	
  be	
  underestimated.	
   	
   Two	
  
aspects	
   of	
   the	
   role	
   of	
   the	
   public	
   in	
   Homeland	
   Security	
   were	
   raised	
   in	
   the	
   process	
   of	
  
compiling	
  evidence	
  for	
  this	
  report.	
  
	
  
	
  	
  	
  	
  	
   First,	
   there	
  was	
   a	
   significant	
   concern	
   among	
   several	
  witnesses	
   over	
   the	
   issue	
   of	
  
public	
  support	
   for	
  homeland	
  security	
  policies.	
   	
  More	
  than	
  one	
  noted	
  that	
  public	
  trust	
   in	
  
Government	
  is	
  at	
  an	
  all	
  time	
  low	
  and	
  that	
  this	
  poses	
  a	
  very	
  real	
  problem.	
  	
  We	
  have	
  already	
  
referred	
  to	
  concerns	
  over	
  the	
  corrosive	
  debate	
  regarding	
  counter-­‐terror	
  legislation	
  and	
  civil	
  
liberties.	
  	
  Concerns	
  were	
  also	
  raised	
  about	
  the	
  deterioration	
  in	
  the	
  view	
  and	
  appreciation	
  
of	
  intelligence	
  work,	
  which	
  of	
  course	
  forms	
  a	
  vital	
  part	
  of	
  keeping	
  Britain	
  safe.	
  	
  	
  
	
  
	
  	
  	
  	
  	
   There	
  are	
  clear	
  signs	
  that	
  the	
  new	
  Government	
  is	
  attempting	
  to	
  draw	
  a	
  line	
  under	
  
some	
  of	
  these	
  issues	
  with	
  the	
  Home	
  Secretary	
  conducting	
  what	
  was	
  termed	
  a	
  ‘rapid	
  review’	
  
and	
  introducing	
  revised	
  legislation.	
  	
  Whilst	
  aspects	
  of	
  Homeland	
  Security	
  policy	
  will	
  always	
  
be	
  contentious,	
   re-­‐establishing	
  the	
  trust	
  between	
  the	
  government	
  and	
  the	
  electorate	
   is	
  of	
  
primary	
   importance.	
   	
   The	
   Government	
   must	
   re-­‐consider	
   its	
   public	
   messaging	
   as	
   part	
   of	
  
Homeland	
  Security	
  policies,	
  including	
  such	
  steps	
  as,	
  for	
  example,	
  releasing	
  the	
  transcripts	
  of	
  
proceedings	
  in	
  trials	
  of	
  those	
  suspected	
  of	
  planning	
  terrorist	
  attacks	
  as	
  well	
  as	
  taking	
  other	
  
measures	
   to	
   help	
   the	
   public	
   better	
   understand	
   the	
   threat	
   and	
   the	
   policies	
   designed	
   to	
  
counter	
  it.	
  	
  	
  
	
  
	
  	
  	
  	
  	
   In	
  addition,	
  there	
  is	
  the	
  question	
  over	
  engagement	
  with	
  the	
  public	
  in	
  terms	
  of	
  their	
  
more	
  specific	
  role	
  in	
  Homeland	
  Security.	
  	
  Here	
  the	
  views	
  were	
  less	
  clear	
  cut.	
  	
  Some	
  of	
  the	
  
evidence	
   submitted	
   suggested	
   that	
   there	
  was	
   a	
   problem	
   in	
   terms	
   of	
   reaching	
   out	
   to	
   the	
  
wider	
  public	
  through	
  workshops	
  such	
  as	
  those	
  conducted	
  through	
  Local	
  Resilience	
  Forums,	
  
since	
   there	
   is	
   in	
   effect	
   a	
   dynamic	
   of	
   ‘self	
   selection’	
  which	
  would	
   favour	
   those	
  who	
   are	
  
already	
  aware	
  of	
  the	
  issue	
  over	
  those	
  that	
  would	
  benefit	
  the	
  most	
  from	
  such	
  education.49	
  	
  	
  
	
  
	
  	
  	
  	
  	
   At	
   the	
   same	
   time,	
   it	
   also	
   emerged	
   as	
   part	
   of	
   the	
   oral	
   evidence,	
   that	
   there	
   was	
  
evidently	
   demand	
   from	
   the	
   public	
   to	
   take	
   part	
   in	
   a	
   more	
   formally	
   organised	
   way	
   or	
  
structure	
  that	
  engages	
  the	
  civilian	
  population	
  in	
  Homeland	
  Security	
  planning.	
  	
  As	
  such,	
  it	
  is	
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important	
  for	
  government	
  to	
  consider	
  both	
  the	
  effectiveness	
  of	
  current	
  attempts	
  to	
  engage	
  
the	
   sections	
   of	
   the	
   public	
   which	
   is	
   largely	
   apathetic	
   to	
   issues	
   of	
   Homeland	
   Security,	
   and	
  
examine	
   mechanisms	
   through	
   which	
   those	
   members	
   of	
   the	
   public	
   who	
   are	
   keen	
   to	
   be	
  
brought	
  into	
  a	
  more	
  formal	
  structure	
  that	
  can	
  be	
  activated	
  in	
  case	
  of	
  an	
  emergency	
  could	
  be	
  
better	
  utilised.	
   	
   	
   	
   In	
   this	
   context,	
   the	
  2010	
  SDSR	
  merely	
  makes	
   reference	
   to	
  “increas[ing]	
  
the	
   information	
  available	
  to	
  help	
  those	
  who	
  want	
  to	
   improve	
  their	
  ability	
  to	
  respond	
  to	
  
emergencies,”	
  which	
  appears	
  unlikely	
  to	
  effect	
  any	
  significant	
  change	
  in	
  this	
  regard.50	
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Q1 Chairman: All Party Parliamentary Group 
for Homeland Security, as you know the group 
was recently formed (inaudible) the officers 
and founding members of the group 
(inaudible) as some of you may recognise 
previously (inaudible) the conservative 
homeland security group which (inaudible) 
sort of still exists in name but its evolved into 
other things (inaudible) but this is an area of 
interest, in fact only last week in Madrid I was 
discussing (inaudible). So welcome and I’d 
like to invite Helen Peck to start off, I think 
most of us know her from (inaudible) defence 
logistics and something I might like to touch 
on later on (inaudible) strategic defence 
review coming up (inaudible.) For the record, 
Helen Peck is a senior lecturer at Cranfield, 
Commercial and Supply Chain Risk 
Department of Applied Science, Security and 
Resilience, that’s quite a mouthful. 

Dr Peck: I know they keep chopping and 
changing, but that’s what it is at the moment. 

Chairman: Basically you’re an expert on 
many things, welcome today and over to you. 

Dr Peck: Thank you, expert in many things, 
that’s something to live up to. First of all I 
come in to this very much on the resilience 
side not the counter terrorism side. I’ve been 
working on why supply chains fail over since 
about May 2001 and I was brought into this 
because I was interested in the creeping crisis, 
the foot and mouth and the fuel protests, those 
kind of events and why they happened. The 
financial crisis we’ve just had and is still 
rumbling through the system is another of 
those kinds of events. So that’s what’s really 
been my interest, my background is marketing 
logistics and supply chain and I have made a 
quite determined effort over the last seven or 
eight years not to get sucked too far into the 
counter terrorism debate because I’ve tried to 
hold a steady course on looking at why we get 
these big events going through. Now, in the 
process of unpicking that I’ve built a position 
on these particular events which has then 

Appendix A
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turned out to be relevant to lots of other areas 
and lots of others are plugging into that. So, in 
practice I work between central government, 
all sections of commercial industry, the armed 
forces, the emergency planners, NGOs, CPNIs 
so I sit and move between these different 
communities, really getting a feel for what 
their take on this is and putting pieces of a 
jigsaw together. Now over the last couple of 
years, two, three or four years I’ve been 
looking for DEFRA and the CPNI at the food 
chains- the grocery supply chains and the food 
service supply chains and particularly what 
would bring them down. My mandate was to 
look at business continuity but I also chose to 
look at three scenarios which was loss of fuel 
for road transport, loss of energy for whatever 
reason and some infectious disease. Now, I 
picked those scenarios simply because they 
affect common elements of all of the 
organisations involved. They have since 
become hot political potatoes either with 
pandemics or with energy security on the 
horizon but they were only chosen originally 
because there were common elements. Now, 
the work that I’ve done also was picking up on 
the market changes as well that we were going 
through in 2006 and 2007 in the food supply 
chains. The work that I’ve done has at least in 
part triggered a review of the British standard 
in business continuity supported by the 
Cabinet Office and BCI with a view to 
tackling the problem of supply chain 
disruptions; The fuel priority user scheme, it 
fed into that and the re-drafting of that, it was 
used in the pandemic planning and at the 
moment it’s going into other energy security 
areas. I did take a look at malicious 
interventions for the CPNI because they 
decided to piggy back one of their 
programmes on the back of mine. This comes 
down to two things, first of all that the actual 
resilience aspects of national security and 
national wellbeing are if anything underfunded 
and although DEFRA found money for me, 
and before that it was the Department for 

Transport, Defra found money to keep me 
going, but they ran out half way through, so 
the CPNI slipped money back under the table 
to Defra to keep me going. Now, it was useful 
for the CPNI because I was laying out context 
for their threat based work, so that worked 
quite well for us. What we’ve found from this 
is that there are actually certain problems in 
the way that commerce organises itself and 
first of all when we started looking at these 
events we thought it was failures to implement 
best practice in industry that was causing these 
big events. It’s not.  It’s there are conflicting 
requirements of best practice and they have 
created these systems which are fabulously 
good at transmitting contamination. So that 
can be in the form of livestock diseases, 
computer viruses, toxic assists. Supply chains 
move money, goods, information round the 
world very well. We also have business 
models which have become virtual i.e. 
vertically disaggregated, so we have more 
exchange points, so once you get a 
contamination going into the system it goes 
through a node in a fabulously optimised 
network and then the batches are redistributed, 
so that’s how they propagate. We then have 
successive failings in risk management; within 
supply chain we have conflicting approaches 
which counteract each other. With business 
continuity best practice encourages one firm 
view and of course supply chains bi-sect 
business continuity and emergency planning 
so that’s a problem. When you look at what 
business is actually doing, they’re all planning 
for localised, single firm disruptions, yet when 
you look at the contingencies they’re all 
relying on someone else within the network to 
maintain that capability. So what it means is 
that when you get a localised event the 
networks stay up very well. When you get a 
potentially big event coming through like a 
contamination, creeping crisis kind of events, 
everybody should be holding some kind of 
contingency, the reality is no one is because 
they will all say that’s an external problem, its 



44

EV 1: All Party Parliamentary Group on Homeland Security: Evidence 
 

22nd February 2010  
 

	
  
not for us to deal with, somebody else will 
deal with it, it will either be somebody else in 
the supply chain or government will intervene 
because we’re too important to fail. So you get 
echoes of what has gone on through the 
financial crisis in other sectors of industry. So 
we have actually created these potential 
mechanisms for failure. 

Q2 Chairman:  Can I interject. In the context 
of (inaudible) subject (inaudible) the 
homeland security strategy and this isn’t being 
(inaudible). If you were someone who wanted 
to harm to this nation, where would you strike 
given what you’ve just said? 

Dr Peck: If I really, really wanted to cause 
havoc I would do something low tech like 
bomb sewers. In business we are all taught to 
look at ‘value-added’, not value extracted.  If 
you stop outbound flows of waste you clog up 
everything else.If you can disable the sewers 
you would make a city – such as Central 
London - uninhabitable fairly quickly.  Similar 
problem to dealing with after effets of 
flooding.  Organisations think they can switch 
sites easily, but they can’t, particularly if a lot 
are affected at the same time. 

Ultimately we probably don’t have to do 
anything new at all to cause systemic 
collapses.  We have already created business 
and supply chain systems with dynamics and 
opportunities for failure that we don’t fully 
understand.  

Chairman: You’d do what? 

Dr Peck: Just something low- tech like hit the 
sewers. Because the thing you’ve got to 
understand is that business operates to certain 
sets of best practice and the business of 
business is ultimately about making money. 
Now, most of the people that I come across are 
looking at threat, they are taking a threat based 
view but yet the very people that they are 
trying to stop aren’t taking a threat based view, 

they are doing what I’m doing, they are 
looking for vulnerabilities and opportunities in 
the system and those actually aren’t that 
difficult to find because all I do is I go round 
different people in industry and particularly if 
you talk to the operational people and ask 
them- what would the impact of a loss of one 
of these things be? And there are things like 
critical elements and, you know parts of the 
national infrastructure- what would the impact 
of that be? Now as soon as people realise that 
somebody’s actually interested in talking to 
them and listening to them, they’re actually 
very, very generous with their knowledge and 
their information and they’re very frank about 
it. It is a completely different story when you 
start asking people threat based  questions – 
about malicious interventions - and this is one 
of the things that I find quite difficult because 
the people who are very close to operational 
things in everyday life, they know where 
vulnerabilities are in their particular part of the 
system. A lot of the time we don’t understand 
the wider systems we’ve created and that’s 
simply for not asking the right questions, this 
isn’t a big budget thing, it’s just asking people 
and they’ll help, yet so much of our resourcing 
goes into high- tech solutions to stop you 
know, high- tech threats, and yes they’re there 
but there are other ways of doing this. The 
other thing I don’t want to not mention here is 
that I obviously live in with the military some 
of the time and I look at the revisions and the 
discussions that are going on in civil 
contingencies. One of the things that I always 
see is that the military are excluded from the 
civil table and I know there are different 
discussions about bringing them back in. So 
many of the people in industry that I meet 
assume.  

Chairman: Can I just counter that for a 
moment, the CBRM... has complicated... 

Dr Peck: yeah but I tend not to go near the 
CBRM that often, I talk to the more civilian 
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industry and there is the assumption that the 
military will be able to step in. Now obviously 
there’s the overstretch issue as well but there’s 
another really important thing that’s going on 
here in that I sit and I listen to strategy 
briefings from the MOD about the future of 
the armed forces, at every turn the armed 
forces are being encouraged to be more 
business like, that has certain benefits but its 
also a question of be careful what you wish for 
here because business has a financial agenda 
its there to make money, we’re talking about 
using the military as a final backstop for civil 
contingencies and to basically pick up the 
slack when nobody else has got any. We’re 
asking them to do two quite separate and 
opposing things and we’re hoping it seems to 
get the benefits of the financial awareness and 
efficiencies by making the MOD more 
business like but yet we still want them to do 
this public service thing and I think if we’re 
not very careful, overstretch aside we’re in the 
danger of asking for the best of both worlds 
and getting neither.  

Q3 Lord Harris: I just want to pick up 
(inaudible). Presumably in a situation where 
there are several competitive suppliers, the 
operating rationale (inaudible) model you 
consider your own risk and will be very 
stretched (inaudible.) However, if that is a risk 
which applies equally to your competitors, it 
may not be economically worthwhile to 
protect against it.  You’ve got a choice to be 
made, you can either protect against it and 
therefore in the event of that risk actually 
happening you will be better off than your 
competitors or you work on the basis, we’re all 
going to go down at the same time so we will 
not be affected adversely. Is that fair? 

Dr Peck: That is something I’ve heard, and 
not necessarily just the food chains.  When I 
was doing work in 2002, 2003 that was 
coming through as well, it’s well yes our 
business is quite a deent business, but the 

business of business is business, we are here to 
make money, we are not here for the good of 
society, we don’t want to be competitively 
disadvantaged by this.  But if that happens our 
competitors will be similarly affected so we 
wont loose out. There is that attitude there is 
also though, to be fair to commerce, when you 
get something like Hull being flooded, it’s big 
supermarkets that help and people do step in. 
So on the one hand, as individuals, people 
want to do the right thing and businesses will 
do what they can to support the communities. 
But there are problems with the way we 
encourage risk management to be addressed in 
business there are real problems with that, the 
reason we have these systemic failures is 
partly our risk management approaches are 
threat based but they’re also reductionist- they 
don’t look at the system as a whole. 

Lord Harris: Could I just pursue that a little 
bit further because that’s extremely interesting. 
Presumably, so, yes of course a company if 
there’s a localised flooding it’s actually within 
your commercial interests to be seen to be 
supporting the local communities, this is all 
good publicity. But presumably if there is 
something that is going to be more 
catastrophic and effect a much wider area and 
it’s going to affect your competitors, you’re 
looking then for government or someone else 
to step in to meet it. I can see all of that and I 
understand it, there is a seperate group of 
issues which is about how long a disruption 
takes place and I’ve seen some work which 
says that in fact most systems can recover if 
there’s a two or three day disruption in terms 
of energy or something else, but once it gets 
beyond a critical point then it becomes very, 
very difficult indeed because of a whole 
number of factors that then crank in 

Dr Peck: That’s when you start getting a 
domino effect in the national infrastructure. 
But one of the things is, if you go round and 
you talk to different businesses and say- what 
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are you planning for? They will be planning 
for the various localised events. The only 
bigger event they were planning for tended to 
be pandemic and that was usually when a 
public service or a financial services customer 
had tapped them on the shoulder and said we 
want to know what you’re doing about it. The 
reality is that when you ask them what they’re 
doing about potentially wide spread events or 
big disruptions, the usual thing is nothing, 
because they’re saying if it’s something like 
the loss of the energy supply, there isn’t a 
recent history of this therefore there isn’t a 
business case.  They ask what’s the likelihood? 
There hasn’t been one for ages What’s the 
impact? Well we’d probably be ok.  They 
don’t normally think through the details of 
these. So they’re not looking at it, then if you 
press them, you say- well how are you going 
to get round this, they say- well people would 
work from home, they forget that home might 
not have electricity, they then say well our 
normal contingencies would take care of it, 
well actually they wouldn’t because they 
haven’t thought as far as the people they’re 
relying on might also be affected. So this is 
why you get the big collapses because people 
don’t think that far or if they do think that far 
they just put their hands up and say well too 
difficult, this is beyond our control, that’s for 
somebody else. 

Chairman:  What would be the solution? 

Dr Peck: At the moment I’m on a committee 
that’s going to revise the business continuity 
standard, but I think you’re into a real up hill 
struggle particularly in the current economic 
climate. Businesses do what they have to do to 
comply with legislation unless they’ve been 
really badly caught out and they’re learning 
from their lesson; you know learning lessons 
from the past, but right now, at the moment, 
they are under such pressure, commercial 
pressure that quite a lot of them this is a luxury 
they can’t afford. Their first option will be to 

try an offload responsibility, legal liability, 
contractual liability on to someone else, they 
will always try and pass it on to someone else 
if they can  

Q4 Chairman: Is there currently a working 
group; is there a panel, sort of an emergency 
response panel who’d supply emergency back 
up amongst the main food operators?  

Dr Peck: There’s the Food Emergency Liaison 
Group which is convened by DEFRA and I 
think at the moment they’re called the 
Stakeholder Engagement Team and they have 
people like CPNI, they have some of the 
regional Local Authorities and then they have 
representatives from some of the industry 
associations, Food Industry Associations. And 
they sit round and that is supposed to be a 
forum for the exchange of these ideas. 

Q5 Chairman: Do forgive me, does anyone 
from Tesco, Morrison’s or ASDA at a senior 
level, are they sensed, because trade 
associations are fine and they are the 
overarching bodies but people at the cutting 
edge, at an operational level, even at a board 
level, a lot of them have risen up through the 
ranks, so hang on a minute that sounds alright 
in theory but are there that sort of level of 
people there or not?  

Dr Peck: Well I don’t know on a daily basis 
but I know its things like when there was 
Operation Gemini, do you know about 
Exercise Gemini? That was, you know that the 
lead government departments for each kind of 
emergency have an obligation to do evidence 
based research, which is what I did for 
DEFRA and then they had to do exercises. So 
for Gemini and this was back in May 2006, it 
was part of the way through the first phase of 
this work I did for Defra.  They did a joint 
exercise with what was the DTI and they got 
several of the big supermarkets, some of the 
big food manufacturing companies, the food 
industry associations, the big oil companies all 



47

EV 1: All Party Parliamentary Group on Homeland Security: Evidence 
 

22nd February 2010  
 

	
  
to practice an exercise and it was very 
professionally done and it was good for me 
because I was seconded to Tesco for the day 
so I got to see it from their side of the fence 
and for that there were main board members 
sat up in Whitehall. We were given this 
scenario with the TV screens rolling and it was 
a fuel shortage but not a strike, it was a normal 
accident theory, one where you had several 
events combining, we were told everybody 
had to do what they would normally do and 
what that illustrated was how quickly the (old) 
priority user scheme would collapse. And 
because of the nature of the scenario, the 
circumstances of the scenario actually 
favoured us - Tescos - in that particular event 
but in just over a week the other major 
retailers were starting to close stores. 

Q6 Chairman: At what point do people then 
sort of take measures into their own hands, 
individuals who are law abiding, I mean that’s 
a short time period then you have the law and 
order issues, civil disobedience. 

Dr Peck:  Yes, and this is why when I first 
started doing that and word got round doing it. 
I had a phone call from a main board member 
of a major supermarket asking if they could 
take part in my research and believe me if 
you’re an academic researcher you don’t often 
have people like that knocking on your door 
and that was simply because he’d asked 
somebody senior in the metropolitan police, 
what would be, would there be police in their 
stores if there was some kind of emergency 
and the policeman just laughed at him and said 
yes of course there will, they’ll all be 
panicking and buying bottled water with 
everyone else, which didn’t really fill him with 
confidence. But yeah there is and there are big 
potential public order issues. I think one of the 
interesting things was that the second phase of 
this I did with the food service industry, if 
anything the fuel stocks are lower now than 
they were before. 

Chairman: Ok I’m conscious we only have 
twelve minutes so we’ll let you have more of a 
monologue. 

Dr Peck: Do you want me to say anything 
else? Right, ok my other hobbyhorses that I 
have written down here. I don’t normally 
willingly, knowingly go in to the counter 
terrorism side of this. Largely there is more 
than enough for me to do without that. 
However, there are a different kind of people 
that I meet .  Whereas industry and the people 
I meet if you’re looking at this from any other 
kind of perspective are very happy and willing 
to talk to you, it’s different when you go into 
malicious interventions. I am not of a service 
background but I’m very easy to check out 
who I am. There is a tendency first and 
foremost amongst people concerned ‘security’ 
with preventing malicious attack, to encourage 
compartmentalisation of knowledge.  

Chairman: Do you think it’s because they 
were concerned about some of the research 
being open source? 

Dr Peck: There were two things I think going 
on, these are trends that I see elsewhere. One 
thing is that sometimes if there is a possibility 
of malicious intention, a threat, people don’t 
want to talk to you about it and if you dig 
deeper its either because they’re not doing 
anything about it and they don’t want that to 
come out, or its because they’re doing 
something and they don’t want to loose a 
competitive advantage over other people. Even 
in a secure defence environment you see that.  
What they argue is that this stuff, when you 
bring it all together, is so sensitive it has to be 
compartmentalised to keep it secure.. If what 
we know can’t be scrutinised and built on in a 
secure environment we have a problem. If we 
can’t scrutinise what is already believed to be 
known it’s, a bit like the climate change debate 
we’ve got on at the moment, its like saying 
that ideas are not open to challenge. But there 
is a certain instinct amonst some groups to 



48

EV 1: All Party Parliamentary Group on Homeland Security: Evidence 
 

22nd February 2010  
 

	
  
compartmentalise and keep things secret, they 
don’t want academics, people like me running 
around and joining the dots. So you get all 
sorts of dysfunctional behaviour and 
occasionally a closed shop mentality as well.  
The deeper you get into the security service 
kind of world the less like that they are, it 
tends to be more on the periphery of that. 

Chairman: On the periphery - is that private 
and public sector on the periphery?  

Dr Peck: Well there’s a lot of, and I realise 
that I don’t want to offend any of my 
colleagues at the side of me, but it’s one of the 
problems that when you get into security and 
its around malicious intention.  You do get a 
lot of ex-uniformed people – usually police -  
transiting over into the private sector or 
wherever and there is a little bit of a closed 
shop mentality in that as if they don’t want the 
trade secrets getting out. But the danger of that 
is that in stopping the secrets getting out 
they’re actually stopping useful cross 
fertilisation coming in. So that’s another thing, 
and that’s for me a big reason is why I tend not 
to knock on their doors. Eventually they’ll 
come looking for me. 

Q7 Chairman: Well I’m sure Anthony and 
Robert will have something to say about that. 
Now I’m conscious we’ve got six minutes left 
so I don’t know if there’s anything, did you 
want to touch on defence logistics or not? Can 
I just ask you- in the Strategic Defence 
Review, as you know within the operational 
efficiency programme, in the pre budget report 
there was a mention of DSDA - defence 
storage ad distribution agency, I think the 
Australian model where they outsourced or 
privatised the defence logistic, it went pear 
shaped, and I’m not stating a position, I’m just 
giving you some background and asking a 
question, do you think the outsourcing of 
defence logistics, particularly around those 
areas that respond to urgent operational 
requirements poses a strategic threat? 

Dr Peck: Strategic threat, I mean that’s a 
difficult one because on the one hand 
mainstream industry has a lot of very useful 
approaches and is very organised and can do a 
lot of these things on an everyday basis very 
well. I was actually in a meeting where a 
commercial company was looking at tendering 
for one of our defence logistics contracts and 
actually one of the big issues is that a lot of the 
times the people are tendering blind. The MoD 
either doesn’t have or can’t get a good enough 
picture of its own workflows and information 
so a bit they’re tendering in the dark when 
they do this. I think it depends what you want 
to pay for things and I think there are pluses 
and minuses of both. 

Chairman: Well let me give you an example, 
TNT for example, I’m not saying they would 
be interested. Say TNT said - we want to take 
over the whole of DSDA, we’ll do that for the 
British Army and we’ll respond to urgent 
operational enquiries and we’ll do everyday 
stuff, we’ll provide bits of sniper riffles 
through to boots and whatever it might be and 
fly them out there in civilian aircraft to 
different theatres, loosing the military ethos, 
does that have some lack of deliverable aspect 
to it?  

Dr Peck: I think about what’s going in the 
warehouse is your least of your problems and 
sorting that end of it. I think it starts to get 
stickiest when you start going into theatre and 
you want civilian people to go into theatre and 
it’s the old CONDO, contractor on deployed 
operations,  contract support things.  You’ll 
probably be relying on ex-military people to 
do this because that will be the kind of people 
that the contractors are looking to hire. That’s 
ok to a certain extent but the more you 
contract out those service provisions, while 
always relying on the ex- service people to do 
the job, the more you erode capability.  At 
some point you get to the stage where there 
aren’t service people left who are trained .  
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You run out of those. So you get a temporary 
benefit, over several years you’ll get a benefit, 
but then you will come to the point where 
there aren’t the qualified specialist tank 
transporter drivers, there aren’t the people with 
those specialist knowledge and capabilities. 
You can also start getting into insurance issues 
once you put people in theatre. But I don’t 
think your warehouse side of that is your 
biggest problem. The big issue is what, by 
asking parts of the military to commercialise; 
what else are you doing?  it’s the unintended 
consquences, the other things that you invite in 
at that time. So it’s not whether they – the 
contractor can or can’t do the job.  Its that you 
are opening Pandora’s Box with some of the 
other commercial concerns and limitations.  
Contracted out networked business models 
tend to work well in high growth 
environments, but when there is a reduction in 
business or some other adverse conditions 
come into play, they can implode.  Its easy to 
forget that these models are designed to 
maximise business opportunity for the 
contractor while reducing risk – variance of 
financial return.  In a downturn these models 
are designed to be ‘failsafe’ – to fail in a 
predictable way – that will limit harm to the 
contractor.  That may involve walking away 
from commercially unviable contracts. 

Chairman:  Ok, well thank you. That’s been 
very helpful, thank you very much indeed, 
excellent. Well Professor Anthony Glees 
welcome, Professor of politics and director of 
the Buckingham Centre for Security and 
Intelligence Studies, I’m sorry Mr Speaker 
can’t be here being the member for 
Buckingham, it is the same Buckingham is it 
or not? 

Professor Glees: Yes he’s our MP, yes indeed. 

Chairman: Exactly, I thought it possibly was, 
there we are. Well welcome and over to you. 

Professor Glees: Thank you very much 
indeed, I must apologise for being slightly deaf 
and in a high room. 

Chairman: Do you want to come round? 

Professor Glees: Well I think if you’re going 
to ask me questions probably if it’s all the 
same to you, is that ok? 

Chairman: Do you need a loop? 

Professor Glees: No, no I don’t have a hearing 
aid; it’s just that the sound travels. First of all 
thank you very much indeed for inviting me to 
speak to you; I consider it a great honour and 
privilege. The way I thought I would do this 
would be to spend five minutes talking about 
my work and then five minutes talking about 
my conclusions and of course I’m very happy 
to expand if you have any questions. I should 
start by saying I’m a professor of politics, I 
come from a modern history background at 
Oxford University where I did an Mphil and 
then a Dphil, I taught at the University of 
Warwick and then Brunel University and since 
September 2008 at the University of 
Buckingham. I have a strong interest in the 
UK dimension to homeland security, I’d say 
that’s the bottom line, I’m interested in a 
secure homeland in this country for my 
children and our nine grandchildren as well as 
for everybody else. But I also have a strong 
interest in the European aspect of this and 
indeed am an advisor on intelligence led 
security policy to the centre right parties in the 
European Parliament. The key words I 
suppose in my research are violent extremism, 
extremism, subversion, radicalisation and the 
position of universities and colleges in this 
including the issue of universities and colleges 
being sites for radicalisation. I’m also, in 
connection with that latter point interested in 
what I think is a potentially catastrophic 
position or disastrous position in respect of the 
unregulated foreign funding of British higher 
education, so I’ll explain that but it’s a concern 
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because of the problem of radicalisation. I do 
work on the basis of existing threats, Helen 
pointed out some of the problems there but to 
the extent that I am a qualitative political 
scientist, I’m also interested in predictive work 
and scenario building and so I’ll come into that 
as well. The next thing that I think I should say 
is that I’m concerned with the policy options 
facing this government and indeed future 
government understanding how the 
government wants to prevent terrorism from 
happening, explaining that the government in 
fact uses two quite different strategies, 
although they are interlocked. As you will 
know the one strategy is called PREVENT 
which is about radicalisation and how you stop 
people from becoming violent terrorists, 
violent extremists; the other PURSUE is about 
arresting people in the minutes and hours 
before they turn to terrorism, again as you 
know PURSUE is basically the security 
service and MI5, Security Service and a police 
task, PREVENT is basically a police task and 
other institutions who are meant to be 
involved, whether they are or not is something 
I turn to. As far as doing my research is 
concerned it proceeds in the normal academic 
way, that is to say I use academic sources, I 
use newspaper media reports, but I also have 
access to what I would refer to as ‘Whitehall 
Sources’ as well as sources in counter terrorist 
policing and some of these are by their nature 
off the record sources. So my research begins I 
suppose with the question, is this a growing 
problem? Is terrorism a growing problem? 
And my response to that is that it depends 
what you think is causing the problem, if you 
think the problem of terrorism is fixed on 
specific things and specific people at a specific 
time my understanding is that the risks seems 
not to have changed much over the past 18 
months. We now know that there are perhaps 
some 2,000 plus people being watched by the 
security service, plus about the same amount 
of people about whom the security service 
don’t know anything. If however, you think 

it’s a mixture of things, identity issues facing 
young British Muslims, British foreign policy, 
our relationship with the United States of 
America, the war in Afghanistan, problems in 
Pakistan, the Israel- Palestine agenda. Then 
most of these are issues that are unlikely to 
ever change or develop in a positive way. And 
in that case I think you can argue that the 
problem will persist and will worsen. It also 
seems to me highly likely that there is alas, a 
connection with being a young British Muslim 
and becoming radicalised. So is counter 
terrorism policy and the massive amount of 
public money that’s being put into it a sledge 
hammer to crack a nut, or is it worth the 
investment? Well, I believe that it is worth the 
investment, I don’t think it’s a sledge hammer. 
So on PREVENT, I think it’s a good policy 
and a sensible policy but there are major 
problems with it to which I will come in a 
second and I don’t need to say that we are of 
course when talking of violent extremism 
we’re talking about relatively small numbers 
of people but then you don’t need large 
numbers of people to cause serious outcomes. 
If we’re talking about radicalisation, that is to 
say the process of turning people into violent 
extremists, I think the numbers are very much 
larger, which again is why I don’t think this is 
a policy to crack a nut and whilst I accept the 
government’s distinction between 
radicalisation that leads to violent extremism 
and radicalisation where people are already 
members of al Qaeda or its surrogates, I don’t 
necessarily think that that explanation is 
always entirely useful and as I explain, MI5, 
the Security Service are not in the least bit 
interested in where people come from, 
basically they’re a fire fighting service and 
they deal with a problem in the minutes or 
hours before it materialises. The police 
however, are interested in preventing people 
from becoming violent extremists, therefore 
they’re interested in the months and years 
before this happens and they are if you will a 
fire prevention service. Now, in respect of 
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higher education and this problem, I would say 
the following, I think broadly speaking our 
experience since 9/11 suggests there are two 
groups of people who turn to terror and 
therefore two groups of people who should 
attract our attention, two groups of people who 
are threats and potential threats. The first of 
these groups are relatively well educated, 
middle class British and overseas Muslims; the 
second group are badly educated and probably 
people who are less privileged in society than 
the middle classes. The curious thing is that 
you meet both these groups in our universities 
in this country because we have a vast array, 
over 150 universities and colleges in this 
country and whilst the well educated middle 
class group may go to one sort of university, 
the less qualified group will probably go to a 
different sort of university and where 40% of 
people of an age are going to university you 
would expect to find a huge range in abilities. 
In respect to higher education my claim has 
never been that universities educate people to 
become terrorists, it’s not that. It is rather that 
universities and colleges have allowed 
themselves to become sites where extremist 
views and radicalisation can flourish beyond 
the sight of academics. This is doubly 
disturbing because if its true that terrorists of 
this first group are men and women of ideas 
then it does follow that ideas could stop them 
from becoming terrorists and who’s job should 
that be? Again a point to which I shall return. 
Secondly I say if somebody can go through 
British higher education and want to blow up 
their fellow citizens suggests to me that higher 
education is not doing an effective job of 
promoting the three key Dearing values of 
respect for democracy, civilised behaviour and 
social inclusion. I also believe that increasing- 

Q8 Chairman:  Sorry is that a function of 
higher education if you’re doing a degree in 
engineering? 

Professor Glees: Yes. 

Chairman: Why? 

Professor Glees: Because it’s on that basis 
that basis that the tax payer agrees to fund 
higher education. So higher education means 
that these three core values lie at the pursuit of 
knowledge at this level. 

Chairman: So where in legislation does it say 
that it’s a requirement of an engineering 
degree to promote this?  

Professor Glees: Well an engineering degree 
at a university? Well that’s Lord Dearing’s-  

Chairman: Still the emphasis is on the 
institution rather than the subject of the degree. 

Prof Glees: Yes and that is what defines a 
university and that is the basis on which- 

Chairman: Sorry that’s an interesting point, 
what does Dearing say about democracy or 
shared values? 

Prof Glees: Well he said, these are the three 
core values that universities, the basis of 
higher education is to promote the value of a 
belief in democracy, belief in civilised 
behaviour and a belief in inclusion, and that 
inclusion value I think is a very important one. 

Chairman: So should that be a compulsory 
part of an engineering course? 

Prof Glees: Yes, because it should be in the 
culture of higher education that it promote 
civilised discourse, a belief in democracy and 
inclusion. 

Chairman: Should students sign up to some 
sort of student- university contract which 
outlines those things on day one? 

Prof Glees: Well I think that is certainly an 
important point. What I would say though is 
that at the moment the present government’s 
policy is actually to promote exclusion rather 
than inclusion because, as I show in seeking to 
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extend Islamic studies which is part of the 
governments policy on higher education it is 
going down a path which not only attracts 
funding from Arab and Islamic states which is 
unregulated to which I’ll return when I 
conclude, but also allowing a culture of 
separateness within higher education to 
develop. And I argue that particularly in the 
case of many student Islamic Societies they 
are actually mirrors, duplicates of existing 
student unions, so Muslim students are 
encouraged to regard themselves as different 
from other students at British universities and 
universities have allowed this to happen. 

Chairman: So are you saying that universities 
should police student societies and what’s 
going on in them?  

Prof Glees: Yes, I am. 

Chairman: So they should police what 
speakers are coming to a university or college 
Conservative Association? 

Prof Glees: Yes  

Chairman: And what should be the criteria 
for that? 

Prof Glees: The criteria for it should be to 
uphold the Dearing principles of inclusion, 
civilised behaviour and democracy and I 
would add to that the core academic value of 
balance. So the argument that is sometimes 
advanced against me is that I don’t believe in 
academic freedom, in fact I think it’s the other 
way around, I think genuine academic freedom 
is certainly not freedom that lies outside the 
law, academics should be subject to the same 
freedoms under the law as anybody else. But, 
it is very important that what goes on at 
universities is special and that means that and 
that means the core value of balance is 
maintained, the tax payer do not fund 
universities for the purposes of groups either 
to make propaganda in universities or for 
universities and colleges to be considered safe 

sites. Now if I could just quickly come to the 
conclusion here, I don’t believe that in many 
ways Islamist terrorism is different from 
previous terrorist threats that we’ve faced and 
I particularly look at the experience of 
terrorism in the 1970’s, the Baader-Meinhof 
Gang, The Red Brigades and so on. These are 
groups that have been composed of on the one 
hand people who are well educated and middle 
class and frequently been to university and 
form their radical views at university and on 
the other, less well educated 

Q9 Chairman: Sorry can I just say something 
on that point, if you go to the Muslim 
Brotherhood or beyond that the sort of all the 
children of the Muslim Brotherhood going 
back to Egypt and so on and so forth. There is 
a view that it is a political ideology, an 
ideology of the left but you don’t say that in a 
place like this it sounds like I’m calling all 
leftists terrorists which clearly I’m not doing 
but a lot of the background is an ideology of 
the left, in Leninism actually as you all know. 
We don’t seem to have a discussion about that 
but having said that surely there is a large part 
of these fundamentalists who are driven by 
religion or religious, perverted religious 
ideology rather than political ideology so is 
there not two groups and they overlap 
sometimes? 

Prof Glees: Yes, I think they overlap, I mean 
my own view is that there is something called 
Islamism, I’m often criticised for that, 
particularly by British Muslims who say they 
don’t understand the term, but the term was 
developed precisely to draw a distinction 
between the peaceful faith of Islam practised 
the vast majority of Muslims who want 
absolutely nothing to do with violent 
terrorism, and people who use, for political 
purposes a perverted interpretation of the faith 
of Islam. So Islamism is actually a political 
ideology in the same way as you know the 
Baader- Meinhof’s interpretation. 
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Chairman: But the identification of its source 
or its origin or what makes it tick is very 
important in how to counter it. You know if 
you think of Pascal that men never do evil so 
gladly as through religious conviction, well 
that’s completely different from men never do 
evil so gladly as when they do it through 
political ideology and identifying that and 
therefore countering it is 

Prof Glees: Very important. And it should in 
my view be a function of universities to do 
that. Now 

Q10 Chairman: So would it therefore be, you 
spoke earlier about the expansion of Islamic 
studies, isn’t the purpose of the expansion of 
Islamic studies to provide a proper explanation 
of the peaceful nature of Islam and to provide 
an environment in which the perverted 
versions of Islam can be challenged? 

Prof Glees: Well you could argue that and 
indeed that is the view of those who are 
pushing Islamic studies extension in the 
United Kingdom. But when you look, 
particularly at the funding of it you realise that 
a very different picture emerges. Over the past 
ten years the government has put £1 million 
into the expansion of Islamic studies in the 
United Kingdom, Arab and Islamic funders 
have put £240 million 

Chairman: What is the source of that?  

Prof Glees: It’s adding up, my researcher and 
I added up the figures in the public domain 

Chairman: I’d be interested in liaising with 
you on that 

Prof Glees: Yes. Of this £240 million, £170 
million, that’s 70% of the total, has been given 
to the development of Islamic studies centres, 
who will take on the teaching of Islamic 
studies. 

Chairman: Within a Dearing mainstream 
university? 

Prof Glees: Within a Dearing mainstream 
university. Well yes but also on the fringes of 
universities. But basically to universities, this 
is money to universities to develop Islamic 
studies centres in universities. Of this £170 
million, so the lions share, comes from Saudi 
Arabia now, everybody knows that what the 
Saudi’s promote in their view of Islam is 
Wahhabism and when I have pursued this with 
my Whitehall sources, they’re very adamant 
about their view of this, they say that on the 
one hand it is certainly the case that, they 
believe that it is not too much Islam that leads 
to terrorism but too little Islam and therefore 
greater education in Islam might prevent 
people becoming terrorists, but on the other 
there is no long term security interest in seeing 
Wahhabism being developed in the United 
Kingdom. 

Chairman: That £170 million, professor, what 
period is that over?  

Prof Glees: Over the past ten years. 

Chairman: Ten years, right. 

Prof Glees: So I think that this is a serious 
problem of radicalisation. Now, if I could just 
sum up, what I think is the case is that where 
we’re talking about radicalisation, we’re 
talking about the police and the universities; 
we’re not talking about the security services. 
All of this is extremely well illustrated by the 
case of Abdulmutallab, because as you know 
he was a blip on MI5’s radar but they did 
nothing about him, my understanding is they 
did nothing about him because he was 
reaching out to violent extremists but he 
wasn’t actually yet taken up by them. 
Normally, and I’m told that today this would 
happen, it didn’t happen in 2007, the police 
would have been informed of the existence of 
this blip, but in the case of Abdulmutallab they 
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were not informed about this blip, nothing 
happened in other words. The police were not 
involved because they weren’t told about it; 
the universities were not involved because 
they were not told about it. 

Lord Harris: What would you expect the 
police to do? 

Prof Glees: Well the police are charged with 
acting against radicalisation, this is the fire 
prevention part of it. 

Q11 Lord Harris: You don’t mention the 
Department for Local Government and 
Communities, they have a key role don’t they 
in social cohesion? 

Prof Glees: Well it’s an example of joined up 
government.  

Lord Harris: The police are an operational 
thing. 

Prof Glees: It’s an operational thing and the 
police are the people who are meant to deal 
with countering radicalisation. 

Lord Harris: No come on, I mean that is 
nonsense. I mean the police are not an agency 
which deals with radicalisation, the police are 
there to investigate allegations of crimes, they 
are charged, sometimes by the security service, 
who have raised intelligence issues to 
investigate particular things. 

Prof Glees: I’m sorry that’s complete 
nonsense, what you’re saying is complete 
nonsense. 

Lord Harris: I don’t think it is actually. I think 
what you’re saying is complete nonsense but 
anyway we need to carry on. 

Prof Glees: I’m used to getting up peoples 
noses but you’ve been kind enough to call me 
an expert, I can assure you I spend a lot of my 
time talking to counter terrorist policemen 
about their obligations under their Preventing 

Violent Extremism policy so I’m very 
surprised by what you said. 

Lord Harris: The PREVENT programme is, if 
you like, a separate strand of work which is 
done now by the police service in partnership 
with other agencies including the Department 
of Communities and Local Government which 
was your point. I think if you looked at the 
analysis of the expenditure and the time within 
the police service far, far more would be 
devoted to PURSUE rather than to PREVENT. 

Prof Glees: Forgive me, I’m not saying that 
but I’ve come here to tell you what PREVENT 
policy is in the view of an academic such as 
myself speaking to the police who are 
involved with it and it is a very important part 
of what they are meant to do. 

Lord Harris: Oh yes it’s a very important part. 

Q12 Chairman: Let me try and be helpful, I 
asked John Denham on the floor of the house 
only a couple of weeks a go, was preventing 
violent extremism policy working? He said 
yes, I don’t think it is; what’s your view? 

Prof Glees: Well, I don’t think it is working 
for a very specific reason and that is that 
universities refuse to cooperate with the 
police, or some universities, I wouldn’t want 
to name them but there are particular 
universities in the South East of England that 
do not wish to cooperate with the police on the 
grounds that it infringes their academic 
freedom on the grounds that they’re being 
asked to spy on students, which they don’t 
want to do. 

Q13 Chairman: I might just say in defence of 
some universities, I remember speaking to 
relevant officials about concerns I have about 
a particular university here in London. That 
was back in 1994, some very serious concerns, 
so these guys have known about it for a very, 
very long time so it’s nothing new and yet it’s 
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still happening, so is it a matter of political 
will or the absence of political will? 

Prof Glees: I think it’s a very good question 
because absence of political will can also be a 
political will, particularly at an election time. I 
think universities should be required first of all 
to have all foreign funding, particularly where 
there’s a political purpose for it, regulated by 
the government. We accept that foreign 
funders should not fund political parties, yet 
we have no such qualms when it comes to 
higher education. Secondly I think universities 
should be instructed to either cooperate with 
the police in executing the Preventing Violent 
Extremism policy or suffer a financial penalty 
for not doing so. Where you have universities 
who say that it’s not their job to be interested 
in the politics of their students as Prof 
Malcolm Grant of University College London 
said, I feel that it’s completely unacceptable. 
Universities cannot have it both ways, they can 
not claim to be institutions where people come 
to be taught and to learn and then say, oh the 
political attitudes of students are not a concern 
of theirs. If it is genuinely the case that 
universities, because there’s just too many of 
them, too many students, I mean we’re talking 
about two million people at universities and 
colleges a any one point now; if they can’t do 
the things that are a core part of higher 
education, they should stop doing them. I 
would be perfectly satisfied if some of the 
places that call themselves universities ceased 
called themselves universities, stopped having 
students unions, stopped providing sites where 
radicalisation could take place. So if I could 
just sum up because I don’t want to be 
misunderstood, I’m not talking about a large 
number of people, I’m not a statistician, it 
seems to me though that a list of students 
involved in serious terrorist offences in the 
United Kingdom over the past ten years, that 
they‘re a very significant group, they would 
seem to me to correspond to one of the two 
groups identified as early as 2004 in 

CONTEST the government places a duty on 
universities to work together with the police 
and other organisations to combat 
radicalisation; it’s not MI5’s duty to do this. I 
think that if this policy is to work, which I’ve 
explained, I think is a policy that’s necessary 
then universities should be required to make it 
work, if they won’t then the policy either has 
to go to MI5 and I have to say that it’s the 
view of many policemen now, police officers 
that I’ve spoken to, men and women who work 
on preventing violent extremism, that they 
don’t like doing this, they’re very unhappy 
about this policy because they think it conflicts 
with their duties of community engagement. 
Many Muslim communities in the United 
Kingdom regard what the police are doing as 
spying and I understand that. I think maybe the 
Security Service should be asked to do this but 
if the purpose is to make the present policy 
work properly then universities have got to be 
encouraged to do their duty, that’s what I 
believe. 

Chairman: Thank you professor, thank you 
very much indeed, some food for thought, very 
much appreciated. Any questions from 
anybody? 

Q14 Mr Grant: It concerns this issue of 
counter radicalisation in universities; it seems 
to me that there is a fairly fundamental 
problem of non-Muslims defining what is and 
is not radial Islam, particularly in the minds of 
Islamists, I can’t see them taking particularly 
kindly to that, so how can we encourage what 
we would define as moderate Muslims to be 
more active in universities in terms of 
participating in this kind of open minded, 
intellectual enquiry dialogue itself because it’s 
not something I think non- Muslims can 
effectively do 

Prof Glees: That’s a very good question; it of 
course goes to the heart of the issue. The first 
thing I would say is that we have to 
differentiate between the kinds of universities 
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that we now have in the United Kingdom, and 
my understanding is that whereas ten years a 
go the threat was widespread in the sense that 
radicalisation leading to a recruitment by al 
Qaeda could happen very widely, now it’s 
much more focused on a certain number of 
institutions and that those would be 
universities where there a very high proportion 
of British Muslim students, so you’ve got, in a 
sense, the more traditional the university, the 
greater pastoral care that is taken of students, 
the less likely you are to have students who 
turn to violent extremism. The newer the 
university, the more prevalent violent 
extremism seems to be and I speak as someone 
who was at Brunel University, which was the 
home to the ‘Crevice Bombers,’ although I 
didn’t know it at the time I have to say. 

Chairman: I thought we were going to get a 
confession.  

Prof Glees: No, no, no it was the other way 
around actually, I was speaking about this 
problem in general in 2004 at the Political 
Studies Association annual conference at the 
University of Lincoln, when I came back home 
the then vice- chancellor of Brunel University 
rang me and he’d seen a report of my speech 
in the Financial Times and he said, ‘do you 
realise Anthony our own university has been 
affected by the very problem you talk about 
and indeed one of the people who was arrested 
was a first year student of mine, in fact he was 
found not guilty but I think he was a very 
lucky man. So I do understand how this 
problem affects different universities in 
different ways. The specific answer to your 
question is, who should define what is 
acceptable and what is not acceptable? I would 
say it is the academy it is professors and 
lecturers and just as Helen talked about the 
need for responsibility and the failure of 
people in organisations to take responsibility, 
to always say, if there’s a problem it’s 
somebody else’s duty. I think exactly the same 

thing has happened in universities, they’ve 
become obsessed with getting research 
funding and the teaching and pastoral side of 
their duties has, in many instances either been 
thrown out of the window or not properly 
exercised. So I would say you’ve got to take 
the responsibility and there’s another thing I’d 
like to say about that if I may, where we are 
interested in radicalisation, it is essentially 
either in radicalisation that leads to recruitment 
by al Qaeda, or radicalisation that has already 
led to recruitment by al Qaeda, we also need to 
ask ourselves about the radicalisation that falls 
short of recruitment to al Qaeda, where we’re 
generating graduates from our universities 
who may have Islamist views, that is to say 
wish to see Britain become a Caliphate under 
Sharia law, we need to ask ourselves what is 
happening to those students and last summer I 
was asked to give a talk to the Office of 
Security and Counter Terrorism, to officers 
there, one of their master classes, this was a 
point I made.  I think it’s fair to say that just as 
you sir were rather outraged by my comment 
about police involvement in preventing violent 
extremism, so people there were outraged, the 
idea that if you were a non violent believer in 
Islamism, you might still be a security threat to 
the parliamentary liberal democracy that we 
have in this country but in the end it’s about 
responsibility and professionalism which is so 
badly missing in higher education. 

Lord Harris: I think there are two parts to the 
question you’ve been asked, one is about 
where you find the source of the alternative 
view. But the second is, particularly if you 
place the responsibility on the academic 
communities concerned, it would apply in 
other context as well, it applies in terms of the 
DCLG funding that Mark was talking about; is 
whether or not the non Muslim policy makers 
or academics are themselves equipped to 
understand what are actually quite fine points 
of doctrinal positioning to get their way 
through.      
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Prof Glees: Well I’m very clear on this and let 
me give you a for instance on who I do not 
think is entitled to form a view on this, as you 
may know last September Professor Tariq 
Ramadan was appointed professor of Islamic 
studies at the University of Oxford, the 
Oriental Institute, he was appointed within a 
few weeks of having been dismissed as the 
professor of Islamic studies at the Erasmus 
University of Rotterdam and why was he 
dismissed? He was dismissed because of his 
weekly programme on Press TV which was 
funded by the Iranians. Now Professor 
Ramadan’s chair is funded by a £3.9 million 
gift from the rule of Qatar, which Oxford 
University has gladly accepted. I’ve been told 
that the money was conditional on Tariq 
Ramadan getting that chair, that is strenuously 
denied by Oxford University but the fact of the 
matter is. 

Chairman: Sorry can I just interject there’s a 
conflict there, you say Qatar? 

Prof Glees: Yes, Qatar. 

Chairman: Well Qatar are rather at odds with 
Iran. 

Prof Glees: No they’re not. No, no of all the 
Gulf States, Qatar is the one that is closest to 
Iran. 

Chairman: Well alright. 

Prof Glees: I think you’ll find that that is the 
current position they’re of course 
neighbouring countries but their is no dispute 
that Press TV is paid for by the Iranians and 
that Tariq Ramadan has a very popular weekly 
news programme on Press TV. 

Chairman: Alright, forgive me I thought that 
Qatar was particularly close to the Saudis. 

Prof Glees: No Qatar are the odd ones out. 

Mr Lewin: I think there is said to have been a 
shift where there are rumours in the diplomatic 

community that Al Jazeera has also changed 
its coverage on account of this shift, it’s 
debated. 

Prof Glees: So that’s all I would say. I think 
people, and if I could add one further point 
about the source of the view, one of the things 
in doing my research into further education 
has caused me a great deal of concern, was not 
necessarily the legal threats that you get from 
universities in the name of academic freedom 
but that many senior academics are reluctant to 
go on the record and there is a particular senior 
professor of Arabic at one of our oldest 
universities who’s told me that as a scholar 
from a non Muslim background he can no 
longer get his work published on Islam 
because the only people who the Muslim 
academic community will accept as 
authoritative are Muslims and of course we’ve 
got a Muslim Association of Social Scientists 
for example, very active in higher education. 
These are all developments that I think are 
deeply disturbing. 

Q15 Chairman: You told us who you didn’t 
think should be making these judgements - 
who should be and how do they equip 
themselves to do so?  

Prof Glees: Well I think once universities 
realise that they need to be transparent and that 
they can not as it were victimise the 
whistleblowers in higher education, you would 
then immediately find that people would speak 
up in public.  As I say they do speak up in 
private to people me, I can think of several 
academics from at least two universities 
who’ve spoken to me but they will never speak 
in public because they are afraid and of course, 
where Arab and Islamic funding feeds into 
this, the universities are able to accuse them of 
soiling their own nest by deterring people from 
putting money into British higher education. 

Chairman: Well thank you very much indeed 
professor, very interesting and I’d be 
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particularly interested to receive an email on 
the funding. 

Prof Glees: Yes of course, thank you very 
much. 

Chairman: I might pursue that further in 
parliament, I know it’s been touched on before 
but I’ll have a look in more detail. Great, well 
it gives me great pleasure to welcome and 
introduce Robert Whalley, I think he’s known 
to one or two of us here, Senior Fellow at IISS 
and of course a very long and distinguished 
career in public service, 36 years in UK 
government service, Home Office, Northern 
Ireland and Cabinet Office and extensive 
experience of chairing and attending Cobra 
meetings so welcome to you. Thank you. 

Mr Whalley: Thank you very much Mr 
Chairman and thank you for the invitation to 
speak before your committee I’m very 
grateful. I was asked if I might frame some 
opening remarks and I’ve done so in three 
areas and I offer them to you for you to say 
whether you’d like to hear any or all of these 
three; strategies and structures and policies on 
homeland security so I’m happy to take all of 
those if you wish. Strategies, I think we have 
to start with strategies for homeland security 
because otherwise we don’t really know what 
it is we want to achieve and that’s why I think 
that on the whole CONTEST has served us 
well in the few years we’ve had it. How 
CONTEST was formed of course is an 
interesting story, because a number of us met 
one year after 9/11 and we had gone over the 
immediate things that we had fixed in that first 
year but we realised then that we were going 
to have to do this for a long time and it seemed 
right to try to formulate the activity that was 
going on into some sort of strategic goals and 
objectives and policies and of course by that 
time we were very fortunate that David 
Omand had come to the cabinet office and was 
able to really take the lead in shaping this 
work. CONTEST was essential in making the 

connections between very disparate objectives 
across government to make sure nothing was 
left out because terrorism challenges the whole 
of government in its political and bureaucratic 
sense. It was also very important as a way of 
deciding the utility of various projects, many 
of which were swilling around at that time and 
also to assist the treasury in deciding which 
were the projects that were worth funding. 
Very important for each of us involved, in my 
case I worked out that I had some 45 work 
streams under my command and it was very 
important to me to have some way of locating 
all these within the structure and putting some 
value on all of them. But I think also apart 
from that CONTEST has been very important 
in giving a narrative to parliament and to the 
public to try to explain what the UK 
government as a whole is doing over the 
longer term about the terrorist threat. I think 
we always have to start in my mind with the 
intelligence and the threat assessment, I’ve 
always believed that unless you do that you 
will find yourself chasing after the wrong 
subjects and not using resources wisely. And I 
think one of the difficulties has been the 
degrading and debasement of the value of 
intelligence in the last few years which I think 
has been a very sad business because 
intelligence is a very necessary and credible 
part of every public government and it’s very 
important that it’s maintained and I think the 
public are the ones that benefit if the 
intelligence function is not in someway cast 
into some kind of disrepute. I think also when 
we’re talking about intelligence we worked 
very hard when I was there to separate out 
what must be kept secret and what can be 
disclosed and I think the work on tear lines as 
we call them is very important, I was always 
of the view that we could never make any 
progress with these things unless we were able 
to share a large part of the operative 
intelligence while of course protecting the 
source. A few words on structures chairman if 
I may, and of course this is the time just before 
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an election when people are looking very hard 
at the structures and how one might put this 
before a new government to organise this and I 
think I’m one of those who’s been around long 
enough to be aware of the dangers of what I 
might call permanent carpentry in this area. 
There is an assumption that new structures are 
always needed and that I think has some merit 
but it also has some limitations. I was one of 
those that had the great privilege of working 
with the Department of Homeland Security 
when it was first started and I had many trips 
to the top of Nebraska Avenue and it was a 
privilege to be there with them. I don’t think 
we would have wanted to do it like that; it 
seemed to me that the American experience of 
bringing together 22 organisations and 
170,000 people may be necessary in America 
but I wasn’t sure that it was going to 
necessarily make much sense for us here. It 
seemed to me that what is more important than 
constantly looking at the structures is to ask 
what it is we want these structures to do and 
that means I think, developing understanding 
of the issues, developing professionalism, 
personal confidence amongst those that are 
having to deal with it and making sure there 
can be a very swift response if one is needed. 
And I think it is a very precious asset of the 
UKs counterterrorism and I might add 
emergencies community; born of a time when 
I was head of emergencies at the Home Office 
in a previous life, it’s very important that we 
do maintain this kind professionalism and very 
close working. I think also at my level of the 
organisation, I had a dual advantage in heading 
up a Home Office directorate but also having a 
role in the cabinet office and chairing four or 
five committees in the Cabinet Office across 
government and I think that at my level we are 
able to bring together that wide range of 
experience of a departmental portfolio and a 
cross government one. There is of course a 
danger in this structure as I’ve described it to 
you of becoming inbred, not recognising that 
the environment is changing and I think it’s 

very important that if we do run this kind of 
scenario we have to make sure we are open to 
outside influences and for example, in the time 
that I was director the role of the government’s 
chief scientist grew very strongly and it was 
very important and I always made sure if I was 
chairing a COBRA meeting, that the chief 
scientist office was informed and invited to 
attend because we never knew what might be 
coming up, particularly on the CBRN agenda. 
And I noted with some interest that the Home 
Affairs Select Committee recent report, Mr 
Chairman that the conclusion that they didn’t 
think that new machinery was likely to be 
helpful in this context, I think that’s probably 
right where we are but I have been involved in 
changing the structures, I set up the Counter 
Terrorism Directorate to the Home Office in 
2003 and that lasted for three years before 
OSCT came into effect and by then of course 
there was a senior decision, a political decision 
to try and concentrate some of this stuff into 
the Home Office. I have no strong view on 
whether this work is best concentrated in the 
Home Office or in the Cabinet Office, it seems 
to me and I’m a pragmatist about this, the 
important thing is there must be requirements 
for joint working across departments and 
constant liaison between those who are having 
to deal with these issues and the ability to 
understand all the multiple points of view in 
play, which to my mind is more important than 
the actual carpentry within which they’re 
located. I add that it has to be linked with I 
think the very close authority for the Home 
Secretary to drive changes across government 
and across parliament. That seems to me to be 
very important. 

Q16 Chairman: If I may interject at that 
point, I was going to leave you until the end 
but you mentioned carpentry, because in a 
world of scarce resources and more restraint 
on budgets, unnecessary duplication is 
something to be avoided and I think of 
TRANSEC, it’s a personal view, not a view of 
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her majesty’s opposition or Conservative front 
bench or whatever and that is that most of 
what TRANSEC do is done by somebody else, 
and the bits that they only do could be done by 
existing structures within existing 
organisations. And a part of the problem, as 
you know, the predecessors at the Department 
of Homeland Security, even with the new 
structure in the United States and with our own 
different organisations is that sometimes the 
information isn’t cascaded down or isn’t 
shared between silos and its missed with the 
more silos we have by definition the more 
likely we are that somebody’s going to miss 
the message somewhere along the line and I’d 
be interested in your personal view on the role 
of TRANSEC, whether we need it, whether 
it’s past its sell by date? 

Mr Whalley: I formed a very close view that 
we did need TRANSEC because it seemed to 
me that it was very important to have a close 
focus on transport issues, transport were a 
major target for al Qaeda, we know that and 
it’s been demonstrated many times and it was 
a good forum for me in my interlocking role 
with TRANSEC in getting a very clear role on 
what I was doing in the terrorism view and 
what transport were doing and also for them to 
be able to liaise with their many partners in the 
industry and in the world of transport, so I 
thought it was a good mechanism, in the time 
that I was dealing with it, it was an important 
part of the machinery. In terms of making sure 
we don’t go into sort of stove pipes, I 
absolutely agree with what’s been said about 
that and its always important to me that we 
don’t let people go into stove pipes, indeed 
forming JTAC, the Joint Terrorism Analysis 
Centre in 2003 was a good example of 
breaking out of need to know and into need to 
share and getting people to work side by side 
in open rooms and forcing them in a way to do 
joined up working with a defined product 
which could be used. It also was very useful 
for me, because I had a team of four in JTAC, 

who were really my customer focus if I wanted 
something or if the Home Secretary wanted a 
report done, say within a week on a particular 
issue, I could commission that within JTAC 
and I could invite all of the intelligence 
agencies who were involved to be contributing 
to all of that.   

Q17 Chairman: Can I just ask another given 
your experience in Northern Ireland? The 
Security Service, MI5 have for a long time sort 
taken over from Special Branch, the security 
mob with their new structure, their new 
building, their new apparatus, do you think 
that the PSNI should have a very minor role or 
an equal role in ensuring that the quality 
intelligence is given as an end product to those 
who need to make decisions about these 
things? 

Mr Whalley: Well I have direct involvement 
in this now because I have the independent 
review function in Northern Ireland; I do in 
Northern Ireland the role that Lord Carlile 
does for the UK as a whole. So I work across 
the police, the security service and the military 
in Northern Ireland and I do an annual audit of 
this which I write in a report which the 
Secretary of State lays before parliament, this 
is a Westminster process. So I do see very 
closely the work of the security service and the 
PSNI and I’m always encouraged and I 
wouldn’t want to go into too much detail about 
this, I’m always encouraged when I go to 
Northern Ireland for briefings at Lochside that 
there seems to be a very close involvement 
with the PSNI there as well. So I think I would 
be reassured that that relationship is working 
and is delivering what it is meant to do which 
is to turn operational intelligence into practical 
police action which I think is a crucial part of 
this. Just to resume very briefly on the 
narrative Mr Chairman, I think that we have to 
make sure there’s a strong role for the Home 
Secretary in focusing this and driving it 
forward but I think our lead department 
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structure has served us well in making sure 
that all of government is brought in and if for 
example, there’s a transport issue or a health 
issue or a DEFRA issue that secretary of state 
leads up the response and I think that’s very 
important. If I was asked to summarise how I 
think we need to approach structures in the 
foreseeing future, first of all to keep the 
domestic and the foreign agendas joined up, 
because there is no division in home and 
overseas in dealing with terrorism. To make 
sure that the communities group DCLGs are 
fully resourced and fully involved with this, it 
was always a worry to me when I was in the 
Home Office that not enough was being done 
on the communities side and too much was 
being left for example to police and others, I 
think it was important that the communities 
group was brought in and also that’s a way of 
bringing in many other client groups who have 
to be involved if we’re going to make a proper, 
across the board response. I think the 
intelligence community has to play a full part 
in the whole activity; they must be involved in 
this right from the start and they must be 
allowed to offer and to be challenged on what 
they’re saying and above all else, and I think 
this is true across all the resilience world, 
exercise and plan across a very wide range and 
that’s going to be true across CT as a whole 
and I think in civil emergencies as well. Very 
briefly Mr Chairman if you wish, on policies 
not easy to judge the pace at which policy 
should move in the terrorism world. On the 
one hand you need to respond to new threats 
and I think the new international terrorism is 
very different from what we experienced in 
Northern Ireland. I used to tell my staff, many 
of whom like me had grown up in the 
Northern Irish scene, to use the best of the 
Northern Ireland experience but to be ready to 
ditch and to start to think quite differently in 
the face of the new circumstances. And I think 
I’m at the end of the spectrum which is careful 
not to rush into the major changes in policy 
unless they’re proved. And in the question of 

powers, police powers in particular I think I’m 
at the minimalist end of this, I’d be very 
cautious about taking new police powers 
unless the need has been shown. We have built 
up a very solid basis in legislation since 1974 
and it has served us very well, I don’t think it’s 
sensible to make changes in legislation in the 
immediate aftermath of an outrage, it may be 
the time when feelings are running very high 
and you have to respond to that in the political 
and the public context but judgement may not 
be easily settled in the immediate aftermath of 
an outrage, nor if I can just add on as the aside 
is it very sensible to do this just before an 
election because it is very difficult to keep 
objective, bipartisan policies at a time because 
the inevitable pressures of an election period, 
people have other things on their mind, but our 
bipartisan policy towards terrorism is a very 
precious asset and we don’t realise it, until we 
see the mess other countries get in, how 
important it is that we do that and I think that 
asset, that bipartisan policy for example which 
successive parties have followed in Northern 
Ireland over thirty years played an absolutely 
crucial part in a allowing that process to 
develop properly in Northern Ireland because 
it was always known that the Westminster 
Parliament was going to back up whatever 
seemed the most sensible way forward. In 
government I suspect ‘do no harm’ is not a bad 
motto and quite an important one to have in 
mind when dealing with terrorism. We should 
remember from our Irish experience actions 
which appear to take forward an agenda may 
have an adverse impact, especially on minority 
communities, whose voices may be muted or 
difficult to discern. And this accounts for what 
may appear to be complacency or hesitancy in 
whether we should make radical changes in 
counter terrorism policy, I’m all for the quick 
reaction, we have to be very nimble, there 
must be a constant reappraisal, there must be 
the absolute requirement to meet if we have to 
in the middle of the night, as was the case in 
the Airlines Plot to do what has to deal with 
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that. But I draw a distinction between the 
immediate operational response to a problem 
and a more measured response over time. It’s 
in my experience, every action has a reaction 
in terrorism and we need to bear that in mind. 
Something as sensitive as counter terrorism 
requires a certainty and a clarity on the issues 
before we make the kind of change we need. It 
is absolutely important to keep up public 
support; you cannot pursue an effective 
counter terrorism policy in the face of 
acrimony, cynicism or public disbelief. And 
always I think you have to be ready for the 
next one, but always assume it might be 
different from the one before. Thank you 
Chairman. 

Chairman: Thank you very much indeed, that 
was excellent, very good. 

Q18 Lord Harris: Could I just follow on from 
that last point. I sometimes get worried that 
although the biggest threat at the moment 
seems to be AQ (al Qaeda) related that the 
focus that is going on in all of the different 
services and agencies involved, giving that 
such a high priority means that there is a 
danger of missing developing concerns in 
other areas. Now, you have the advantage of 
currently working in Northern Ireland, you’ve 
seen a transformation or a movement there in 
terms of what’s happening in terms of levels of 
threat. First of all do you share my concern; 
secondly are there things which could be done 
to tweak that relationship to make it less 
likely? 

Mr Whalley: In terms of what it comes down 
to is the way the intelligence community looks 
at its resources and uses them, I think there has 
bound to be, rightly so a focus on what’s likely 
to happen and what’s foreseeable, if you look 
for example at the numbers under surveillance 
as Donovan Evans has explained it, there’s a 
limit to what the security service can do and its 
bound to be the case that they can look at 
what’s about to come on the horizon, but the 

danger of that is that you miss some people 
lower down the queue who may come up on 
you later on. I think that organisations have to 
be totally on the alert as you say Lord Harris, 
for scanning the horizon for other groups 
which might be there and I think you have to 
face some difficult decisions as I think MI5 
has had to do in relation to Northern Ireland 
where it was a good idea to try and get a peace 
dividend there, that’s proved to be not wholly 
the case, we’ve had to see resources diverted 
to dealing with a very small dissident minority 
and I think the lesson of all of that must be, 
however good the political progress and 
immense progress, when I go to Northern 
Ireland now it is unrecognisable from the place 
I first went to 40 years a go, however good all 
that, you always have to be on guard for those 
few at the very fringes who will not accept that 
and will seek to drag people back. And the 
worst thing about terrorism is not just the 
impact on individuals lives lost but it’s the 
climate of fear, the destabilising effect; the 
effect for example on foreign investment, all 
those sort of issues which we know are crucial 
if communities like Northern Ireland are to be 
put back on their feet as they have been but  
now kept on their feet so it’s inevitable it 
seems to me that the security service should 
have to focus on that, but I think also to 
maintain some capacity or what might happen, 
where things might come from is going to be 
very important as well, but that’s a different 
sort of capacity, that’s a sort of forward 
thinking, analytical, horizon scanning stuff 
which was probably different from the 
operational work on AQ or on the Irish 
dissidents. 

Q19 Chairman: [Redacted] 

Mr Whalley: Well like everyone else I have 
watched the debate over the last few months 
and I think it has been a very difficult time for 
parliamentarians; it has been a difficult time to 
explain all that in public as well, whether it 
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amounts to subversion would I think need a bit 
of thinking about and probably if you were 
going to ask whether the organs of the state 
could be involved in any way, you would have 
to see whether it fitted in to any definition of 
subversion, which would fit in for example the 
security service charter, at the moment I think 
it would be difficult to do that. If you’re 
looking, for example at questions of ownership 
of media then I think probably parliament has 
to take a view as to whether it wishes to 
regulate in that area, or set standards, or set 
limits, those are the sort of issues it seems to 
me if parliament was concerned, parliament 
would be perfectly entitled to express views 
and to make some sort of requirements in that 
area. But I think I couldn’t myself link all of 
that, however damaging it has been and I 
understand all that, I couldn’t, I think link all 
that with the concept of threats which I think 
the Security Service would recognise and 
would want to feel they could deal with and I 
think it’s a different sort of issue, it’s probably 
got a base more in political issues, control of 
the media issues than I think issues that would 
be considered classic sort of security of the 
state issues.  

Chairman: OK thank you. On the media 
ownership, do think that’s something, you said 
it’s something for parliament and I agree but 
parliament takes advice and seeks expert 
opinion from a variety of sources, not 
excluding my former point and on just the 
media ownership point I think that’s a debate 
we need to have in this country because we’re 
seeing more and more media outlets being 
purchased by all sorts of people, we’re also 
seeing more platforms for communication of 
messages from certain countries that perhaps 
do want to undermine directly or indirectly our 
parliamentary democracy and our values, 
values that I think are extremely important, not 
only for us but for those people that don’t have 
those opportunities in those particular 
countries, so I hope that if the security service 

does have a view  on it that they will let 
parliament know and it is horizon thinking, 
proactive rather than just reactive all the time 
because by the time we get there sometimes 
it’s too late. 

Lord Harris: Could you perhaps expand, 
you’re in danger of sounding like a radical left 
winger there in the sense of media ownership 
but I realise nothing could be further from the 
truth. But could I just ask about the issue of 
foreign ownership of bits of the infrastructure, 
actually I find possibly even more concerning 
than the issues about media ownership, there 
are a serious of issues for example, about 
Chinese both in terms of Chinese infiltration 
of information security systems but, 
specifically about ownership from China but it 
could also be from other countries of particular 
assets and the extent to which that should be a 
concern and maybe this strays from the areas 
that you feel comfortable in terms of 
commenting on, but is this an issue where you 
think a government should be looking at, 
saying here are a serious of irreducible things 
that ought to be under either UK ownership or 
sufficient UK control to protect them? 

Mr Whalley: I agree with that absolutely 
because it seems to me if the government is 
going to have to be responsible for the entire 
well being of the community and absolutely 
the ends of the limits, it’s a whole range of 
things from the security policies, foreign and 
overseas or right through to all the issues 
which Dr Peck has been talking about. It 
seemed to me, the way that this was being 
done in the Centre for the Protection of 
Critical National Infrastructure- the CPNI, in 
which I was involved when it was first only 
dealing with cyber issues seemed to be the 
right way of doing it and I think that was 
rightly located within a very close framework 
to Thames House because it seemed to me you 
could then get the direct linkage between the 
security and the intelligence analysis and you 
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have to start with the intelligence analysis 
rather than the fear factor and you could then 
link that to who’s organising the national 
assets, because in a globalised world we have 
no idea actually who’s owing most of our 
assets and if they fail it’s the government of 
the day who’ll be asked within minutes, why 
has this or that gone out? So I think it’s 
absolutely right and I think governments 
should be prepared to be fairly clear and 
forceful in its demands and what it puts upon 
suppliers by way of regulation, it used to be 
done didn’t it by the golden share in the old 
privatised industries and I think that concept of 
veto, of no you cant do this because we have a 
wider national interest in a very interdependent 
world in which, lets face it, the UK is not 
necessarily a major player in the minds of 
some of these countries, seems to me to be 
something we have really overlooked. 

Chairman: I completely agree and I think 
defence manufacturing is key to that.   

Dr Peck: At the moment I’m involved with 
trying to get academics of all disciplines 
together to look at energy security and this is 
exactly one of the issues that comes up 
because we’ve had this in defence, we’re 
seeing it now coming up on the horizon in 
energy and the long term energy security as 
well and this is why we have to be so careful 
about not getting diverted by specific threat 
based views and look at what is going on out 
there in the world because Mervyn King’s 
thing about global in life and national in debt, 
that’s the reality of the world we’re dealing in 
nowadays and that will come back to haunt us 
again and again. 

Lord Harris: Exactly, and I know most of 
London electricity is supplied by Electricity 
De France, 60% of the switching gear used by 
British Telecom is supplied by China. 

Dr Peck: But that’s exactly it and the sands of 
gravity are shifting. 

Chairman: Yeah, I mean everybody worries 
about Russians on energy, I’m more worried 
about the French actually, they’re friendly but 
they’re playing a very canny game but you’re 
absolutely right 

Mr Lewin: One more question? 

Chairman: Well we’re here until five aren’t 
we? So we’ve got two or three. 

Mr Lewin: Sure. 

Q20 Chairman: So I just want to ask you if I 
may, on the ISC, Mr Whalley, on whether you 
think, not withstanding the recent events of the 
last two or three weeks but there has been an 
ongoing debate within parliament, whether the 
committee in this house, should be a 
committee elected by the whole house rather 
than a committee appointed by the Prime 
Minister; now even as we speak today there 
will be a debate on reforming committees and 
rebuilding the house and so on, so we’ll have 
elected select committee chairs and possibly 
electing a new speaker every parliament, I’m 
sure your member of parliament is not hoping 
for that, but it may happen, we’ll have to wait 
and see. And I’m quite sympathetic rather than 
have these sort of appointees that might take a 
particular view, perhaps having a little bit 
more challenge. How do we reconcile that 
with ensuring that we keep the integrity of the 
committee and keep it water- tight, which I’m 
sure would happen with every member. 

Mr Whalley: It wouldn’t concern me, as 
somebody who’s appeared before the ISC 
many times, whether it was appointed by the 
Prime Minister or elected by the house I think, 
but I can not see any reason why it shouldn’t 
be elected by the house, it seems to me that 
you have to have two very clear rules, rule one 
is that you must be able to share intelligence in 
a privy council of bases in that group, so you 
might want to limit the candidature for that 
committee to privy councillors for example, or 
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to have some basis for ensuring that people 
like me could speak and appear before it and 
speak entirely freely, otherwise there’d be no 
point in having it frankly unless you were able 
to get invited to. 

Chairman: So you’re saying they would have 
to be privy councillors? 

Mr Whalley: I think they would have to be 
privy councillors, or they’ll have in some way 
to have to fulfil some undertaking which 
would amount to the capacity to receive 
information on privy councillor terms. But I 
think the second thing would be you would 
then have to have, as you do now a system for 
redacting reports if anything is going to be, 
that’s a real fail safe for officials appearing 
before a committee because they an be 
reassured that if for any reason they’re drawn 
into something that should not be disclosed, it 
can be taken out and I think, it seems to me, 
it’s a very good committee, it’s a very 
important part of it, if it’s capacity and stature 
were enhanced by being elected by the house 
rather than being appointed by the Prime 
Minister, that would seem on the whole to be 
an advantage. There are ways around the 
problems. 

Prof Glees: I wondered if I could just say 
because I think chair you raised two absolutely 
critical issues to homeland security in the 
broad sense.  The first point you made about 
the reputation of our parliamentary democracy 
is obviously critical, I tried to put it to the 
people in Whitehall and Thames House that 
were prepared to listen to me that the 1989 
Security Service Act has actually put an 
obligation on them to work where a 
parliamentary democracy is being undermined 
by political means and that’s a direct quote 
from the act. I think the actions of some MPs 
and I think academics certainly understand the 
difference between allowances and expenses 
which The Daily Telegraph for whatever 
reason has chosen not to understand that, but 

nevertheless there are some people in 
parliament who have done the sort of thing 
that I think 25 years a go the security service 
would have taken an interest in, if only 
because these people were making themselves 
blackmailable I think it’s a general problem, 
I’m not sure that Robert would agree with me, 
but a general problem that MI5 since 1989 has 
wanted to withdraw too far from appearing to 
interfere in the political process at all and I 
think it should be. On the second point of the 
ISC somebody wrote a book three years a go 
together with John Morrison who had been 
investigated to the ISC before (inaudible) I do 
think that that needs to be looked at very 
carefully and you’ll remember that the Prime 
Minister, three years a go was it now? In his 
speech at (inaudible) on national security 
promised a thorough reform of the ISC and I 
think the current (inaudible) the security 
service which is extremely damaging again 
because the fundamental point of public 
confidence in our security and intelligence 
community suggests that, in the old days when 
Lord King was running this, yes he was a very 
robust person, the fact that he came from an 
opposition party as it were but was chair, that 
was very, very important and the ISC has lost 
this and today we’re in a position where it has 
no investigator and where the chairmanship 
comes from the governing party and I think 
that’s a problem. 

Mr Whalley: Can I just come back on the 
point about the security service and their 
involvement in this and I spoke as someone 
who for five years had as part of my job, 
managing the relationship between the Home 
Secretary and the Director General, which is 
something I spent a great deal of time on to 
make sure that relationship worked. My 
memory goes back to a long time when the 
security service was thought to be much more 
actively involved for example in the industrial 
and political matters and I think it would be a 
grave mistake if we went back to that position 



66

EV 1: All Party Parliamentary Group on Homeland Security: Evidence 
 

22nd February 2010  
 

	
  
and we lost the kind of objectivity we have 
now. The Security Service in my judgement 
are always very careful about the issues that 
they get involved with, you may say that 
they’re too cautious but to my mind the 
alternative, to have the Security Service in 
areas which are not properly covered by the 
mandate or by the instructions which they 
agree with the Home Secretary and the Prime 
Minister, seems to me to be taking us back to a 
world which it took a long time to get 
ourselves out of and we should be very careful 
about allowing any developments which bring 
the security service into the political world, I 
say that very strongly because if you buy my 
thesis that they intelligence role is the key to 
all of this, if the intelligence role is degraded 
and the security service is thought to be 
partisan or not to be acting, as their motto 
says, ‘in the defence of the realm’ then I think 
some very strange and difficult things flow 
from that, so I think it’s absolutely crucial to 
maintain the political impartiality of the 
security service and to refrain from inviting 
them to get involved with tasks which might 
weaken that in the eyes, either of the 
community of a whole or of section of the 
community who might then do things with that 
which we would rather they didn’t do. 

Q21 (inaudible) 

Mr Whalley: Well I think that you’re going to 
have to balance between the fact that if a 
particular police force is, as it were funded and 
by definition owned by a particular client 
group then you’ve got a difficulty there 
because you’re dealing with what are national 
assets, transport and the nuclear industry. Its 
seems to me you could probably get a long 
way into this by making sure that both those 
police forces are brought fully within the 
ACPO (Association of Chief Police Officers) 
framework, that they follow the best 
professional practice, that there’s a good 
interchange between their officers and senior 

officers from other forces, and I think certainly 
that was the case that people were working 
their way up very hard and when I was dealing 
with these things and it seems to me something 
that would go along way to this, if at the 
bottom line you feel there’s going to be a real 
conflict of interest then I suspect you may 
have to make it possible for the chief officers 
to be able to alert people and to surface that, 
either in the parliamentary forum or elsewhere 
to make sure things are not done in a way 
which they feel is contrary to their 
professional practice or contrary to the 
safeguarding of the institutions that they’ve 
got to deal with. I didn’t find myself it was a 
practical problem; I was more concerned with 
making sure that the full range of the ACPO 
activity extended to both these forces, I was 
always very careful to make sure that they 
were fully involved in the things that I was 
dealing with, they were not regarded as small 
and marginal forces, they have a very 
important part to play, both in the day to day 
life, for example of the transport system and in 
the longer term security of the civil nuclear 
plant 

Q22 (inaudible) 

 Mr Whalley: It was an issue which was 
probably more contentious than almost 
anything else I had to deal with, and there 
were many aspects of it which caused 
problems, one is the misapprehension by who 
sets the threat levels because this is done 
essential by the professional intelligence 
community. It’s then up to government as to 
how they respond to all of that, so that’s the 
first difficulty. I agree with you that it needs to 
be made as simple as possible and whether 
that’s five traffic lights or six or three is 
probably a matter for judgement, I think we 
have avoided the worst excesses of the 
American system where it changes rather like 
the weather forecast on a daily basis, don’t go 
to downtown Chicago this afternoon I think 
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that’s the difficulty. I think we have avoided 
all of that, how you explain it all over the long 
term is going to be very difficult and whether 
it’s best to be at three or five, I have an open 
view on that but I think it is always going to be 
difficult to explain what it means and then to 
explain what it is that people in government 
have got to do about it. 

Q23 (inaudible)  

Mr Whalley: I read Andy Hayman’s 
comments about COBRA, I never found any 
difficulty about COBRA, I never found any 
difficulties about have senior ministers and 
senior professionals in the same room, it was 
better to me that they were all in the same 
room than doing their own things separately. 
There’s plenty of scope for flexible working, 
for having meetings in side rooms but then 
bringing it all back together.  COBRA if it’s 
got a senior minister in the chair will have to 
meet when his or her duties will permit, there 
are other ways of doing it, like getting people 
me to chair COBRA if he Home Secretary 
can’t arrive for half an hour. I’m afraid I 
couldn’t agree with the difficulties that Andy 
put there, I found COBRA to my mind a very 
important part of the machinery and one which 
guaranteed if it was properly done that all the 
necessary points of view were round the table 
quickly.  Remember COBRA can meet at one 
hours notice, day or night, that’s a system 
which, when I go to other countries few can 
match and most envy. 

Q24 (inaudible) 

Mr Whalley: It depends on if there are people 
like me there that can stop them doing it.             
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Mr Howe: I’m John Howe, the Chairman of 
RISC – the Resilience and Security Industry 
Suppliers’ Community – I’ll describe more 
about that in a moment, and until last year I 
was the Vice-Chairman of Thales UK (and I 
still have a non-executive role with Thales). 
And this is Hugo Rosemont –  

Mr Rosemont: Security Adviser to ADS and 
in that role I provide secretariat support to 
RISC.  

Q1 Chairman: Well we are here to discuss 
Britain’s homeland security policy and 
homeland security strategy. Would either of 
you like to start with an initial comment to 
launch the discussion? 

Mr Howe: Could I start, for a couple of 
minutes, some background from my point of 
view, perhaps I can just start by describing 
what RISC is. It’s a group which is an alliance 
of trade associations and companies, and with 
some academic membership as well, which 

was formed about three years ago with the 
encouragement of the OSCT in the Home 
Office, to be a channel of communication, 
contact and discussion between the private 
sector and academia on the one hand, and the 
Home Office on the other as they evolved their 
homeland security policy. 

I think that the background to that is that in a 
way we are operating in a market that in some 
senses is new.  The idea of looking at all those 
capabilities of industry, which contribute to 
meeting national security objectives, is a new 
way of looking at a slice of industry. And it’s a 
pretty diverse sector or set of sectors, ranging 
from very high-technology companies – some 
of them very specialist, quite a lot of them 
SMEs, but also some big ones – but also 
companies which employ security guards and 
provide manpower for security. So it’s diverse.  

And I think, through RISC, we’ve had a 
developing, and what I hope the Home Office 
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finds, a useful exchange. One of the main 
mechanisms of that exchange has been five 
working groups, which are rather technical in 
their focus (or at least most of them are) – one 
is looking at computing and information and 
communications technology (ICT), one is 
looking at the Stand-Off Detection of suicide 
bombers, one is looking at the protection of 
critical national infrastructure, there’s one on 
defence against chemical, biological and 
radiological weapons and there’s one on 
planning for the Olympics. Those are co-
chaired by the Home Office and by industry. 
And they tend to focus on technology in large 
measure – the technical solutions to the 
requirements that the security authorities have. 

But there are other mechanisms of engagement 
too. We have an industrial secondee to the 
Home Office now, from one of our member 
companies. Indeed, he’s from Thales – 
although that is purely a coincidence. We have 
an international group which is looking at 
security matters coming out of Brussels 
principally. And we have a policy committee. 

We’ve now reached a point at which we’re, on 
the industrial side, trying to broaden our 
dialogue with government beyond those 
working groups I mentioned. To try and 
develop our contributions to broader issues of 
national security. Not just counter-terrorism 
but security and resilience in the round. And 
also, we are beginning to engage with 
Government now not only in making an input 
to them (in term of finding solutions to 
objectives of national security), but actually 
beginning to discuss with government how we 
can create together the conditions for the 
sector to realise its full economic potential, 
including exports. I believe some unlocked 
economic potential, for example, in defence 
this country has  over 10% of the world market 
and as yet it seems to be a good deal smaller in 
security – approaching something like 4%. So 
we’re beginning to engage with government 

about how to create the conditions for a full 
economic contribution.  

Against that background, in RISC and the 
industrial organisations that we represent, you 
could say that we have three main themes at 
the moment. One is the fragmentation and 
diversity of the market. I mentioned that in 
some ways it is immature. It’s also extremely 
diverse. We not only have a large number of 
companies – one estimate says probably about 
5,000 operating and they’re very diverse as I 
said earlier – but also we have an extremely 
diverse customer community: Government 
agencies, forty-three different police forces, 
and also the private sector (operators and 
owners of the national infrastructure for 
example). And this fragmentation if we’re not 
careful can lead to inefficiency but you could 
also argue that diversity leads to opportunity. 
So we are now beginning to talk to 
Government about a way in which we can get 
around the downside of that fragmentation. 
For example, by better mechanisms for 
communicating information about 
requirements, and better mechanisms for 
communicating information about what’s 
available or what could be made available  
from industry. Also, considering how both 
opportunities and priorities in the research and 
technology area can be somehow better made 
known and better coordinated.  

And one of the ideas that we are representing 
to Government at the present moment, it 
would be useful we think for there to be a joint 
team set up, both from industry but also from 
various different departments in Government, 
which would sort of be a forum or group in 
which the industrial framework could be 
advanced and information handled more 
efficiently, and which would also perhaps be 
useful mechanism in the event of a crisis that 
required very rapid consultation. So that’s one 
set of issues – fragmentation and how to 
address it. 
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A second set of issues is which we believe to 
be very important, but not yet very 
systematically explored, is the impact of 
regulation on the sector. Regulation bites on 
the security sector in a number of different 
ways. We need, between us and government, 
to understand the impact of regulation better 
and in particular to embrace in that 
international regulation, bearing in mind that 
of course threats are imported to this country, 
for example in the aviation sector from 
overseas. Purely domestic regulation isn’t fully 
effective. Through that we need to find a way 
of asserting better and more common 
standards in some areas to achieve better inter-
operability of equipment and better efficiency.  

There is a third thing that’s really pressing, I 
mentioned those five working groups that are 
focused largely – not exclusively – but largely 
on technology, and on equipment. We would 
like to encourage  participants in Government 
and the  public sector, to think in terms of 
talking to industry, about solutions, more 
widely, and to engage with us in an exchange 
about requirements.  

I think the dialogue has been going pretty well. 
I think the Home Office actually deserves 
complementing on their  record of openness in 
recent years.  There have been some superb 
policy papers: the National Security Strategy, 
the Counter-Terrorist Strategy, the Science and 
Technology Strategy, and a publication  on 
what their specific requirements are of 
industry and academia. If you go back a few 
years, the idea of having a published document 
stating the national counter-terrorism strategy 
would have been unthinkable. And I think  that 
that openness has been very helpful to the 
dialogue as I have described. 

We do think that it’s very important that that 
dialogue should continue to go on happening 
because we do maintain that industry and the 
academic world have a great deal to offer in 
terms of choosing solutions in national 

security. We also think that more can be done 
to improve the efficiency of procurement in 
the security sector.  If I may I think I’ll leave 
my introductory remarks at that. 

Chairman: Very comprehensive if I may say 
so. Hugo do you want to add anything? 

Rosemont: No further opening comments.  

Q1 Chairman: Right, who would like to ask 
questions? Maybe I could kick off by asking a 
more general question about CONTEST and 
the National Security Strategy. With your 
technological, industry expertise do you think 
the Government’s got its priority right, in 
terms of where they’re spending their money? 
And can you give some examples? 

Howe: I think broadly yes. I think I’d probably 
come back to the point I made earlier: that we 
would like them to encourage, we would like 
to encourage them to engage with us, rather 
more than in the past, on looking at solutions 
rather than jumping straight to particular 
technical devices or systems. I mean an 
example of that would be in the wake of the 
Detroit bomb attempt at Christmas we were 
engaged very rapidly in a dialogue on body 
scanners, very useful dialogue.  but I think 
looking back it would have been helpful if 
we’d at once got into a dialogue about how to 
stop bombs getting onto an aircraft, and 
addressed such exam  questions perhaps more 
generically. I think they’re pretty receptive to 
that, I don’t think we’re pushing at a closed 
door.  

Q2 Chairman: TRANSEC? 

Howe: TRANSEC, yes. On TRANSEC, I 
think they do a very good job and I think quite 
a bit of international regulation comes in there, 
I’d like to encourage the UK to be even bolder 
in setting the international regulation and 
safety standards. You’re certainly not allowed 
to fly into a British airport unless you’re a 
highly qualified pilot and you’re piloting an 
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aircraft which meets international safety 
standards. I’m not sure yet if we’re in the same 
position , in relation to security standards at 
airports of departure. And I think we need to 
go on from that, to press the case for high 
global security standards in aviation security.  

Q3 Chairman: But in terms of the priorities 
of Government, you think that TRANSEC 
have got their priorities right? 

Howe: I think so, yes... 

Rosemont: I think on the broader question of 
are the priorities in the right place and is the 
associated expenditure adequate – the National 
Security Strategy and its associated documents 
enhance the transparency around the resources 
being allocated to national security and this is 
accepted across the community and in line 
with priorities within those. Counter-terrorism 
is a significant priority; expenditure has been 
rising in that area to close to £3.5 billion so 
that is pretty good. On TRANSEC 
specifically; of course TRANSEC is the 
regulator and policy lead of the transport 
industries. So unlike other cases – like, for 
example, the Transport Security 
Administration in the United States – it does 
not take on direct operational responsibilities 
and so the levels of expenditure that it makes 
to national security in departmental terms is 
somewhat limited. Having said that the 
transport security model for the UK is a 
regulatory model and the emphasis in view of 
that policy means that there is the principle 
that the customer should pay. That’s a matter 
of Government policy, and industry will have 
to work to try and get a link between 
Government, Industry suppliers and industry 
operators, for example the airports are also 
operators. 

Chairman: Thank you. Gisela? 

Q4 Ms Stuart: Questions on this focus on 
who does it better. Where are the international 
comparisons where you’d say other countries 

are doing things that we should be doing? And 
I also want to take you on more specifically to 
2012, the Olympics, where I just wonder 
whether you could tell us a bit more, because 
once you have the Olympics, the IOC itself 
almost takes on sovereign state authority in 
some way. And can you just say a bit more 
about whether that’s something that troubles 
you, and something we need to do more on? 
But let’s start with who does it better? 

Howe: Well, I think that, I’d judge that Britain 
is one of the leaders in addressing national 
security and counter-terrorism strategy. And I 
think we’re certainly in the lead about 
openness of what the Government’s priorities 
are, perceived by its suppliers, so that’s very 
helpful. So I wouldn’t want to point to anyone 
who does things better. I think the one 
qualification I would have is that I’d come 
back to the problem of finding solutions. I 
think there is an element of fragmentation in 
fact the customer base is itself fragmented. 
The procurement of solutions tends to be on a 
small scale including  the police force as I said 
earlier. And I think that there may be 
opportunities being missed at the moment for 
industry to be consulted about taking cost out 
of security and if somehow requirements were 
better parcelled up then we might find there 
will be economies of scale. So there’s a bit of 
a way to go on that front. That’s not a 
reflection I think on what the Home Office’s 
priorities are, so much as a comment on the 
relative maturity of the procurement 
arrangements and the market.  

On the Olympics, Hugo is on the working 
group that is involved in planning for the 
Olympics. –  

Rosemont: First of all, on the transparency of 
requirements which of course is essential for 
any sustained investment by industry to 
develop the security solutions that are required 
- the US and the UK both publish their 
counter-terrorism requirements and through 
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the RISC International Group it’s difficult to 
find other countries that do that so I think that 
so think that’s an indicator of how much we 
are doing. On the Olympics and the national 
security responsibility for the Games - this 
very clearly sits within the remit of the Home 
Office; so the Home Office as opposed to the 
IOC is ultimately responsible for it. Indeed at 
the time of the bid for the Games, back in 
2004, and which was successful in 2005, the 
requirement for the UK bid was that the Home 
Secretary had to sign a guarantee that he, at 
that time, would have to guarantee that the 
security for the Games, including the financing 
of security operation. And now the UK is 
hosting the Games the IOC looks to the UK’s 
security departments and agencies to deliver 
the security of the Games. I think it is 
accepted, certainly within the industry, that we 
really need to engage the Government and, in 
the case of the UK, particularly the Home 
Office. So we have the industry working group 
which I sit on, which John mentioned, 
established in 2008, and that is co-chaired by 
the Director of Olympic Safety and Security in 
the Home Office, and of course is attended by 
the other different agencies that are involved 
in the security operation.  Obviously there are 
some issues with which industry and 
government need to work very closely together 
on delivering the Games. We are advising all 
the relevant agencies as we are fast 
approaching delivery phase after which it will 
be too late do anything about it. Before then, 
A|D|S are organising on behalf of the Home 
Office an event in March 2010 which will 
outline the current view of the requirements of 
the private sector. These sorts of engagements 
are really helping again in providing the 
transparency that industry needs to be able to 
support the police and the other agencies 
responsible for these games. There is a 
structure to do that and it is generally accepted 
within industry that it is the UK Home Office 
that is ultimately responsible. 

Q5 Chairman: So what are the things that you 
find most difficult in your relationship with 
Government? Where you feel that the 
Government is most disadvantaging itself as 
well as industry? Perhaps you could just 
amplify on that. 

Q6 Ms Stuart: And can I just add to that, one 
of the books that I keep near is ‘The Ten 
Largest Private Public Sector IT Disasters’, 
and if you go through them the history of those 
is usually when you try to create a system that 
is too large, and to try and reinvent the wheel. 
And I just thought, what is special about that 
relationship in purchasing, how do you keep 
fifty-three police forces, because when things 
go wrong, and when things go seriously wrong 
that you want to have adaptability and 
compatibility. 

Howe: I’ve described this as kind of a learning 
curve, and I think both the suppliers and the 
customer community are still on that learning 
curve. Looking in industry; I think there is still 
a way to go in our understanding and our 
ability to understand what the overall 
requirements of research and technology in the 
security area are and what programmes are 
coming up, what the opportunities are for 
projects. Secondly, I think we could be 
engaged more than we are in helping the 
Government to find and helping other 
authorities and the police to find solutions to 
their requirements, including clumping, as it 
were, police requirements together.  

Chairman: But isn’t, for example, the 
Airwave project where the police have done 
that, so where else – 

Howe: ... Thales ... 

Q7 Chairman: So what areas are you looking 
for the police to consolidate? 

Howe: Well, I’m sure there are examples of 
communications systems which are 
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fragmented systems where procurement was 
uncoordinated. 

Q8 Chairman: But I am, to play the role of 
Select Committee Chairman, I’m asking you 
to give us a more specific example of what 
you want the Government to do that they’re 
not doing. 

Howe: I think that quite frankly, from the 
point of view of industry, I think that we 
would regard it as helpful if procurements 
were much coordinated than they are now and 
that would make a big difference. 

Q9 Chairman: But what sort of procurement 
projects does this affect? I mean you’ve 
mentioned communications, and I thought that 
was covered by the Airwave –  

Howe: ....... assumptions........ 

Q10 Chairman: So should there be a national 
police payroll? 

Howe: I think it would certainly enable 
efficiency.... I’m not saying that industrial 
efficiency should drive the whole question. 
But I’m sure the police are more expensive to 
maintain than they would be if they were more 
rationalised in their... 

Chairman: But on the other hand we have 
more innovation, more diversity, more 
creativity and more localism –  

Howe: Well localism is extremely important, 
and that’s essentially a political point, that I’d 
leave to you. And certainly innovation.  I 
suppose there are two words; there is 
fragmentation which is inefficient and 
diversity, which can be good. But I think that 
the fact that we have so many police forces, 
which are substantially independent not only 
the way they procure but also in the way that 
the administration is done is inherently 
inefficient. And I think it’s all that industry 
can do to make cost-savings in support of the 
police, if they had more.... 

Chairman: Do you want to add anything to 
that? 

Rosemont: Well to back that up really, many 
of the messages and opportunities around 
efficiency have been articulated by the latest 
policing white paper... for example, in 
protective clothing, vehicles and other 
examples. I think these are all the right sort of 
messages, and reinforce John’s point that there 
is benefit in getting industry into the 
confidence of those discussions where 
applicable. We do have models of doing that 
through a number of industry working groups 
looking particularly at counter-terrorism for 
example. In terms of providing solutions in 
advance of procurement around those areas; 
we have already been identifying best 
performance and for the Police Service to take 
industry into its confidence in strategic 
dialogue, receiving specific advice around 
programs, I think could very well be the 
model.... 

Howe: If I could just come back  to a point I 
made in my introduction, but so far – and I’m 
not criticising the Government, it’s a feature of 
the way both sides have conducted dialogue – 
but so far until recently the exchanges with 
Government on counter-terrorism 
requirements have focused on the technical 
aspects, on a particular technology rather than 
focusing on solutions. We’ve not had as much 
dialogue as I think we ought to have, in future 
about more general security issues, market 
structure, where opportunities exist for 
industry to contribute to efficiency.  

Chairman: I don’t want to spend all the time 
just on the police, but do you –  

Q12 Ms Stuart: Yes but I think it, because it 
highlights a very specific problem, that isn’t 
just the police. If I could just press a little bit 
more, if you’ve got forty-three police forces, 
and – there are two questions – one is, do you 
being in the suppliers early on and you say 
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‘look, if forty-three of you need to agree upon 
a common set of requirements’, which would 
make broadly based inter-operable, even 
though you’re not operating as one force, and 
this is what industry can bring to the table. 
That’s one argument. The second argument is 
then a much more fundamental one and that’s 
– there’s a tendency of saying we have a 
problem, and the way to find a solution to the 
problem is by coming up with an IT or a 
technical solution to it, without having actually 
having really identified the problem to begin 
with. Are you having both of these debates 
with Government or not? 

Howe: I think that I would say yes to both of 
those propositions. I think a more systematic 
addressing of requirements across the board 
would be helpful on the one hand. But 
secondly as it were, putting industry in a 
position where it really understands the 
problem and can provide solutions. I mean a 
good example is defence procurement.  
Actually, one of the good things about defence 
procurement is that there is now an 
engagement between customer and industry at 
a very early stage when concepts are being 
defined and problems are being addressed, and 
industry is being brought into the process of 
identifying solutions. I’m not sure if the 
dialogue with civil Government on counter-
terrorist systems, national security systems is 
quite yet mature. 

Q13 Chairman: Going back to the aviation 
security sector, I mean you’ve mentioned how 
frustrating it was that the Government has 
lunged at body-scanners when you wanted a 
more general and creative conversation: where 
do you think that a more creative conservation 
would lead in terms of policy, and therefore 
procurement? 

Howe: To be honest I’m not quite sure, but 
given the fact that the Detroit incident was a 
terrorist getting on a plane at an overseas 
airport it’s difficult to see how body-scanners 

at British airports would address that. I’m not 
sure what a better solution would be frankly 
but there wasn’t, at least initially that slightly 
more generic dialogue that I’ve mentioned. I 
don’t particularly blame Government for that; 
both sides are guilty of –  

Chairman: Sorry you don’t blame?  

Howe: I don’t blame Government necessarily; 
both sides of the dialogue missed a bit a trick. 
I’m not qualified to say what a better solution 
to the problem would be, but it would have 
been better if there’d been more consultation 
on the nature of the problem from a more 
generic perspective, instead of plunging 
straight in to a discussion on the technical side. 

Q14 Ms Stuart: Can I just ask, if I as 
Government wanted to have a conversation 
like that, who would I ring – to rephrase the 
Henry Kissinger question – here is the 
Secretary of State for Transport and the Home 
Secretary, and we switch on the news and say 
there’s a bomb attempt in Detroit and 
Government always have to do something. 
Who do I ring? Do I ring RISC?  

Howe: The RISC recommendation is that 
Government should set up an inter-
departmental group with industry members in 
it.  It should be a join team, which I really 
think would have two functions. One is to 
work on the policy issues of how to make the 
market more efficient, but also to be available 
for consultation and problem-solving instantly 
when things arise. So I suspect if I’d been in 
the Home Office at Christmas time I wouldn’t 
have necessarily known who to ring actually.  

Q15 Chairman: Well isn’t that industry’s 
responsibility? Shouldn’t you have ready and 
waiting a round table, with people sitting 
around it, so that when the Secretary of State 
rings... 

Howe: I think we should. I think it’s a joint 
responsibility, and I think we should have joint 
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machinery – that’s why I’m not particularly 
pointing fingers at the Government side of the 
dialogue. I think we need joint machinery that 
brings together industrialists, technical people 
and the various relevant departments in 
Government together. 

Chairman: Particularly to ensure that out of a 
crisis we don’t get crisis decisions, we get 
strategic decisions. Learn from the crisis.  

Howe: Absolutely. Yes, I think there are two 
roles. One is crisis related, in exactly the sense 
that you described, but the other is more policy 
related. I mean, given that I’ve talked quite a 
lot about the immaturity of the market – its 
fragmentation, its inefficiency in some ways, 
the inherent inefficiency of the customer 
structure – how do we get around that? That’s 
a policy issue that we need to work on 
together.  

Q16 Chairman: But that fragmentation, only 
if we had one police force you’d still have 
several different Government departments, 
several different agencies, lots of different 
private sector customers, you’d still have that 
fragmentation. 

Howe: I think we’re always going to have 
fragmentation. I don’t think industry would be 
arguing for the creation of a single 
procurement agency, I think we –  

Q17 Chairman: But the Government does 
talk about, or it has been talked about, to 
conceive some sort of single security budget. 
And I think as the official opposition has 
wrestled with this problem, we know that you 
can’t put a whole lot of Government 
departments under a single budget, as they 
have done in the United States. But there must 
be some cross-departmental procurement 
coordination and, indeed, possibly even single 
sourcing on some areas of activity.  

Howe: Yes. I’m sure they’re in close and often 
rather highly classified links between the 

Home Office and the Ministry of Defence, for 
example, over aspects of what they do. 

Q18 Chairman: And are you satisfied that the 
Government has spent enough money so that 
the Army and the Royal Navy can talk to 
police forces, when they’re dealing with a 
crisis off the coast for example? Have we 
learnt from the MV Nisha incident?  

Howe: I suspect - although RISC doesn’t yet 
have a position on this – I suspect there’s 
probably quite a long way to go to develop 
arrangements for homeland security  in home 
waters and on the coast, for example. I mean 
the organisation of shipping and the 
identification of homeland security-type 
maritime threats, I suspect there’s some work 
to be done on that. 

Chairman: I mean we don’t have a Maritime 
picture.  

Howe: No and the Navy, at the moment, don’t 
really have anything to do with it. 

Q19 Chairman: We have an air picture, but 
we don’t have a maritime picture. Could the 
industry on its own be proactive in offering 
solutions to these problems? 

Howe: I think it’s one of the many areas where 
we do need to be in dialogue with the 
Government. 

Q20 Chairman: So what do you want the 
Government to do to promote that dialogue? 

Howe: I think the kind of the structure I’ve 
suggested would help with that problem too. 

Chairman: So there should be a sort of 
standing advisory committee on national 
security technology and technical capability? 

Howe: Yes, I didn’t use the word committee 
but you could call it a panel, you could call it a 
committee.  
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Rosemont: This obviously links into the 
industry advisory groups which are focused on 
specific themes, specific subject areas focused 
hitherto on technical issues. But the 
broadening of the national security agenda has 
been recognised by, I’m sure, this group and 
how does industry play a role in that. That’s 
central and there are a lot of the issues that 
need to be dealt with in that context, very 
much so.  

On the aligning objectives of the different 
national security stakeholders, the science and 
technology strategy addresses that – you know 
CONTEST is the broad strategic picture on 
counter-terrorism and industry has a very 
important role to play in that, but so do many 
other organisations in delivering the strategy, 
including other government departments and 
agencies. The science and technology strategy 
on the other hand, whilst a government 
document, will fall in large part down to 
industry, and be most heavily dependent on 
industry in delivering that strategy. There are a 
number of key paragraphs, which again have 
been welcomed by industry in particular, and 
number one is that the alignment of objectives 
across national security stakeholders is a high 
priority. Now, that is a high priority for 
industry, probably our top priority in many 
senses, in terms of how do we engage on a 
cross-departmental basis on many of these 
issues. I think, as we’ve alluded to, 
transparency of requirements across the 
picture is very helpful for industry to focus its 
investment. 

Q21 Chairman: Finally, can I just ask about 
R&T expenditure in Government? I mean the 
Government spends quite substantially, but a 
declining amount on Defence R&T. Does the 
Government spend much on non-Defence 
Security R&T? Should there be a budget? Or 
is it very ad hoc, how does it work? 

Howe: I think it tends to be ad hoc, do you, do 
we know the number?  

Rosemont: The precise figures are difficult, 
because different budgets are within different 
pockets of Government. So for example, 
transport security – a hot topic – TRANSEC 
has a budget for R&D for transport security. 
Similarly, to what extent do the MoD’s R&D 
programmes contribute to security in the sense 
that we may develop “pull through” in these 
processes and technologies? I think Industry 
would welcome greater coordination of the 
budgets, like the Single National Security 
Budget. That might not be practical but we 
certainly need coordination, and more 
importantly – coming back to this word I’m 
afraid – transparency of what those R&D 
requirements are, because hitherto on an 
annual basis R&D security purposes are not 
published in the same way. That’s the whole 
picture. So, there’s definitely a case for more 
transparency and coordination in that area.  

Chairman: OK, John Howe and Hugo 
Rosemont thank you very much indeed. And 
we’ll move to Professor Bellamy. Would you 
like to say for the record who you are, and 
give a little run down, brief, of what you’d like 
to have a conversation with us about? 

Bellamy: Certainly. I’m Chris Bellamy. I’m 
Head of the Security Studies Institute at 
Cranfield University. We are one of the 
academic providers to the Defence Academy 
of the United Kingdom; the other is King’s 
College London. We are academic provider to 
the Defence College of Management and 
Technology. So, we are operating in an 
environment which has traditionally been very 
defence-orientated. However, in the thirteen 
years since I’ve been there we have greatly 
expanded our activities in a wider security 
area. I head, as I said, the Security Studies 
Institute and I run two Master’s degree 
programmes in Global Security and 
International Security, and I was also Head of 
the new degree in Resilience, which we started 
at the beginning of 2008. Resilience is one of 
those words that may be fashionable this week, 
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and go out the next – and I’m personally 
dubious if about whether there’s an academic 
discipline of Resilience – but nevertheless 
that’s another course that we run. We also 
have about twenty research students looking at 
various aspects of defence and security, and 
one of the most interesting ones is that we 
have somebody who’s looking at and dealing 
with an improvised nuclear device, not a 
radiological device, a nuclear device and it’s 
something that I think the security 
establishment in most countries actually fights 
a bit shy of, because the consequences are so 
awful and so difficult to manage –  

Q22 Chairman: This is somebody who is 
studying the consequences of a nuclear 
explosion at ground level? 

Bellamy: Yes, not a ‘dirty bomb’, an actual 
homemade nuke. More of that perhaps anon. 
Obviously being an academic we focus very 
much on definitions and models, but a lot of 
the work we do is actually of more practical 
application. The people I work with, as 
students and the feedback I get from them – 
they’re mostly military officers, but they’re 
also police, we have people from NGOs, we 
have ordinary UK civilian students who want 
to move into the security sector, and we’ve 
recently placed people in places like Revenue 
and Customs, GCHQ and DfID. 

The whole definition of security as I’m sure 
you know has widened very much since the 
end of the Cold War. During the Cold War, 
security was very largely about national 
security and military security. In 1994 the UN 
report on human rights raised the, or re-
emphasised the concept of human security, 
where the referent object – the thing you are 
trying to protect is not the nation state as it 
traditionally was for hundreds of years, but is 
the individual. The argument of course is that 
the best way of protecting the individual by 
and large is to have a well organised, 
benevolently run and secure nation state. So 

some people have suggested actually there are 
two interdependent referent objects – the 
individual and the state – and we can argue 
about that for hours.  

And in 1998 the Copenhagen School published 
a book seeking to very much widen the 
definition of security, to include things like 
environmental considerations. So one of the 
dilemmas we have is whether actually we are 
defining security too broadly to be of any use, 
in other words it covers just about anything. 
It’s quite interesting that this All Party 
Parliamentary Group’s investigation talks a lot 
about counter-terrorism, but there are other 
homeland security issues of course and you’ll 
no doubt be very familiar with the UK 
National Risk Register and the diagram there. 
Is everyone reasonably familiar with that? 
Where the thing that is most likely and that 
also has most impact is pandemic flu, and I 
believe we have invested a huge amount in 
stockpiling vaccines and so on for a new kind 
of pandemic flu epidemic that hasn’t 
happened.  

The one thing that’s not on this diagram from 
the National Risk Register is the thing that’s 
caused us most trouble in the last eighteen 
months, which is of course a financial 
meltdown. And I believe that Sir David 
Omand would tell you that the reason for that 
is that the Treasury didn’t want to play in the 
production of this document. We actually 
responded, I think, to that very quickly and I 
wonder whether there were or not contingency 
plans in place – I’m merely speculating – 
which were not for publication. Who knows? 

The other thing on here, there are non-
conventional, there are things like floods, 
major weather events, which again we never 
seem to be prepared for in this country, there 
are non-conventional terrorist attacks 
(chemical, biological, radiological and 
nuclear), and then it says there’s no historical 
precedent for an improvised nuclear explosive 
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attack, well there was never any historical 
precedent for anything until it actually 
happened. So, as I said I think that’s 
something we might look at. In no particular 
order, some of the areas I think we should look 
at a bit more: I’ve mentioned improvised 
nuclear devices, one area which I think does 
impact on national security is organised crime, 
and I know SOCA feels a bit miffed that 
terrorism has got all the attention and that 
similar funding and emphasis has not been 
devoted to organised crime. And to an extent 
the two can be inter-linked –  

Q23 Chairman: But there is a difference 
between the two isn’t there? You’re doing 
organised crime you’re wanting an output for 
yourself as privately as possible, whereas a 
terrorist is trying to do as much public 
disruption as possible. 

Bellamy: Indeed, there are substantial 
differences, notably the motivations. One is for 
financial gain; the other is to make a political 
point. But the two are also, in many parts of 
the world, linked. That’s all I wanted to say on 
that.  

You’re own Green Paper very interestingly 
highlighted the potential need to make 
homeland security a regular commitment, if 
you like, for the Armed Forces, whereas at the 
moment the response to a domestic crisis is ad 
hoc depending on how many soldiers, sailors 
and airpeople are available –  

Q24 Ms Stuart: It’s also incredibly 
expensive. Have you ever tried to get the MoD 
to do anything for you on civil contingency? 

Bellamy: Well if it was part of their job you 
wouldn’t have to pay them.  

Ms Stuart: You’d still have to pay them. 

Bellamy: And again, you made the point about 
maritime security, and how effectively the 
Navy is linked in with Customs, the UK 

Borders Agency, and I suppose even our own 
coastguard. Well if you had a joint planning 
centre for the Armed Forces involvement in 
homeland security then that might also be a 
way of bringing in those various agencies 
together.  

One area we do work in extensively, my 
department works in extensively, what this 
week is being called ‘soft power’. That is to 
say we run a great many courses overseas for 
developing countries, and particularly for 
transitional democracies to help them run their 
security services better. And these activities 
are currently under threat, because obviously 
the Ministry of Defence is trying to save 
money, and when you’re trying to save money 
what do you hit first are education and 
training. Now if we, and the reason that’s 
important for homeland security is that you’re 
tackling a problem potentially at the source, so 
I think ‘soft power, to use this week’s term, is 
one that should I think rate funding, perhaps at 
the expense of some of the metal which we 
spend a great deal of money procuring. 

Lastly – as I said these are in no particular 
order – I was interested to hear what you 
gentlemen [Howe and Rosemont] said about 
transport security. Transport security is a 
particularly fraught business, because the 
transport is not just the target it’s also the 
weapon, which makes it particularly 
interesting I think. And the response to the 
Detroit attempted bombing was ‘let’s go for 
body scanners’. This is of course a highly 
political issue, but a lot of the security 
professionals that I’ve talked to have called for 
more emphasis on profiling as a means of 
identifying the threats and risks more 
efficiently.  

And finally, when you’re trying to improve 
homeland security you’re not just trying to 
educate the fire brigade, and educate the police 
you also need to educate the citizen. An 
absolutely classic example of this of course 
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was the bright ambulance person who spotted 
some gas cylinders in the back of a silver 
Mercedes outside a London nightclub, after 
he’d been called to the London nightclub. Now 
gas cylinders don’t normally appear on the 
back seats of silver Mercedes, and as a result 
those bombs were found and defused. So, 
might I suggest that perhaps we think about 
educating the public more widely in security 
issues, and – I hate to say it, I’m not creating a 
job for myself – possibly even teaching it in 
schools. Anyway, just some ideas to kick off 
your questions. 

Q25 Chairman: Thank you very much, that’s 
very useful. Going back to the scatter-gram 
that you held up earlier. Is there anything on 
that that you think is in the wrong place? In 
terms of probability and severity, and is there 
– I mean you mentioned the nuclear one, is 
there anything else? 

Bellamy: Probably not. I’m not a medical 
person but I’d probably take pandemic flu 
down a bit in severity, but it’s more the 
omissions than the positioning of the potential 
threats as I was concerned with. I mean attacks 
on transport, they happen and therefore they’re 
right to be highly likely, because they happen. 
Major transport accidents, it’s only about once 
every twenty years that a Jumbo goes down in 
this country, so in terms of likelihood they’re 
probably in the right place. Perhaps animal 
disease should be higher up, particularly in 
severity.  

Q26 Chairman: Are you surprised that the 
EMP threat isn’t on there at all? 

Bellamy: Well it is, yes, you’ve got electronic 
attacks. An electro-magnetic pulse attack 
from, I mean electro-magnetic attacks 
presumably you’re referring to cyber-attacks 
which is highly likely because it happens all 
the time, but –  

Q27 Chairman: But what about EMP? 

Bellamy: An EMP would be much higher in 
severity, probably equivalent to pandemic flu 
but somewhat less in likelihood, so it may be 
about there.  

Q28 Chairman: And what about the 
possibility of a major solar flare? It happened 
in 1858, and it’s meant to happen about every 
hundred years.  

Bellamy: I thought you were referring to 
manmade –  

Chairman: I was referring to both. There’s 
tactical level EMP attack and –  

Bellamy: Well, you don’t have on there either: 
asteroid. Likelihood: very unlikely. Although, 
the last big one was sixty-five million years 
ago, so we’re due another one sometime. But 
in terms of our lifetimes it’s relatively 
unlikely. Impact: well that’s the end of all of 
us. Smaller asteroids of course, less than six 
kilometres across would not be planet killers, 
but could do us a lot of damage.  

Since we’re talking about those sorts of things, 
of course, the Yellowstone caldera, which is a 
supervolcano, which is also due to go off 
about now – but that probably wouldn’t affect 
us, but it would be certainly for the United 
States. 

Q29 Ms Stuart: First of all you all need to 
read Paul Omand’s book on why things fail. 
Most of things fail because we have imperfect 
information. And let’s just have a look at 
predicting again, and the way you prepare for 
it. Can you hazard a guess, everyone tells me a 
‘dirty bomb’ is terribly easy to do, why 
haven’t we had one? 

Bellamy: I don’t know. 

Ms Stuart: What I’m trying to get at, I think 
the answer is that they’re not as easy as people 
make them out to be. 
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Bellamy: I don’t think they are because 
potentially the material that you can get from 
waste from X-Ray machines in hospitals, to 
actually distribute it in a way that would be 
efficient enough to eradiate a very large area, 
it’s probably very difficult in terms of the 
engineering. I mean if you took a kilogram of 
plutonium and distributed it absolutely evenly, 
if it were possible to distribute it evenly, I 
worked out that you could make the whole of 
London above the radiation criteria set by the 
European Union, and therefore you would 
have to evacuate the whole of London because 
it would not be legally safe for anybody to be 
there. Now in practice of course, it would not 
be distributed evenly. There would be a lot of 
plutonium a very short distance from the bomb 
and, depending on the wind, the plutonium 
would be spread –  

Q30 Ms Stuart: But the key thing is, this is 
terrorism, they actually want an impact, they 
want to do something nasty. Whether it’s the 
whole of London doesn’t really matter, the 
impact would be pretty much the same. I was 
wondering if you could say a little bit more in 
terms of how Government responds to and 
how we could improve to this kind of matrix 
of possible threat, and if I give as an example. 
Given that we all know how difficult it is to 
prepare or predict what the next big thing is, 
the second best thing you can do is have 
systems in place that allow you to deal, and 
that may contain and minimise any damage 
that might happen, and if I just give as an 
example where Government was caught really 
short, was the fuel strike. Suddenly within 
forty-eight hours the Health Service was 
within three hours of the first deaths occurring, 
because nurses couldn’t get to work. And 
Government at that point realised that it had 
actually failed to understand the food supply 
chain. They didn’t actually know how this 
worked, in a quite staggering way. 
Government then responded, you’ve got 
COBR and all kinds of stuff that responds to 

things. From what you’ve seen at looking at 
that, and going on the basis in a systematic 
way, do you think there’s a way of 
Government as a machinery needs to get itself 
smarter or more responsive to these unknown 
threats in a more systematic, institutional way? 
So we could respond quickly or not? 

Bellamy: Yes, I mean you’re talking about to 
some extent the PROTECT strand and 
particularly the PREPARE strand of the 
counter-terrorism strategy, and of course it 
also relates to things like fuel strikes, which 
also isn’t on here [the National Risk Register]. 
I suppose that would count as an attack on 
critical infrastructure, wouldn’t it? 

Ms Stuart: No, no, no, you had one bunch of 
people – 

Bellamy: You could define it as that. You 
could define it as that. As I’m sure my 
colleague, Helen Peck, told you on Monday, 
the current philosophy in business is ‘Just in 
Time’ rather than ‘Just in Case’, and the 
problem with ‘Just in Time’ is if the trucks 
can’t get through then Sainsbury’s runs out of 
food. What’s you’re planning response to that? 
Again, as in the case of fire strikes, the 
military option is one option, but you couldn’t 
substitute for the amount of civilian traffic 
that’s involved in keeping this country running 
by using military assets or stockpiled reserves 
of fuel. I would have to think long and hard 
about how –  

Q31 Chairman: Well, isn’t the simple answer 
that the Government was quite relaxed about 
letting the dispute develop thinking they had 
more room for manoeuvre than they actually 
did? And you just can’t afford to allow a 
dispute like that to escalate? That seems to be 
quite simple. 

Ms Stuart: That’s very nicely said when 
you’re the opposition. 
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Chairman: Well there are now emergency 
powers on the statute book –  

Ms Stuart: As a result of –  

Chairman: As a result of that situation. But, 
coming back to EMP threat. A tactical EMP 
device could be used to attack critical 
infrastructure – 

Bellamy: I believe the servers that enable the 
internet to function in this country are quite 
small in number. 

Chairman: But, the national grid itself – 

Bellamy: This is dependent on information 
technology –  

Q32 Chairman: It would be quite easy to 
create volt surges in the national grid that 
would blow out main transformer nodal points, 
and if the national grid substantially went 
down what sort of an effect would that have on 
civilisation in this country? 

Bellamy: Well it would break down very 
quickly. One long term solution, of course, is 
to encourage people to invest in renewable 
energy and turbines and solar panels and such 
–  

Q33 Chairman: But shouldn’t the 
Government, particularly as the next period of 
activity in the sun, giving rise to the possibility 
of solar flares in 2012-13, shouldn’t the 
Government actually be preparing the national 
infrastructure to be resistant to that kind of 
electro-magnetic pulse? 

Bellamy: Yes, I think it should but beware of 
the example of Y2K, where a great amount of 
money was spent on this terrible thing which 
everyone expected on 1st January, 2000 but 
never actually happened. 

Chairman: Well we’ll never know, if might 
not have happened. 

Ms Stuart: It’s because Mike [Granatt] and I 
were so good at dealing with it. 

(LAUGHING) 

Bellamy: What I will say is that it is easier to 
predict the natural hazards, particularly things 
like solar flares, than it is to predict what 
terrorists are going to do. So, if you’re cutting 
your risks you might be better advised to 
prepare for what you know is going to happen, 
and –  

Q34 Chairman: But isn’t that the astonishing 
thing about where we are with EMP and solar 
flares, because there is no preparation? 

Bellamy: No, well I think there should be. A 
few years ago the present Government 
commissioned a taskforce on near Earth 
objects, which advocated more investment in 
surveying the heavens so we could spot these 
things some way off and hopefully in time to 
do something about it. I think that was a very 
good initiative, and we should do the same 
about solar flares.  

Q35 Chairman: Can I move it back to this 
question of population? The reason why the 
Government is wary about preparing the 
population for the need for resilience is 
because the population don’t particularly like 
it do they? And it doesn’t make the politicians 
very popular when they talk about disasters 
that you need to be prepared for. Whether 
they’re natural disasters or terrorist attacks. 

Bellamy: The British public is commendably 
cynical and – 

Chairman: Your point about Y2K is part of 
the cynicism that people approach this with, 
they think they’re being used by the politicians 
for some ulterior motive. 

Bellamy: Also, particularly in the counter-
terrorism context there is the risk that people 
will take the opportunity to take vengeance on 
people they just don’t like, by alerting the 
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authorities to people who aren’t really a threat 
at all.  

Q36 Chairman: So how should Government 
approach this question, of population alert? 

Bellamy: I don’t think it should approach it by 
saying keep lots of cans of condensed milk and 
baked beans under the stairs, and by putting 
leaflets through the door. What it could do is 
educate the broad population more than it does 
at the moment, in terms of what terrorists may 
be doing, what may be tell-tale signs of 
potential terrorist activity; I mean simple 
things like making people – this is something 
that always annoys me – making people aware 
of the need not to take vast quantities of stuff 
onto the cabins on planes. I think a public 
information campaign to educate the public in 
security and counter-terrorism issues would be 
a good idea. But I think it would have to be 
done subtly and it would need to really be well 
done. 

Chairman: Well Professor Bellamy, thank 
you very much indeed. I think we’ll move on 
to our last two witnesses.  Well thank you, Dr 
Jamie MacIntosh and Mike Granatt. Would 
you both like to start by introducing 
yourselves? 

Chairman: Well Professor Bellamy, thank 
you very much indeed. I think we’ll move on 
to our last two witnesses.  Well thank you, Dr 
Jamie MacIntosh and Mike Granatt. Would 
you both like to start by introducing 
yourselves? 

MacIntosh: I’m Dr Jamie MacIntosh; I’m the 
Chief of Research and Assessment at the 
Defence Academy of the United Kingdom.  

Granatt: I’m Mike Granatt; I was the 
Director-General of the Government 
Information and Communication Service and 
the Head of the Civil Contingencies 
Secretariat. And the reason that we’re sitting 
together is that, I fear, it was our idea.  

Chairman: Very good, it was your idea. 
Thank goodness for that. Would you each like 
to say a few words to start with?  

MacIntosh: Well firstly, thank you for the 
invitation to share what knowledge I have of 
the concept of ‘UK Resilience’. I do so with 
MoD Ministerial approval, and I have to state 
that I am here as an academic and not an 
official. What I’d like to be able to do is re-
state the reasons why the concept of resilience 
to crises – crises the plural – matters, in order I 
hope to sharpen the focus on how to produce 
resilience to crises. Resilience is about 
networks, fundamentally; dynamic networks 
not static bodies. Networks evolve through 
time; the uncertainties produced by dynamic 
networks are good and bad, they’re a mixture. 
They create decisive moments, turning points 
for better or worse, and that is precisely crises. 
Too often we confuse the term crisis with 
catastrophe or a disaster. Crisis is very much 
that somebody needed to make a decision and 
they either did or they didn’t; what ensues 
after that is probably more decisive moments, 
and probably more catastrophes as the 
consequence of indecision mounts up. What 
I’d like to be able to do – and hopefully at the 
end of this statement I hope we’re not seen as 
the preachers of doom at this end of the table – 
one of the things we have been very eager 
from the very inception of resilience to crises 
was to encourage every citizen and leader to 
understand that they have to confront 
uncertainty and maintain courage; that this is 
actually about being able to conduct yourself 
virtuously in the face of adversity. It’s not 
about putting the frighteners on or being 
worried about scarcity. So, it’s a completely 
different ethos than some might suspect.  

In terms of definitions, I’ve defined crises. In 
defining resilience, I think we’ve got to be 
very clear about at least three dimensions. One 
is those who tend to look at the engineering 
definition: things bounce back. You put them 
under pressure, things deform and then they 
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reshape. And that’s very much the level of 
international relations and political theory, 
that’s very much in terms of thinking about the 
status quo, particularly the status quo ante. In 
terms of ethos, we’re much more concerned 
about people – be it soldiers or victims of 
adverse circumstances – are able to endure and 
adapt, and think through and keep motivated 
under the most severe of circumstances. But I 
think the most important issue for us in 
defining resilience is to do with what is more 
ecological, and economic. This has probably 
the biggest challenge we’ve had in getting this 
concept to actually take flight on the terms that 
we would wish it to have done, within the UK 
or anywhere else. And that is to understand 
that in networks there are run away events; 
there are things that are scale-free and multi-
scaler. 

Q37 Chairman: Would you be able to explain 
what you mean by scale-free? 

MacIntosh: It’s to do with the complexity of 
the way in which you address risk. One of the 
easiest ways to address risk, which everyone 
tends to assume, it’s in everyone’s 
assumptions now, is that they obey the law of 
large numbers. So we use things like the term 
probability times impact, and we assume a 
bell-curve. We assume that’s how risk is. 
What we’re discovering in dynamic networks, 
and we’re finding this everywhere now, is that 
complex networks don’t do that. They behave 
differently. So it’s not just about ‘Black 
Swans’ or rare events, which are low 
probability but high impact. It’s actually 
combinations of small things, and if you’re 
looking – particularly if you’re looking at 
decision-taking in Government – it doesn’t 
necessarily need a big catastrophic thing to 
happen. It just needs a couple of combinations 
of small things to really make a bad day. 

Now what I should emphasise is that all this, 
from a classified background, we were always 
looking not for how much we had to do take 

down a network, but how little. And when we 
swung that kind of targeted thinking back to 
the UK things got very interesting. And that’s 
where we started to develop the concept of 
resilience to crises, as something that 
everybody could share in – from the ordinary 
citizens, to alleged experts in the Civil Service 
and professional services, and particularly our 
political masters. This is an area which 
requires political leadership. The other thing 
I’d emphasise is that – 

Q38 Chairman: Can I just test my 
understanding? 

MacIntosh: Of course. 

Chairman: What you’re saying is that 
because of the nature of modern networks, two 
or three small things going wrong at once can 
have potentially catastrophic consequences. 
And the only mitigating factor is the human 
judgement that is brought to bear on those 
particular chains of events, which can either 
compound the problem or begin to mitigate it. 

MacIntosh: Absolutely. And certainly my 
experience of working closely with good 
politicians is when you’re listening to day to 
day chatter on the media, unlike officials who 
don’t have a stake in votes they don’t pick up 
on the small tactical details, they don’t 
understand that if those are left to run they’re 
going to be of strategic consequence. So 
officials tend to get frustrated with politicians 
saying ‘Why is he so short-termist? Why is he 
focusing on those little details?’ Well a good 
politician in tune with the public knows 
exactly what’s got legs and why it needs 
nipping in the bud. 

Chairman: Do you mean we’ve got skills? 

Ms Stewart: But we hide them well. 

(LAUGHTER) 

MacIntosh: The other thing I’d emphasise is 
that there’s nothing particularly new about 
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this, particularly for the United Kingdom – as 
we used to learn in the best of history classes – 
we’re a maritime power on the end of the 
Eurasian peninsular, we’ve lived and breathed 
networks for over a millennia. Maritime trade, 
capital flows, these are all of what have been 
absolutely crucial and our audacity has been 
absolutely crucial in the kinds of ways we’ve 
conducted ourselves as an asymmetric power. 
We’ve forgotten it, and homeland security 
would probably enable us to forget it even 
more. It’s not good for the US, and it’s 
certainly not good for the UK. 

Q39 Ms Stewart: The most interesting article 
which Robert Cooper, but he published it 
under his wife’s name, it was a comparison 
between the Germans and the Brits. And he 
said maritime nations know you can’t control 
the waves, and the best you can do is ride 
them. And this becomes an ability to adapt to 
change but you don’t get too rule bound, 
because you know they don’t help you. And 
you see the Germans with their trees and their 
roots and what have you, they always need 
their rules and their boxes and what have you, 
and this has a difference on how their 
Government works, you have got something 
that interesting. The Anglo-Saxon may be 
scruffy and intellectually tatty but it knows 
that [Inaudible].  

MacIntosh: I think in terms – that’s entirely 
right – in terms of complexity what we’re 
seeing is, if you think that any form of 
disruption is about getting back to the normal 
and status quo you may be lucky, it may be 
that the current state of arrangements is fit for 
purpose, and this is just a blip and you can go 
back to normal business. That is increasingly 
unlikely in the kind of turbulence of dynamic 
networks that we’re talking about. So we need 
to be able to transit into a measure of 
resilience, it’s not just your ability to bounce 
back; it’s your ability to bounce forward into 
new landscapes and new fitness arrangements.  

Key to that of course is competitiveness and 
the drive for innovation; our ability to absorb 
innovation, adapt and learn. To learn to do 
things differently is absolutely vital to our 
resilience. So, in some ways we’re trying to 
give you a message that if we embrace this on 
the appropriate terms, we can regain 
competitiveness in terms of economics and in 
social resilience, but we have to think about 
much more carefully how you value that, and 
at the moment the way in which we’re 
conducting things like risk registers, the way 
in which we’re incentivising public officials 
doesn’t necessarily help do this. Risk paralyses 
people into more inaction, we can come up 
with a list of bad things that will happen; 
couple that with an attitude and incentives that 
misaligned, and we are simply undermining 
our resilience, if you like to coin a phrase, 
we’re producing more ‘irresilience’ in our 
systems than resilience. 

Q40 Chairman: Because we’re doing, we’re 
over-responding to flu pandemic, we’re 
creating disappointment with Y2K? 

MacIntosh: That’s a tricky one – 

Granatt: I would respectfully disagree about 
the pandemic. The probability of a severe 
pandemic is just as great now as it was before 
the one we’ve just had.  

Q41 Chairman: The job is waking everyone 
up to it another time? 

Granatt: That is precisely the point. 

MacIntosh: And going back, as the original 
authors of the original concept, and the 
document which cannot be released for 
reasons that you’d have to discuss with the 
Cabinet Office, we are absolutely clear when 
we urged focussing on pandemic it was to 
make damn sure that if it was deliberate or not 
deliberate we locked in the right brains able to 
do things, rather than lock them out.  
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Chairman: So before we move away from 
pandemic, there are a lot of people – including 
people in the medical profession – that think 
this became driven by the industry that like 
producing expensive vaccines. 

MacIntosh: Yes, I think it would be wise to 
remember Eisenhower in many guises, but not 
least what the military-industrial complex is 
like, and that’s what we’ve experienced with 
the people producing this particular type of 
vaccine, who want to sell as much of it as they 
can. So those who are responsible for 
procurement and acquisition have to 
understand the risks they’re taking and stop 
buying because they don’t need to. But to 
allow the pandemic issue to get caught up in a 
‘Cry Wolf’ situation would be very counter-
productive.  

And equally one of the things I can add from 
my previous colleague is that when we wrote 
the original document the number one issue 
that we were concerned about was financial 
stability. It trumped biological, it trumped 
electronic, it trumped the lot. 

Granatt: Because it had everything. It was all 
about those networks of human endeavour, 
human behaviour, and technology. You had 
the lot. 

Chairman: Well, Dr Granatt would you like 
to –  

Granatt: I’m not a Doctor, but thank you. 

Chairman: You are a CB though, which is 
even better. 

Granatt: Yeah, trying to explain to people 
what a Companion of the Bath is is extremely 
amusing, particularly my kids who gave me a 
bath on the strength of it. But let me just add to 
what Dr MacIntosh said. We wrote this paper 
because we found ourselves thrown together 
during the Fuel Protests in 2000, which were a 
classic example of an asymmetric effect where 

three hundred people, acting together and 
bound together literally by mobile phones and 
little else, had practically managed to bring the 
economy to its knees in five working days. 
And that I think is an example of what Jamie 
said; you can get some really small effect that 
because of the nature of the world which we 
now live, suddenly propagates hugely. What 
we knew, through the work he had been 
involved in and through the observation that 
people like me had been involved in during the 
work I’d been doing for twenty-five years, is 
that you see these crises move outwards, they 
move outwards in space and they move 
outwards in time.  

As the disruptions and the crises move 
outwards, they change. So, disgruntlement on 
the part of lorry drivers and some farmers, and 
some fishermen I think at some point, turned 
into a set of behaviours, which turned into 
news, which turned into a mass reaction – 
which the Government tends to call ‘panic 
buying’, but is in fact the logical reaction of 
ten millions people who rely on their cars – 
turns into a sudden strain on the ‘Just in Time’ 
supply system that no one really understands, 
except an industry that is run from abroad. 
And that’s where we found ourselves. And 
interestingly the way we got out of it was by 
innovating. The point that Jamie made just 
now is very important; if we’re going to be 
able to manage crises, bundles of crises on this 
scale we have to learn how to manage those 
weak signals and spot them, and then innovate, 
and he’s right.  

Actually, interestingly politicians understand 
this stuff because you live in an ever-changing, 
moving tide of emotion. So you’re sensitive to 
small signals which might turn into something 
big. Actually, mechanisms like Whitehall 
don’t react to that. The DTI didn’t react to 
that. The whole machinery of government 
didn’t believe what it was being told by the oil 
industry that the behaviour of a few people 
would turn into an enormous wave of 
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behaviour that would stretch a system beyond 
its capacity to work. Nobody understood, for 
example, that it would take three weeks to 
return to normality even if everybody stopped 
buying petrol. And therefore the management 
of that situation required us to look forward as 
well as looking at the immediate problem of 
being able to stop picketing of refineries.  

The same was true of Foot and Mouth, another 
seminal event which made us write the paper 
that we did. You had a focus then on dealing 
with an animal disease that was focused on the 
Ministry of Agriculture, deliberately. Number 
10 said you must deal with it, there’s an 
election just round the corner, and we don’t 
want this to interfere with anything. But it 
wasn’t just an animal disease. The plans for 
dealing with it were plans drawn up before the 
M6 had been built, and if that sounds silly the 
ability to move sheep across the country in 
eighteen hours meant that you could propagate 
the disease enormously quickly. Nobody had 
realised the nature of the rural economy. More 
than eighty percent is tourism; tourism is our 
second biggest export. The economic effects 
of shutting the countryside were never thought 
of until the impact arrived as we tried to shut 
down an animal disease that doesn’t kill 
people. There was a wonderful moment in 
COBR when somebody said ‘what’s more 
dangerous: letting these animals live or 
building all these pyres that are giving off 
clouds of smoke?’ And there was a long 
silence.  

Suddenly all of these issues come to the fore; 
therefore the need to manage them requires a 
measure, an ability to look forward to what is 
coming down the line at you because of these 
things, not just the immediate thing but what’s 
happening at the edge of this crisis which may 
be days, even years down the line. Look at the 
effects of a forest fire bearing down on a city. 
Ten thousand years ago a forest fire was just a 
forest fire. If a forest fire starts to sweep down 
on a city now, as you’ve seen in Australia and 

in Greece, the effects on tourism, people’s 
livelihoods, the difficult decisions to be made 
in telling people to evacuate, the clash of 
traffic as people move out and the need to 
move people in to fight the fire, the need to 
think about whether to fight the core of the fire 
or its outer edges, all of those things require 
decision-making capabilities and the 
willingness to innovate and think broadly 
which often don’t exist inside the structures 
we normally have. So, the ability to manage 
risk and have an appetite for it, to be creative 
and to think outside the box becomes very 
important.  

That isn’t about having some crushingly clever 
bunch of people in a situation room like 
COBR; it’s about a doctrine, it’s about a 
culture, to get people to think more widely. 
These were the challenges we faced when we 
set up CCS, and which really never got 
motoring because 9/11 intervened – we set up 
CCS in June of 2001, the day we had our first 
meeting with our fellow Directors, about four 
of us, was September 11th, 2001. And at that 
point everything switched, and I return to 
Jamie’s point, and I hear it from people 
elsewhere in Europe, that the emphasis on 
terrorism – although it’s amazingly important 
to deal with it properly, and the effect of 
terrorism disrupting people’s lives, and the 
way they feel secure in what they do cannot be 
underestimated – but it masked the need to 
look for resilience across the piece.  

You asked previously some of our colleagues, 
people who have sat in front of you here this 
afternoon, essentially what was required to 
make the system better. Well, what is required 
to make the system better is to understand the 
capabilities we’ve got and the breadth of 
things they might need to deal with. To have a 
system of horizon-scanning that actually 
makes people believe what might happen, the 
nature of these networks now means that those 
highly improbable events that we used to think 
of as high impact/low probability are 
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appearing with increasing frequency. That’s 
the nature of the dynamic network. So we need 
to have a doctrine, a culture among people in 
Whitehall and elsewhere that allows 
innovation and adaption very quickly. I wrote 
a paper with a French colleague – which I’ll 
provide to your Secretariat – which we 
basically talked about an idea called 
‘Hubmasters’. Imagine a network, a network 
comprises hubs and it comprises channels. 
Those hubs might be individuals or 
organisations, or nations, whatever. The need 
for the people who run those hubs to talk to 
each other, so they understand where the 
disruption is coming from is important. So the 
fluency of the dialogue between government, 
and organisations locally and nationally and 
individuals, as well as internationally, 
becomes very important indeed. So Whitehall, 
if it’s going to deal with these things has got to 
be very good at understanding how the crisis 
will travel, how it will impact other people, 
and how Whitehall will sustain a dialogue with 
those people both in preparation and in the 
event of unfolding crises that allows decisions 
to be made and acted upon far away from the 
centre. I’ll stop in a moment.  

7/7 is a lovely example. Why did London 
survive 7/7 so well? It did survive so well. 
Suddenly, actually London looked like a much 
stronger place to be in the face of international 
terrorism than Frankfurt or elsewhere because 
it dealt with it so well. It wasn’t to do with 
COBR, God bless it. It was to do with the fact 
that the man running London transport shut the 
Underground network before the then 
Secretary of State for Transport had even 
thought about it. It was because London’s 
emergency services could handle four major 
disasters at once, which is what happened. It 
happened because people had the authority, 
and the responsibility, and the wit, and the 
training and the culture to say turn triage on its 
head: we’ll send the people who actually don’t 
need much treatment off to hospital in buses, 

forget the ambulances, send them off in buses, 
and we’ll deal with the seriously injured 
people on the ground with paramedics. It’s that 
sort of culture. And the other thing of course 
was that the public in London are sadly used to 
terrorism, and are pretty bloody-minded about 
it, so they all went back to work the next day. 
Now that’s resilience. I’m sorry if it doesn’t fit 
an academic framework, but that’s resilience. 

Chairman: If I may say so two brilliant short 
presentations, very useful thank you very 
much. Do you want to start? 

Q42 Ms Stuart: Yeah, two questions. One is, 
which I want you to think about, why are we 
talking about extraditing Gary McKinnon 
when we should have given him a job at 
GCHQ? Are we making insufficient use of the 
‘nerd’? The guy who can turn the system 
inside out is the guy you really ought to 
actually keep to yourself, rather than outside. 
The second question is – I spent some time 
this summer with the Royal Navy out mine-
hunting in the Gulf of Arabia, and I suddenly 
thought what would we do if we had a credible 
threat that the Channel was mined? So if I take 
on what we’ve learned from the Fuel Strike, 
do you think Government would now be in a 
position if we had something like that, which 
given that we’re not only a maritime nation but 
we’re dependent on our goods coming in by 
the Tunnel, do you think we could deal with 
something like that? 

Granatt: Well I think we’ve learnt at a high 
cost just how fast bad news travels. And just 
how fast public behaviour can be affected 
across a wide range of things; remember that 
the whole thing nearly restarted because of 
rumour that started on the Web and then 
travelled outwards from a tiny little radio 
station in Wales. So we know now how much 
more important it is to get on top of the thing 
very quickly. Secondly, we know we’ve got to 
drag people in to work together. It took three 
or four days to come to the conclusion that 
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there should be a joint working party that  
thrust in one room – policemen, trade unions, 
oil industry officials, civil servants.  

We know we’re going to face some daft 
resistance. The oil industry wouldn’t come 
through the door because they said if we come 
and see you collectively the European 
commission will say we’re acting as a cartel; 
so we can’t come and see you collectively. We 
discovered that the refineries are managed 
actually by –  

Q43 Chairman: Well, in an emergency that’s 
rubbish isn’t it? 

Granatt: Of course it is. And actually at the 
end of the day the Prime Minister, I think, 
probably shouted down the phone at somebody 
– quite rightly – and they came. But it took 
some doing. Because the oil industry took a 
view and its view was, recorded in the papers 
that we now know, that the strategy should be 
to present this as a tax problem and not get 
involved. So they had a good excuse, but they 
also had a strategy of keeping their noses clean 
as far as it could be done. Not getting 
involved. 

The legislative point, well we have 
interestingly, we had legislation in place. The 
‘1926 Act and its amendments actually dealt 
with transport and power. We had powers to 
cover that, it wasn’t a matter of legislation it 
was a matter of authority and influence. So we 
are better placed for that. We know more 
about ‘Just in Time’ systems, and I think we 
are braver about saying to people out there if 
you’ve got enough fuel in your tank if you buy 
any more you’re bloody irresponsible.  

Q44 Chairman: Can I just ask about the 
capability that we’ve now got? Well first of all 
I’ll go back to the Foot and Mouth crisis, 
where the organs of Government and indeed 
the entire political establishment failed to 
realise how the crisis was mounting and 
compounding, and self-compounding, and it 

was only when a Brigadier walked into a pub 
in Carlisle that there seemed to be a 
transformation of the situation. Is that 
accurate? 

MacIntosh: I’d also like to, if I may 
Chairman, answer the question asked 
previously. In terms of capacity I think we 
have to be very careful there are a hundred and 
ninety-eight nation states on the planet at the 
moment, I would say the UK is still in the top 
ten. So we can go through the usual rhetoric of 
we’re improving, there’s more to improve. As 
a public servant however, I didn’t enter public 
service just to be complacent. I look at the 
environment, not the institution, and look at 
the gap in our fitness in terms of the 
environment and not how much the institution 
thinks it’s improving. So, have we improved 
over the recent past? Yes. Is it enough? No.  

Why did the Brigadier entering the pub get on 
with – I think what you had there was the 
straight-forward tactical commander issue of 
somebody who knew what they were going to 
do, and getting on and get it done. It’s a shame 
that that kind of – well command is a dirty 
word for civilians at an operational and 
strategic level. So we see no command at 
operational and strategic level. And by that I 
don’t mean control or militarism, and too often 
our civilian colleagues confuse what it is that 
is best about the military, and don’t understand 
why it is a virtue worth taking on in civilian 
areas as well. Operational command is about 
innovation; strategy is about scaling that 
innovation. It’s a completely different thing in 
terms of delivery, innovation and growth from 
what public servants are normally engaged in. 

Chairman: Mr Granatt, did you want to say 
something on that?  

Granatt: I was only going to say that I think 
that people regard the Army’s intervention 
digging holes as the great triumph; actually the 
great triumph was putting a brigade 
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headquarters into MAFF and actually helping 
them organise their information and decision-
making –  

MacIntosh: Exactly. 

Granatt: And we shouldn’t forget that. 

Chairman: That’s exactly what I’m referring 
to. I sit on the Defence Select Committee. 
We’ve seen reports, and produced our own 
report on the contribution of the Ministry of 
Defence to national resilience. Do you think 
that Whitehall has taken on board this lesson? 
Because in my view, what the Ministry of 
Defence has to offer is extraordinarily 
undervalued by the rest of Whitehall. 

MacIntosh: My experience of being involved 
in several machinery of Government changes 
in national security are that if you under-invest 
in education and training you will not get the 
benefit of the Machinery of Government 
change. Unfortunately for whatever reason it 
only seems to be the Ministry of Defence, in 
particular the Armed Forces that really 
understand that if you want people to 
coordinate and work effectively across the 
span of a generation or between generations, 
and between terms in offices, you need 
education and research to cement that together 
and produce the corporate memory and to 
advance what it is you’re capable of doing, 
your capacity and capabilities. I think it is 
increasingly important as we ask for things 
like security and a single security budget, or a 
single security apparatus that education and 
research binds all of those competencies, and 
raising all those competencies to the 
appropriate level. That doesn’t mean to say 
civilians have got to adopt what the military 
do, it isn’t a game of templating it, but there 
are things, there are virtues that should be 
translated and adapted and modified and 
scaled. 

Granatt: I mean the problem is I think 
Whitehall still clings to a great extent to the 

myth of the ‘generalist’. That clever people 
can do anything. Well, yeah they can, but you 
wouldn’t have got into the Fuel Protests 
perhaps if there’d been perhaps some rather 
more specialist thinking and less generalist 
thinking. And indeed, if you look at the 
operation of COBR itself, one of the things 
that has actually developed that capacity over 
the years – and it’s basically a management 
capacity, an information/management system 
– has been people whose spent a lot of time 
down there. Not necessarily military people, 
but specialised. So the specialising of running 
decision-making processes and understanding 
how weak signals turn into big effects, and 
training people through adoption of exchange, 
and thinking about difficult futures to 
understand how scenarios can turn into these 
things, and working together, is very 
important. Whitehall is ‘siloed’ by its 
resources – you know, which department is 
going to take the lead. The ‘lead department’ 
concept, that you will have come across, 
originally came out of the fact that you’ve got 
to allocate resources, so a system was devised 
to take the argument out about who was going 
to pay.  

And the problem is that you need to have a 
system in Whitehall that says OK we’ve got a 
flu pandemic coming down the track – now 
look at the way these things are dealt with 
internationally now; the WHO sponsors a 
system called ‘Whole Society Planning’ (and 
actually public health I’ve seen a lot of this 
because I was at the European Centre of 
Disease Control in May, when the pandemic 
was beginning to build to its peak, to its 
spread) that system is now much more alert to 
these network effects running through society. 
Most of the others I’ve seen, in fact all the 
others I’ve seen in Whitehall frankly, because 
public health has such an enormous impact, 
and public health professionals have had to 
think about not simply how you treat patients, 
but how you run hospitals, how do you 
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resource them. You’re not just dealing with an 
illness; you’re dealing with the most enormous 
systems. How do you allocate vaccines from a 
limited number of plants run by the private 
sector? By using Government pressure, by 
building them yourself? It’s very interesting, 
very intricate problems. So public health has a 
lot to teach us, not just the military approach to 
organising information. 

Q45 Chairman: But to pursue this point, 
don’t we suffer now from a very – suffer may 
be too strong a word – but we now have a very 
demilitarised society?  

Granatt: Yes, and we have a society that’s lost 
– sorry I didn’t mean to interrupt you. 

Chairman: Well, thirty years ago most 
Ministers would have done national service. 
Now there isn’t a single one, a single Minister 
that has done any military service. That’s 
likely to be the case; well it might be the case 
in the next Government. But –  

Ms Stuart: It will be the case in the next 
Government. 

(LAUGHTER) 

Lord Harris of Haringey: You’re 
outnumbered here Bernard, just behave 
yourself. 

(LAUGHTER) 

Q46 Chairman: Isn’t there a case for the 
Prime Minister having a military assistant? At 
the moment he has a senior civil servant on his 
staff, but not anyone from the military. Isn’t 
there a case for seconding a military officer to 
the private office of the Foreign Secretary, the 
private office of the Secretary of State for 
International Development, or the office of the 
Home Secretary? 

Granatt: Or is there a case of making sure that 
civil servants, who are likely to be able to deal 
with these highly complex situations, go and 

get experience in the Foreign Office, in the 
Home Office or in the DfID?  

Chairman: [Inaudible]. 

Granatt: Yes. Yes they do, but why not? It’s 
not a unique facility. And I think that people 
who are in public administration should learn 
about these disciplines and activities, and the 
ability – the fact that you have to suspend the 
influences that drive these organisations and 
come upon to unite them. I mean the processes 
that are foreseen in the Civil Contingencies 
Act pulling people together are just that. 

Chairman: Right, I’ve just got one other 
issue. You’ve got this vexed problem that 
affects everything. It was the issue of money 
that delayed the involvement of the military in 
Foot and Mouth; it’s the money that 
discourages deploying the military on floods. 
Have you seen a way around this? To enable 
this vast resource we have, the Ministry of 
Defence, so it isn’t just standing by? 

MacIntosh: Well I’d like to think that we’re 
not – firstly, if I come back to your point about 
the military because I would want – before we 
announce the coup – (LAUGHTER) we might 
want to take a few steps back. One of the 
virtues of the British Military is our experience 
of the First World War, where we fully 
understood the perils of militarism. So, one of 
the secrets of the Defence Academy and its 
predecessor Colleges is that they have been set 
up to counter militarism. Ironically we teach 
democratic leadership, we teach distributive 
command and the reasons we do this is 
because in the province of lethal uncertainty, 
the battlefield, anybody who thinks they can 
centralise decision-taking or that they can 
make a plan stick is obviously a fool. That sort 
of lethal uncertainty, the problems of 
uncertainty, is spilling out across society as a 
whole. The ethos for command of those levels 
of uncertainty has not. If anything I’d say that 
our civilian colleagues are more prone to 
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militarism than the military. So in a sense, 
what I hope we’d be able to share, because 
I’ve watched in rooms where we get a gaggle 
of alpha-males, and trying to explain to the 
diverse rest of the civil service the shutters go 
up, so we’re going to have to be seductive 
about this. I share your view that the ethos 
needs to be shared, but how we do it these 
days would be tricky. 

On the finance point, there are other systems 
like FEMA, where there is a clear 
understanding that –  

Chairman: FEMA? 

MacIntosh: The Federal Emergency 
Management Agency, which – 

Granatt: Which is now a part of the Homeland 
Security Department in the US.  

MacIntosh: Yeah. One of its real strengths is 
that it has the capacity to spend money fast. 
And this is not just because the Americans like 
to spend an awful amount of money, it’s 
because they understand that fighting about 
who’s going to pay for ‘copters, and where are 
we going to get the sandbags from in the 
golden minutes and golden hours and the first 
few days is not wise; it tends to rack up costs 
downstream. So I think there is a need, and 
Bellwin is not enough, to begin to look at how 
you would properly fund – and again it comes 
back to issues of risk and confidence, how do 
you empower people and enable people to 
know they’re spending more now is going to 
stop the costs of consequences racking up. 

Q47 Chairman: Is it about creating a standard 
and getting people to? 

Granatt: Yes. 

MacIntosh: It’s a much, much more difficult 
issue of investment. It’s not just those 
emergency issues. The more we look at the 
diversity of dangers we face, it’s easier to 
figure out the things where you definitely need 

a standing capability in high-readiness 
consuming stuff; it’s the other stuff where 
you’re hedging and need options, and you 
have to look at our accounting and finance 
abilities in the public sector and ask yourself 
‘can you really do options pricing, can you 
figure out how to get the call-off contracts 
ready to enable us to address this issue if it 
comes up?’ So, whilst everybody is having a 
bit of a downer on the financial sector in The 
City at the moment, actually we need some of 
that financial engineering in Government to 
understand better how we might improve our 
finances for these kinds of events. 

Granatt: Can I give you ten seconds on your 
point about national service? One of my 
regrets is that when we started CCS, and 
immediately in the aftermath of 9/11, we were 
flooded with people who said ‘when are you 
going to start civil defence’? I don’t think you 
should underestimate the fact that there are a 
lot of people out there who are willing to be 
organised to help in these circumstances, to 
prepare a capacity, who aren’t looking for 
military service but don’t mind being 
organised, and who are looking for a lead from 
Government to organise things locally. I think 
that’s one of the areas where Government has, 
really hasn’t succeeded yet in following up on 
emergency planning. They’ve done the 
national bits, they’ve done the legislative bits, 
and they’ve done the sort of regional 
contingency bit; but the local bringing together 
of people to work in a way that can be very 
cooperative and very productive in sustaining 
local resilience really hasn’t been done yet. 

Chairman: And reservists who don’t mind 
going and putting their uniforms on and are 
very useful, yet they’re the last people to be 
asked to do anything. 

MacIntosh: Yeah. 

Ms Stuart: Well the floods in Worcestershire, 
if you go down to those communities now they 
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will say that they system that is in place very 
locally, with responsibility down to a parish 
council level, is absolutely amazing –  

Granatt: Yeah, I do agree with that. 
Interestingly, the resilience you see when you 
go out to villages that have faced that sort of 
problem you’ll see lots of resilient activity that 
you will never see in a city. But more people 
in the world now live in cities than live in the 
countryside. 

Lord Harris of Haringey: I’ve certainly seen 
lots of emails from people who would like to 
be able to make a contribution in the event of 
some sort of a civil emergency –  

Chairman: Was that from neighbourhood 
watch? 

Q48 Lord Harris of Haringey: That may not 
the best place to start. (LAUGHTER). But it’s 
one of the places that could be built upon; 
there is clearly a desire for not necessarily a 
constant commitment but a certain degree of 
training and support that could be used. Could 
I just ask one thing – and my apologies for 
being late, I’ve actually been looking at 
security at the new US Embassy – but I was 
quite taken by a point I came in on, perhaps 
this has been completely irrelevant to anything 
you’ve been talking about, but about the way 
in which the Government should – you’ve 
been talking about moving away from 
generalists and so on and [inaudible]. I do 
think you have to move away from that, but 
there is also an important need to ensure that 
you don’t as a result of that create worse silos. 
I’d just be interested in your comments on 
that. 

Granatt: I’m not declaring war on generalists; 
some of my best friends are generalists. What 
I’m declaring war on is this belief that you 
move people from job to job to job without 
any building of their appreciation of these 
systems. The interesting thing about the MoD 
is – I’ve never worked there, but watching – 

people move around the MoD and sort of 
trained through jobs, where they learn about 
different parts of what happens. Part of my 
early career in the civil service was at the 
Home Office, where if you were going to be a 
senior Home Office official you’d move from 
prisons and immigration, where you were 
dealing with individual cases to criminal 
policy, and when you reached senior rank you 
actually were well rounded in the wicked 
issues that pervade the Home Office.  And I 
heard one of my colleagues – I think he’s 
going to appear before you as a witness, I 
won’t name him for embarrassment – who said 
of certain crises he’d seen if we had the old 
Home Office – a board at the Home Office 
where people had moved around these various 
bits of the empire, who knew each other – then 
some of these crises wouldn’t have bitten 
some Home Secretaries in the way that they 
have done. Because these people would know 
who to talk to, and where the bodies might be 
buried and these seemingly disconnected 
events hit each other. Now there are greater 
moves in Whitehall to move people around, 
and churn them through two or three year 
projects. We seem to have a system which has 
lost the ability to develop civil servants who 
have got the skills to understand the breadth of 
Whitehall, and how these connections should 
be made. So this is not war on generalists, its 
war on generalism.  

Chairman: You’re talking about corporate 
ethos. 

Granatt: Corporate ethos, corporate 
connections, corporate understanding. 

Q49 Lord Harris of Haringey: So we should 
stop bringing in senior people from outside? 

Granatt: No, not at all. Why? If senior people 
from outside can bring in new ideas and can 
understand these things, sure. I think you 
should be careful to train them up properly. 
There is a critical mass of people that you need 
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to understand how the machine works. 
Without it the machine doesn’t work. 

MacIntosh: The thing that is also important to 
understand is that we’ve been excavating out 
our specialists. Certainly in the Ministry of 
Defence, when I moved out of the Army and 
into the research community, the research 
community was twenty-five thousand strong; 
we’re down to about three thousand now. And 
that’s in ten to fifteen years. You ask yourself, 
why do IT systems keep failing? Well if you 
have people whose default response to 
anything to do with IT is to dismiss it as 
“technical weeds”, rather than that’s our 
business then I think you begin to understand 
why you can’t get the business to change. So 
there is a real need to – the generalists are 
becoming more superficial, and part of the 
reason why they’re becoming more superficial 
they’re spread too thinly over too many 
specialisms. Until we reconcile a healthy 
balance between the two and an interchange 
between the two, specialists and generalists, 
then perhaps those two categories are just not 
helpful anymore. You’re going to need people 
who are a mixture of both.  

Chairman: Any more questions? 

Lord Harris of Haringey: No, not 
particularly.  

Chairman: Well I feel sated; that was a very 
helpful session thank you very much indeed.  

 

	
  

 

 

 

 

 



94

Ev 3 All Party Parliamentary Group on Homeland Security: Evidence 

 

Oral Evidence  

Taken before the All Party Parliamentary Group on Homeland Security 

On Tuesday 2nd March 2010 

APPG Secretariat Members Present: 
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Witnesses: Sir David Omand, Permanent Secretary and Security Intelligence Co-ordinator, Cabinet 
Office, 2002-2005 

 
Q1 Mr Lewin: We are putting together a 
report, called Keeping Britain Safe: An 
Assessment of UK Homeland Security. What 
we’ve done is –  

Sir David Omand: Timescale? 

Mr Lewin: To be presented to the incoming 
government. Let’s say May. 

Sir David Omand: So it’s not going to appear 
before the election? 

Mr Lewin: No absolutely not. (Mr Lewin 
explains the interest shown in the report by 
figures from industry, academia and policy. 
He also outlines the concerns of serving civil 
servants giving evidence before the general 
election.) 

Mr Lewin: So what we’re doing is putting 
together this report, because – I don’t want to 
be disparaging in anyway – there was a feeling 
that the majority of MPs are engaged in issues 
perhaps not directly related to this. The feeling 
was that there is a core of MPs that care about 
this stuff and work with these issues all the 
time, and there’s a wider body that doesn’t 
really engage with it to the extent that they 
would like, so they wanted to put out this 
report first of all to circulate and –  

Sir David Omand: To be blunt you have also 
got the  institutional rivalry between the 
Commons Defence Committee, the Home 

Affairs Committee, the Science & Technology 
Committee. And at different times they have 
done useful work, but none of them is 
prepared to cede the lead to the others. So, if 
they’re not working on it then nothing 
happens. 

Whether it is better to have in the new 
parliament a select committee that specifically 
looks at it or to have the All-Party Group – 
which can sometimes be more effective, as 
you’ve got members of the House of Lords in 
it as well –  

Mr Lewin: This is true. I think you understand 
this is part of the general struggle – scramble I 
should call it – for what is going to happen. 
Nevertheless, the core people you’ve got 
involved are very good – Pauline Neville-
Jones is on board, Kim Howells is on board, 
Lord Harris of Haringey is on board – so they 
said produce this report on what has happened 
since 9/11, and where the problems are with 
three mandates: look at policy, look at 
academia and look at industry. 

So the way we’ve been doing it is that we’ve 
had John Howe and the ADS Group, a couple 
of academics from Cranfield, Mike Granatt 
and Jamie MacIntosh – who are of course very 
interesting – and Bob Whalley to give oral 
evidence. And then we’re speaking to people 
from the Cabinet Office, we are speaking to 
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people from the Home Office, a couple of 
think-tanks and other academics and yourself. 

Now we have prepared a couple of talking 
points that we would love to hear your views 
on. But perhaps we can start: it seems to me, 
there are two philosophies at play, the one side 
which we could say that you represent and one 
side that Michael Chertoff could represent. I 
am referring to creating one big department in 
the middle in which you handle this issue or 
do you go with the approach of the Lead 
Government Department (LGD), which if I 
remember correctly you’re remarks to the 
APPG, you suggested was good. How do you 
see that philosophical underpinning of how 
this should be handled? You seem to have 
some strong views on this. 

Sir David Omand: I do have strong feelings on 
this, but they’re not philosophical views – 
they’re practical views. The starting point has 
to be that under the United States federal 
system there was no federal department for 
internal affairs. Internal affairs equalled Indian 
affairs in the late 19th century, but apart from 
that there was no department. So you had the 
Justice Department in Washington dealing 
with high-level federal courts and federal 
prosecutions, but not concerned with security 
other than the control of the Secret Service, 
which it used to have. 

Mr Lewin: There’s no Home Office [in 
America]? 

Sir David Omand: There’s no Home Office, 
and therefore issues around borders were a 
separate US function, not connected to the 
police for example, and to justice and law and 
order. So the United States federal system had 
a hole in the middle. And of course they 
discovered to their cost that there was no 
administrative structure in the federal 
government able to bring this together, unlike 
some European administrations.  Because of 
the Posse Comitatus Act, the command and 
control structures of their military excluded 

them from this field. Governors had National 
Guards, but each one was different and they 
are very much under the purview of the 
individual state governor. So, pulling what you 
would call a modern view of domestic security 
together was entirely new in the United States. 
Insofar as they had had domestic security 
issues in the previous 100 years they had been 
around subversion during the Cold War 
involving the role of the FBI.  With far-right 
radical groups again the FBI was the 
institution that looked after them. Timothy 
McVeigh and the Oklahoma bombing was a 
classic federal FBI investigation, but that’s an 
investigation by a law and order organisation.  

So that was the hole in the centre of the 
system.  In the White House you had a 
National Security Council that was entirely 
externally focused and didn’t have a domestic 
component. In a hurry they had to create in the 
White House a Homeland Security staff with a 
Homeland Security Adviser – Lt Gen John 
Gordon I think was the first one – who had a 
tiny staff, but not part of the National Security 
staff –  

Mr Lewin: All of which only happened after 
9/11? 

Sir David Omand: Yes. And the great creation 
of a Homeland Security Department was to try 
to pull together the sort of functions that in the 
British system, since the 1730s, had been the 
responsibility of the Department of State. Now 
it has been through various mutations, but 
certainly since the 1800s we have a Home 
Office which is essentially a security 
department. So, the Home Office looked after 
– during the whole of the Second World War – 
civil defence and had more than a million 
people employed running civil defence (the 
wardens systems, the whole community-based 
security organisation). During the Cold War it 
ran the key points system for the protection of 
critical infrastructure, and for 
mobilisation/transition to war. It funded the 
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police services – there may have been 43 of 
them in England and Wales – but nonetheless 
all their money came from the Home Office. It 
was the criminal justice department. It was the 
department that oversaw the Security Service, 
and had a very close relationship with that 
Service. It did borders, so it dealt with 
immigration. 

Mr Lewin: So in essence, what you are saying 
is this structure already exists here. Then 
perhaps you would like to comment here 
because you know a lot more about the 
problem that has often come up, in terms of 
Lead Government Department –  

Q2 Mr James: Yes, well you’ve already 
commented on how Select Committees battle 
for influence in parliament, what would you 
say of inter-departmental competition – 
obviously we think of the Home Office as the 
LGD, but then you’re role was in the Cabinet 
Office. Did you find that those roles worked 
well together? Did you build good 
relationships? 

Sir David Omand: I had excellent 
relationships –  

Mr James:  In an institutional sense, I mean. 

Sir David Omand: Both. When I was the 
Intelligence and Security Coordinator, in the 
Cabinet Office, the Home Office was 
underpowered compared to what it is now – I 
think it’s an excellent idea that it has been 
built-up with the capacity to exercise the 
central focus I could provide, bringing the 
external/internal sides of the situation together. 
That’s really now done by Charles Farr [Head 
of the OSCT, Home Office], rather than by the 
Cabinet Office.  

So that is a distinct change. I’ve got an open 
mind as to whether or not that balance is 
presently quite right, but I’ve got no problem 
at all about an Office of Counter-Terrorism in 
the Home Office as the lead department. The 

other thing that is worth mentioning is that, 
unlike the American system, we operate 
Cabinet Government; we have Cabinet 
Committee system, which is the only system 
anyone has ever found to work here. Prime 
Ministers that have tried more presidential 
styles have found it very hard to work. The 
relevant Cabinet Committees, certainly two of 
them in my day, I don’t know how many of 
them there are now, are chaired by the Home 
Secretary but supported by the Cabinet Office, 
because the Home Secretary isn’t chairing just 
as the Home Secretary, he’s the representative 
of the Prime Minister. He’s drawing on Prime 
Ministerial authority to chair the committee, to 
bang heads together.  

So to come back to how effective all that 
works, we come back to that original question 
of whether if we didn’t have a Home Office 
we would need to invent one. It’s the basic 
proposition. You would have to create one if 
the Home Office did not exist; but it does, you 
don’t in fact have to invent it. That’s my 
starting point.  

You then have second-order questions,, given 
you already have a Home Office that for 
example already looks after the police, 
criminal justice, borders, internal security, all 
of that.  Is there anything in the American 
construct – or anyone else’s – that you would 
want to add to our present arrangement that the 
Home Office doesn’t currently have. That’s a 
practical and pragmatic question not one of 
principle. And there are two areas that are 
worth examining.  

One is transport security, where the Americans 
put their transport security executive in the 
Homeland Security Department. We haven’t. 
We have TRANSEC, as a part of the 
Department of Transport. Now, the two 
countries are rather different but on balance 
I’d prefer the British model, because it relates 
transport security much more directly to the 
economics of transport. So, when you look at 
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things like funding of airport security, and the 
relationship with airport operators and all of 
that, it’s not just a security relationship – it’s a 
total relationship. So, I actually think we’ve 
got that rather better organised than the 
Americans.  

The other area – where I’ve got a much more 
open mind – is in relation to community 
resilience, which used to be in the Home 
Office. In my day when I was Permanent 
Secretary at the Home Office we had that 
function. Then after a number of emergencies 
such as the foot and mouth outbreak and 
flooding, it was transferred – before 9/11 – to 
the Cabinet Office. You’ve talked to Mike 
Granatt, heard about how he tried to build a 
new secretariat and get some new emergency 
legislation through. The Cabinet Office has 
done an excellent job on that – they’ve built up 
a whole concept, they’ve got a doctrine of 
emergency response, and they’ve got the Civil 
Contingencies Act through. Do you still want 
the function in the Cabinet Office? I’m not 
sure. I think, you know, another point worth 
making is that no organisation is forever. 
You’re not creating the perfect organisation, 
you’re creating an organisation to achieve 
whatever the purpose of the day is. So in my 
day, there was a very distinct purpose having a 
Security and Intelligence Coordinator of the 
kind I was. You don’t need that individual and 
that format today.  

Mr James: Is the Cabinet Office a problem, in 
the sense that it’s a catch-all department for a 
Prime Minister to set up little different 
[positions]? You’ve got Ministers –  

Sir David Omand: Well, the responsibilities of 
the Ministers in the Cabinet Office are 
irrelevant to this argument. They’re there for 
other political oversight purposes, which they 
do very well. And that was true in Margaret 
Thatcher’s day, as it is today. You know these 
funny job titles like Lord Privy Seal, Lord 
President of the Council and so on. It doesn’t 

really affect the discussion on homeland 
security responsibilities. I think the discussion 
here is about civil contingencies and resilience 
as mainstream subjects and as an executive 
operation, which actually ought to be in a lead 
department, and not in the centre of 
government. To answer that you have to –  

Mr Lewin: Presumably in the Home Office, I 
imagine? 

Sir David Omand: Yes, not necessarily in 
OSCT it could be a parallel organisation, or 
you could put it altogether. I mean you’d have 
to look at the pros and cons –  

Q3 Mr Lewin: Can you comment on how they 
work together today in the current structure? 

Sir David Omand: Extremely well as far as I 
can see.  

Mr Lewin: So it’s not that you’ve got a 
dysfunctional relationship or anything like 
that? 

Sir David Omand: There’s no dysfunctional 
relationship. 

Mr Lewin: Just because it might make more 
sense that way? 

Sir David Omand: You’re putting more of the 
levers together in the executive operation. The 
key determinant here is the philosophy of the 
Prime Minister of the day regarding what kind 
of system they want to operate, what is the 
centre of government. Different Prime 
Ministers have taken different views about 
whether they want executive function in the 
centre or to confine the centre simply to high-
level strategy, leadership and coordination but 
with the doing left to departments.  

The pendulum has swung away today from the 
Tony Blair era where the Cabinet Office 
accumulated executive functions, including 
civil contingencies. Now you’re in a position, I 
sense, where the Cabinet Secretary is advising 
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on the export of executive functions. Push 
these things away.  Although they don’t have a 
natural home, nonetheless they shouldn’t be 
cluttering up the centre of government. You 
want the centre of government to be much 
more like a staff and coordinating structure. 
The actual drawing up of plans, working with 
local authorities, managing legislation is better 
done by a department. And I think I agree with 
that. I think that is the more logical structure. 

The trouble was that the Home Office had not 
looked after civil contingencies properly. The 
Fuel Crisis in 2000 exposed the inadequacies 
of the civil-defence model of the Cold War 
model. Mike Granatt then builds a new model 
in the Cabinet Office; you probably wouldn’t 
have achieved that in the Home Office. That’s 
now done, so you have to look ahead for what 
is the best place for it and how will it best 
relate to other functions of government.  

Mr Lewin: There’s one question that cropped 
up – I can’t remember the exact details of the 
particular crisis – and the person (this wasn’t 
as a part of the evidence session, someone at a 
conference) mentioned that there was a 
question over the money. The thing was the 
good thing about the American model was that 
there was a pot of money, where he said one 
would be amazed when the immediate need 
for people not to die has gone, but they’ve still 
got a grave crisis, that the squabble for money 
– who is going to pay for it, and where’s it 
going to come from – is one problem. He 
mentioned a specific crisis – I can’t remember 
which one – where he said that the response 
was delayed on account of people fighting 
over who was going to pay for it. 

Sir David Omand: With respect to whoever 
said that, I think that they’re working off an 
entirely false assumption, which is that any 
structure in the United Kingdom is going to 
end up with a department with money to spare.  

Mr Lewin: This was the idea that there is a 
central pot of money in the DHS that would 

jump into the breach [if these disagreements 
occurred]. 

Sir David Omand: There is nothing stopping 
the Home Office, as a homeland security 
department, having a pot of money for this 
purpose, except that nobody is going to give it 
to them. The reason for that is nothing to do 
with inter-departmental issues; it is to do with 
the way the British Government controls 
finance. The Ministry of Defence does not 
have money to pay for operations; you have to 
bid to the Treasury for that. In the same way, 
departments have to bid if something serious 
happened. The reason the Americans can do it 
the way they do is because they’re a very rich 
country. It’s the colossal disproportion of 
resources.  They can afford it. Actually, you 
can argue that they can’t really afford it; they 
have a massive national debt. But politically 
they can afford it, and we can’t.  

But I think that the suggestion that we should 
set up a Homeland Security Department in the 
UK is just a bonkers question. We already 
have one.  

Q4 Mr Lewin: What do you make of this 
Coordinator for Cyber Security, Mr 
Thompson, is it? This department is now 
emerging as a point of call for all things cyber 
security. Does that indicate in this specific 
case there was a problem in the inter-
departmental approach or how would you see 
that? 

Sir David Omand: No, almost the other way 
around. It’s not an inter-departmental problem; 
it’s simply a problem of priorities. The present 
set up, as I understand it, has a cyber security 
director, a new cyber security policy unit 
integral to the Cabinet Office and there’s an 
cyber operations centre in GCHQ. So that’s 
the present construct. Now the perception of 
threat has gone up sharply, and therefore a 
little more resource has been made available, 
but the construct hasn’t changed at all. Now 
this is where, if you wanted to apply the same 
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thinking, you might ask, is it right for this to 
be located in the Cabinet Office, because it’s 
not just a strategic function.  Wouldn’t that 
function be better off in a lead department? 
The obvious one of course would be the Home 
Office.  

At the moment I would say no, just as the 
Americans haven’t given this function to the 
Homeland Security Department. The DHS has 
a big cyber security element, but lots of other 
elements in the US government are also doing 
cyber security. Now they can afford to spend 
huge sums of money and we apparently can’t. 
We’ve got twenty-five people in some tiny 
unit grappling with this. 

Organisational structure would make 
absolutely no difference to this. It’s about how 
much resource –  

Mr Lewin: And it still could do with more 
resources in your view? 

Sir David Omand:  Well, I’m speaking from 
the outside. I suspect that you could multiply 
the resources by a hundred and still be 
struggling. It’s an enormous problem. Your 
question is how is it going to be organised? At 
the moment the central team is a classic, high-
level central policy team. The actual work will 
have to be done by the intelligence 
community, and the Ministry of Defence, and 
individual departments.  

Q5 Mr James: You’ve said that the Home 
Office is the homeland security department, 
but it’s also a lot more than just homeland 
security –  

Sir David Omand: Not much more. Since the 
Reid reforms cut it in half.  

Mr James: Well since 2007 (sic) with the 
Justice Department being set up, are there any 
other low-priority things that the Home Office 
does that can be given to another department, 
so the Home Office can focus its attention 

more or is it pretty much, as it is now, at the 
moment institutionally the best it could be? 

Sir David Omand: I can’t think of anything to 
give up. My complaint is the other way 
around. I don’t think John Reid’s creation of 
the Ministry of Justice was actually a sensible 
thing to do. 

Mr James: You think it should still be under 
the umbrella of the Home Office? 

Sir David Omand: Yes, I think it split the 
criminal justice system in an awkward place, 
with prisons and probation on the one side and 
the police on another. I’m not sure that is very 
sensible. I think most commentators now say 
this was a rash decision and was probably a 
mistake. But I don’t think that the future 
government is going to reverse it. Certainly if 
it’s a Cameron Government they’ve said they 
don’t want to spend time re-arranging 
deckchairs, so we are probably stuck with it.  

But I would strongly warn against the 
institutional dynamics of having a department 
that simply does domestic security. Much 
better to have a balanced diet, where your 
officials are also working on more positive 
issues. In my day in the Home Office, for 
example, we were responsible for the 
voluntary sector, for a lot of work with 
communities. Now that’s gone off to a 
separate Local Government and Communities 
department [DCLG] – I’m not convinced 
they’re doing as good a job as would be the 
case had it been part of the old Home Office.  

Mr James: Well the approach of the DCLG is 
almost as scattered as the Home Office. But, 
playing the devil’s advocate, the Home Office 
has been accused of being too unwieldy for 
one Home Secretary to deal with. 

Sir David Omand: I think that’s nonsense. 
Absolute nonsense. In my day there was one 
Secretary of State and one Permanent 
Secretary. We managed perfectly well. Now 
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there are about six Ministers and three 
Permanent Secretaries. It’s about organisation, 
and having Ministers who know what they’re 
doing. It’s not at all an unwieldy organisation. 
You might as well say that any big corporation 
is by definition unwieldy; it’s just a question 
of getting it organised.  

Q6 Mr Lewin: And to have somebody in 
charge who is able to handle it? If we just ask 
a couple of questions on here, briefly, because 
they’re quite good. You’re view on the role of 
the Armed Forces in terms of homeland 
security: is there a role, is it well calibrated, 
what do you think? 

Sir David Omand: My own view is that there 
is a role for the Armed Forces, and it’s entirely 
different from the American construct, because 
of how different American law is. We’ve got 
the aid to the civil power doctrine, which 
makes it extremely easy to call on the Armed 
Services if there’s a major emergency – or 
indeed quite a minor one (unexploded bombs 
found under a wartime building site for 
example). We don’t have the hang-ups that the 
Americans have [with the Posse Comitatus 
Act], and we don’t have a gendarmerie as most 
of our continental neighbours do. We don’t 
have a national guard, because we’re too small 
a country to go in for that.  

So, we’ve just got the Armed Services, so I 
think that it’s entirely right that the Armed 
Forces have got quite a significant part in 
homeland security, because we haven’t got 
anyone else. The alternative is to create a 
gendarmerie, and ensure that most of your 
police are armed and turn them more into a 
paramilitary force – which I’m personally 
against. It runs against my philosophy of 
policing. So when you have a major NBC 
incident or if armed terrorists are holed up in a 
Balcolme Street siege or Iranian embassy 
siege, you ought to be able to call on the 
Armed Forces.  

I think there are other issues around specific 
Armed Forces strengths – such as command 
and control and the ability to produce 
communications using satellites and mobile 
military communication even in a situation of 
great emergency – that can be quite expensive 
to duplicate in civil terms if you can’t rely on 
the fixed network of the nation.. You’ve got 
the ability to connect a wide area – whether 
it’s offshore or indeed on-shore – if there’s a 
Buncefield type operation or a crisis where the  
devastation is a chemical plume, you’ve got 
the ability to monitor that – all these sorts the 
things the military can produce –  

Mr Lewin: And were drawn upon? 

Sir David Omand: Yes. 

Mr Lewin: So, it sounds like you think this 
[the military’s role in homeland security] is 
very good? 

Sir David Omand: It works very well; there 
are questions in my mind whether the 
military’s adequately planned for some of this 
–  

Mr Lewin: For emergencies at home? 

Sir David Omand: Yes. And iwe should ask if 
this is a proper military task for which they are 
resourced, or is it just they turn up if there’s 
somebody around. At the moment it’s a 
mixture. So there are specialist Special Forces 
capabilities, improvised explosive device 
(IED) disposal capabilities that can be 
guaranteed to be produced at certain notice. 
But if you want somebody to turn up to help 
with flooding –  

Mr Lewin: They might not be there? 

Sir David Omand: They might not be there. 
Should they be there? Well, this is a very 
Defence Review-type question. I’m inclined to 
say that in terms of the management of the sea 
and airspace, surveillance – I don’t mean 
individual, counter-terrorism surveillance, I 
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mean wider territory surveillance – and 
emergency command and control, if something 
happens to knock out the communications in a 
particular area perhaps that is the type of thing 
that the military should be planning for. But 
we do have, as you know, in each region in 
England and Wales, a military planning team. 
The structure is sort of there. 

Mr Lewin: I’m aware of the time, so –  

Sir David Omand: Oh, the other thing just to 
mention, as it’s flagged up in the 
Conservative’s recent Green Paper, is 
command and control. Should there be a 
permanent headquarters for the military at 
home? If you were going to do that wouldn’t 
you want to co-locate with it other functions? 
Whether it’s the coastguard, or some of the 
police command and control, so that in a big 
emergency you’d already have the structures 
there. 

Mr Lewin: That would be your additional 
point about co-location? 

Sir David Omand: Yes, it’s worth examining. 
It’s not something you can afford to do 
quickly. If you were developing over a ten-
year period, wouldn’t you want it?  Ideally I 
would go for the French system. So around the 
coast you would have the equivalent of a 
prefect maritime, and there would be some 
military infrastructure, so if you get a big off-
shore oil spill or whatever, all the staffs are in 
the same place. You’re able to mobilise naval 
or RAF reconnaissance resources as well as 
civil coastguard, maritime resources.  

Mr Lewin: So here you would have to spend a 
certain amount of time at the beginning putting 
in place the structure to do so? And this would 
eliminate, if you co-locate them that would 
eliminate that?  

Sir David Omand: I’m not saying it doesn’t 
work now. 

Mr Lewin: No, I understand. But that might 
be an efficient way of doing it. 

Sir David Omand: If you’re looking for a 
long-term strategy, wouldn’t you want to do 
that? 

Q7 Mr Lewin: If we just look at two things, 
perhaps before we move on to the last major 
theme, which is the whole CONTEST, 
PREVENT, PROTECT issue. We just want to 
talk about, the legislative evolution since 9/11. 
How do you feel? It sounds to me like you’re 
fairly happy with what has happened? 

Sir David Omand: Yes, well the legislative 
evolution is in two entirely separate parts. One 
is civil contingencies legislation, against major 
events and the associated authorisation of 
type-one, type-two responders, local planning 
and structures and the emergency 
arrangements if anything terrible happens, so 
you can commandeer vehicles for example. 
That, as far as I know, is all fine. I’ve no doubt 
they’ll review the legislation five years after or 
whatever. But, I’m not aware that anyone has 
come up with huge problems. Thankfully, it 
hasn’t really been used. But it’s there in case, 
and it’s a hell of a lot better than what we had 
when we did the Fuel Crisis in 2000. The 
emergency legislation dating back to the 
General Strike was completely unusable; none 
of it fitted. So at least we’ve got some modern 
legislation. 

The other part of it is the counter-terrorism 
legislation. You know endless criminal justice 
acts, counter-terrorism acts of various kinds – 
you know, five major Acts since 2001.  

Mr James: Is that too reactionary? Following 
the amendments to the Terrorism Act in 2001, 
and subsequent amendments?  

Sir David Omand: Well I’m not sure if I’m 
close enough to the detail of all legislation to 
comment, although there is a lot of it. The 
argument is that it may have been driven by 
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the wish to be seen to be doing something. 
Judges have been quite critical of some of it.  

Mr Lewin: But there is no major piece of 
legislation missing to help protect the UK 
better? In terms of your experience? 

Sir David Omand: I’m not aware of any. 

Mr Lewin: OK. Anything we’ve missed out 
before we move on to CONTEST? 

Q8 Mr James: The one question I wanted to 
ask – with your experience in the Cabinet 
Office and the Home Office mainly and we’ve 
talked about those departments – how are 
other Lead Government Departments 
prepared? Do they work well together? Have 
we learnt anything from, say, the recent Swine 
Flu outbreak in the way the Health Department 
works? Or we’ve talked about the DCLG and 
their role? Or Transport? 

Sir David Omand: I mean, given the length of 
time we have been working on this, I think the 
arrangements are now quite mature. I’d be a 
bit careful about suggesting major changes. It 
takes time for people to get used to the idea. If 
you take Health, the growth in stature as well 
as resources of the public health authority has 
been very marked. They have a very good grip 
over all of this. They are completely plugged 
into the counter-terrorism side of it; you know 
on the future development of the threat. The 
work I saw they’d done preparing material for 
General Practitioners to spot the symptoms of 
various potentially –  

Mr Lewin: Substances used in a terrorist 
attack? 

Sir David Omand: Right. I mean they seem to 
be right on top of that, which is good.  I think 
regarding Swine Flu the plans were there for 
Avian Flu, and it so happened not to be Avian 
Flu. So I’ve got no hang-up that they probably 
overreacted, or the World Health Organisation 
overreacted and drove the system. Better to do 
that than –  

Mr Lewin: Some of the MPs are saying of 
course that you’ll have trouble getting the 
population ramped up about it next time 
around. 

Sir David Omand: No I don’t think that. 

Mr Lewin: You don’t think so? 

Sir David Omand: I don’t think so. The public 
really has quite short memories on all this 
stuff. 

Q9 Mr Lewin: One question, out of interest. It 
seems to me that there is a very bitter aspect to 
this job, which is that it would appear that the 
tipping point after which all bets are off 
actually comes fairly quickly. If you look at 
the kinds of crisis that people are discussing, 
the present scenarios – if you look at the 
supply chain, if you look at ‘Just in Time’, if 
you look at supermarkets and so on – I 
remember from the evidence session one 
quote, from a gentleman who was a part of the 
exercises that were run and said that two 
things struck him.  

One, somebody from a big bank called him up 
and said “I have a lot of money, send a pump”, 
but the man didn’t understand. And this man 
says “I have a lot of money”, and he was told 
there is no pump. No matter how much money 
you offer you’re not going to get one. Second 
thing was that they asked him, let’s say this 
scenario takes place, and a major supermarket 
asked when will the police come and protect 
us [in the event of panic buying, mob looting 
etc.]. The supermarket was told if this scenario 
takes place then the police will be there taking 
the bread off the shelves themselves!  

So, is it the case that there is sort of a ceiling 
as to what we should aim for in terms of 
preparedness, because there comes a point 
where you’ll just have to hope that people are, 
as you say, resilient in themselves. Because I 
always felt that you had quite balanced views 
in framing risk, in a way? Perhaps, are we 
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looking at too much and trying to be ready for 
too much? 

Sir David Omand: I think you have to unpack 
that. One of the great lessons of the financial 
disasters is that very unlikely things do 
happen. Just because something is very 
improbable doesn’t mean it isn’t going to 
happen. So a key to it is the kind of 
methodology that, say, the CCS applies. I 
mean it’s looking at the strength of the risk 
equation (likelihood, vulnerability and impact, 
with overall impact broken into duration and 
immediate impact).  That gives the overall 
risk; if the potential consequences are serious 
enough, even though the likelihood is 
extremely low, it may be worth doing 
something about it, if the vulnerability is 
significant for example.  If it turns out that 
knocking out the jet engine that pumps fuel 
around the system would take a year to 
replace, then it’s probably worth having a 
spare one, even if it’s going to cost you a 
million pounds or five million pounds. If, on 
the other hand, you can probably get one from 
the market place in a couple of weeks perhaps 
you wouldn’t fuss.  

You need that methodology. That 
methodology is based around the risk equation 
to start with. So, there are some very damaging 
things to counter. For example there are 
smallpox vaccines – the Health Department 
spent something like fifty million pounds 
buying smallpox vaccines, against a presently 
non-existent threat. But it takes the threat off 
the table, it’s the sort of disease you don’t 
want around, so you’ve invested to remove a 
spike of risk.  

There are other areas where it’s much more 
about vulnerability. Therefore, it’s worth 
changing your building regulations, so you 
can’t put up a building in London without 
toughened glass if it’s overlooking a public 
pedestrian way. Because if a bomb goes off 
and the glass drops down it will just cut 

everyone on the ground into a thousand pieces. 
Again, you are passing the costs onto the 
consumer because you’re doing it by 
regulation, which is probably a sensible thing 
to do. And you can go round and remove 
spikes of risk: spend fifty million pounds 
pouring concrete into Sellafield, which they’ve 
done, so you can’t fly airplanes into it and do 
real damage. It’s a lot of money, but hell, you 
don’t want anything to go wrong there. On the 
other hand, some railway stations are wide 
open. Is it worth spending a large amount of 
money – probably not. The threat would just 
divert to the next station down the line. So, 
you know it’s that kind of risk calculation and 
a combination of the CPNI, the Security 
Service, the CCS and the Home Office with 
the lead department – whether it’s Transport, 
Energy, or DEFRA when it comes to 
supermarkets and supply chains. 

Mr Lewin: How do you feel about this system 
that is in place to deal with an emergency in 
that sense, in terms of the fact that nobody has 
a stockroom anymore? Is that something that’s 
going to hold up, what exists in place now? 

Sir David Omand: I would have thought – this 
is a purely personal view, I haven’t done any 
sums on it – but given that there is quite a lot 
of food in the system through the 
supermarkets, I think the supermarkets can 
truck it when needed, and there have been a lot 
of discussions between the Government and 
supermarkets to make sure they can. When the 
flooding took place in the west of England, it 
was basically the private sector that did the 
distribution of the bottled water. The Army put 
up bowsers and so on, but basically the 
millions of litres of bottles of water that got 
distributed –  

Mr Lewin: And the Government pays for 
that? 

Sir David Omand: The Government paid for 
that. 
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Mr Lewin: OK. 

Sir David Omand: They use the commercial 
distribution system, which is extremely 
sensible. My hunch is that the sort of disasters 
we’re planning against are not, for example, 
going to strike Governments in the rest of 
Europe in the same way as they would strike 
us. You can get in enough food to feed the 
British public in a very basic way – if you can 
feed the population of Haiti you can feed the 
population of the UK. If it’s necessary for 
international aid to be delivered, we have more 
qualified international aid workers coming out 
of the UK than anywhere else. 

Mr Lewin: Well, you know, som people 
might call it alarmist, but some people say that 
three days the food supply will run out in the 
supermarkets. 

Sir David Omand: Three days is long enough 
–  

Mr Lewin: To sort oneself out? 

Sir David Omand: You can import food in 
from Germany or somewhere. If you are only 
thinking of doing things in a British way, then 
anything that is so serious as to cause that kind 
of collapse where the rest of the UK can’t help 
– say it’s a nuclear bomb gone off in the centre 
of London – then the rules have all changed at 
that point, and you’re into an international 
relief effort. 

The Americans failed to grasp this at the time 
of Katrina. It just didn’t seem to see the scale 
of what was happening in New Orleans. They 
didn’t mobilise their military until very late on. 
So all the military lift – the C-130s, the 
helicopters, the transport force that could have 
been brought to bear, the aircraft carriers – 
none of this was actually deployed until quite 
late on. That was because in the White House, 
domestic security – that was really the 
responsibility the problem, of having a 
Homeland Security Department.  Because you 

had in the White House the Homeland 
Security Adviser as well as a separate National 
Security Adviser (a much more senior figure) 
and the Situation Centre was run by the 
National Security staff. If the Katrina disaster 
had happened in Mexico, the National Security 
Council would have been on it in minutes and 
aircraft carriers would have been deployed, the 
whole might of the US would have gone to 
help. As they did with Haiti. But they didn’t 
do it in their own country because that was 
seen as the Homeland Security Department’s 
problem. A case of for the military initially 
thinking it’s not our problem, it’s your 
problem. I hope with the COBR structure 
we’ve got here that that wouldn’t happen. 
Here, within an hour COBR would be 
meeting, you would have an inter-
departmental view; the Prime Minister would 
be asking what is going on.  

Coming back to this, I think it’s about the kind 
of planning you’re doing. The line I took with 
my folk was that what you want here is the 
best process of planning: you had London 
Resilience; you had the Mayor of London and 
his staff; you engage them in a process so that 
everyone knows everyone else. They have 
exercises, they know what their respective 
roles are and they know the kind of 
capabilities that can be brought to bear. But 
you haven’t got a single evacuation plan for 
London. If a dirty nuclear bomb were to go off 
in Westminster, what’s the point? Because if 
the bomb goes off in the City of London, 
rather than Westminster, you need a different 
plan covering for example which roads you are 
going to keep open. 

So when you have some concepts, such as 
corridors out of London and some basic 
command and control you can improvise–  

Mr Lewin: And those exist? 

Sir David Omand: Those exist. And involving 
the use of the river for evacuation. You’ve got 
various plans; you would have to assemble 
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them on the day in the light of whatever was 
happening. I mean the idea that you would 
have a volume saying ‘London Evacuation 
Plan’ is completely unreal.  

Mr Lewin: Just two things then, as I’m 
conscious of the time, and did you want to say 
something as well? 

Mr James: I was just going to say, you 
mentioned COBR –  

Q10 Mr Lewin: Yes, that’s what I was going 
to mention. Tell us what you think about Andy 
Hayman’s comments. Where do you stand? 

Sir David Omand: I don’t agree with his 
comments at all. He never said any of this at 
the time. His comments were not really, as I 
read it, about COBR as a mechanism 
particularly for dealing with disasters, 
terrorism, hijacks, and hostages and so on. 
What he was apparently objecting to, as an 
operational police officer trying with the 
Security Service to manage a case, was the use 
of COBR to try and brief lots of people who 
didn’t have a direct interest in his case, people 
wanting to sit around and talk about his 
business.  

It’s after my time, and if that’s really what 
they were doing then they were misusing 
COBR. But as far as the mechanism goes it’s 
entirely sound, but of course what he was 
talking about is when you’ve got a counter-
terrorism group under surveillance planning an 
attack – so it’s a live operation –  you don’t 
want a whole load of people sitting around a 
conference table asking questions, thank you 
very much. It’s none of their business, he 
would say, and he may have felt he was being 
got at by the senior Home Office and Cabinet 
Office officials and Ministers asking questions 
about how it was going. Police officers don’t 
like that. David Veness and Peter Clarke were 
more relaxed, and would have probably just 
ignored it. But for Andy, it got under his skin 
obviously.  

Q11 Mr Lewin: Well then perhaps, lastly, 
let’s talk about some of the things that were 
mentioned in the article in the FT Magazine. It 
seems to me that you were in agreement that 
there was a problem in the PREVENT strand 
of diffusion at the delivery end. That it wasn’t 
delivering the prevention in a sense, that it was 
too broad based. What do you think? What is 
working and what isn’t? 

Sir David Omand: Two points. First, what I 
was acknowledging was that this was always 
the hardest bit. The other three ‘P’s’ were 
much easier to work out, even PURSUE. What 
needed to be done – you know, expansion of 
the Security Service, getting them outside 
London, building co-located offices with the 
police, a whole load of stuff involving 
international work that could be done. 
Likewise, on PROTECT and PREPARE there 
was money to be spent, programmes to be run, 
particular dangers to be guarded against, and it 
was quite easy to draw up action programmes.  

When you came to PREVENT, it was much 
less clear what it was that should be done and 
so a lot of time was spent with research, led by 
the Security Service, trying to work out where 
you could most effectively intervene. The 
work was basically split in two, deliberately, 
and the Cabinet Secretary took responsibility 
for one part of it, through the Local 
Government department supported by the 
Home Office – deliberately not attaching the 
PREVENT label to it. Because very early on 
in our PREVENT work, it became evident that 
it would be counterproductive, and you might 
get inter-communal tensions, if you are seen to 
be acting only because you see the Muslim 
community as a source of threat. Two 
problems: One, both white and black 
communities might perceive an unfair 
allocation of resources to Muslim communities 
–  

Mr Lewin: Has that happened? 
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Sir David Omand: Well I think they’ve 
managed to avoid it. So in the original work on 
PREVENT we could see that some of these 
communities are the most deprived in the 
country, and some of this is in the article in the 
FT – so you really need major social 
programmes to try and improve conditions in  
these areas. If you overtly are thought of as 
doing this only for the reason of counter-
terrorism, you are leaving yourself wide open 
to accusations of partiality. You don’t want 
that argument.  

The other argument from the Muslim 
communities is that the only reason you’re 
interested in us is terrorism, because you’re 
demonising us as if we’re all terrorists. We’re 
not. So you may reinforce exactly the 
stereotype you don’t want. So, there was a 
deliberate attempt to get the Local 
Government Department to lead this, and to 
try to do it in a way that is based on the 
locality and not on ethnicity.  

But the other part of the work was 
straightforward – countering violent 
radicalisation through work in prisons for 
example, and on the ground by the police with 
vulnerable youngsters, and so on – which was 
directly counter-terrorist and could be labelled 
as counter-terrorist. That’s absolutely 
straightforward, and no different in my view 
from youth crime work, it’s exactly what the 
police are trying to do to divert young people 
away from gangs, carrying guns and all the 
rest of it. So, in terms of the principles of 
intervention in society, it’s no different in my 
view. 

So, the Prevent work had split. And then on 
top of that to make it more difficult you’ve got 
this political divide between those who believe 
that it is legitimate to target extreme 
radicalisation because that involved concepts 
alien to the British way of life – such as 
homophobia, the position of women in society, 
the application of Sharia law – and those who 

said well it’s a free country, there’s no reason 
why people shouldn’t hold these views. That 
view, the second view, would then say what 
we should focus on is countering violent 
extremism. So it’s the violent people who we 
want to stop. If you like, this is the debate 
which is going on, with a section of politicians 
and commentators saying there are un-British 
ideas which should be countered by the 
Government very directly. And the Home 
Office view is more conservative – what we’re 
interested in is stopping people drifting into 
violence. And that’s a different problem. 

Mr Lewin: What about if you take the Hizb-
ut-Tahrir conveyor-belt [argument]? Where 
you take something that there is now enough 
evidence to suggest that it does provide at least 
a backdrop, what do you do then? 

Sir David Omand: Well you then apply this 
logic. If it is genuinely a conveyor-belt into 
violent extremism then you –  

Mr Lewin: You counter it. 

Sir David Omand: Yes. Develop policies that 
are about undermining violence, countering 
the organisation or in the extreme banning it. 
But that doesn’t always work because they just 
change the name. It pops up somewhere else. 
But tackling head on through Government 
resource, using Government money very 
directly, what you might call the Islamic 
worldview or Political Islam – may be a very 
stupid thing to do. You may reinforce the 
stereotype response that the Government is 
attempting to undermine a particular point of 
view just because it doesn’t like it; or because 
it wishes to continue to intervene in 
Afghanistan, Iran and other countries overseas. 
So you’re into a tricky political argument if 
you’re not careful.  

Mr Lewin: Aren’t you also then, in a sense, 
held hostage by that, in a way? 
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Sir David Omand: If you tackle it like the 
French have done by saying that there are 
things that are un-French, such as wearing a 
headscarf, and then you may actually be 
creating a major problem for yourself. The 
French may be able to manage it, but it may 
also be that their suburbs will burn. Do you 
want to go down that road? Or how far do you 
want to go down that road? Are you going to 
ban Muslim schools? Are you going to ban 
Jewish schools? It’s a minefield. And I think 
the Home Office view is that we have got 
more than enough to do countering violent 
extremism. There is lots and lots of work that 
can be done at a community level to divert 
people from violence, make sure people aren’t 
radicalised in prisons, there’s more than 
enough to do. And I rather sympathise with 
that view. Not to say that one shouldn’t return 
later to some of these bigger issues. 

Mr Lewin: Just one last word then on the role 
of the police. 

Q12 Mr James: Yes, seeing as they have so 
many different roles under the CONTEST 
strategy – they’re involved in PREVENT 
(community or ‘soft’ policing) and then ‘hard’, 
counter-terrorism things they need to do. How 
do those two things interact? Is that a 
dichotomy? Are they going to undermine the 
community policing approach if they then go, 
like Forest Gate, go and arrest people and then 
it turns out...?  

Mr Lewin: And if you could weave in perhaps 
a word on MI5? 

Sir David Omand: I think there’s far too much 
made of this. I mean the Police Service is 
going to be involved at a very local level. 
Everything is, in the end, local. All crises are 
local in their impact. So if the Police are going 
to be any use whatsoever they need to be local. 
Its local intelligence you need – about who’s 
doing what, who’s hanging out with whom – 
and that is what you get from a largely locally 
based Police Service. I’m not aware of any 

great evidence that national policing action a 
la Scotland Yard, eg Forest Gate, is actually 
going to make any long-term difference to 
attitudes to local policing. Providing local 
policing is done well.  

I think that there’s a very different question to 
ask, which is are you going to compromise the 
position of the social workers, the community 
workers, the youth workers and all of those 
actually in the community trying to make life a 
bit better, but who are potentially sources of 
information. 

Mr Lewin: There, say something about 
universities as well would you?  

Sir David Omand: This is where you get into 
this problem. If the universities and the local 
colleges are regarded as spies for the 
Government, you then get a very unfortunate 
reaction. On the other hand, you can’t then say 
to Government that you cannot seek 
information from this kind of body. They are 
precisely the kind of people that will have this 
information.  

It’s the point I was trying to get over in the FT 
article, you can’t divide Government in two 
into those people that go around spying on the 
population, and there are another lot of people 
going around being nice to the population, and 
they don’t talk to each other. It just simply 
doesn’t work like that, but the best outcome is 
where you have a locally-based Police Service 
that is working with reasonable people in the 
community who know that the Police are 
perfectly ordinary and reasonable people. 
That’s mostly what you’ve got across most of 
the UK. You haven’t got the problem that you 
had got in Northern Ireland in the early days 
when, for one community, the RUC was 
regarded as completely partial. 

Q13 Mr Lewin: So on the whole, to sum up 
and thank you really genuinely for your time; 
you don’t see any major red flags, in terms of 
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the security resilience structure internally at 
the moment? 

Sir David Omand: No, it’s all about just 
keeping on with the strategic approach, 
[which] is the right one. Most of the important 
things that needed to be identified have been. 
An awful lot of them haven’t yet been done; 
it’s a slow process, particularly with resilience. 

Mr Lewin: Such as? 

Sir David Omand: Well, devising – moving 
car parks so they’re not next to buildings. 

Mr Lewin: Because you’re worried someone 
could easily be able to place anything in it. 

Sir David Omand: Yes. I mean if you look 
round – I won’t mention the places – that if 
you look round at the notable London visitor 
attractions you can’t now park cars around 
them. This is very sensible, but it takes time to 
plan. In every re-design now, security features. 
There’s a whole programme for this. If you 
Google “Secured by Design” you’ll find 
there’s a whole Government programme with 
the backing of the Royal Institute of British 
Architects, and builders and so on, with a 
whole load of new standards for building 
security in. It’s much cheaper to do it when 
you build afresh –  

Mr Lewin: Of course. 

Sir David Omand: Than trying to retrofit 
security afterwards. 

Mr Lewin: Which is why the American 
Embassy is moving, is it not? 

Sir David Omand: Yes. That’s a very good 
example where you don’t want your capital 
city to look like downtown Beirut, where 
you’ve got armed police and concrete barriers. 
It looks dreadful. But if you had actually 
designed that building the way that modern 
British Embassies are designed, the security is 
all there. Even if the windows are all blown in 

there’s no one sitting immediately behind 
them.  So that vehicles can’t get close enough 
to detonate alongside, that is how you design 
the thing but so you would never know to look 
at. Walk down Whitehall you will see stone 
balustrades in front of the buildings that match 
the period of the building; if you saw them 
being put in these go quite deeply down and 
they would stop a truck from crashing into the 
front of the building.  

Over the last few years we have seen large 
amount of that kind of investment. But there’s 
a lot more to do. Likewise on the critical 
infrastructure – building the right kind of 
protection into that takes time – but it’s getting 
there. The mobile phone network still seems to 
be fragile, but when they come to re-invest, 
with a bit of luck they’ll add more capacity so 
it doesn’t fall over through overload at the first 
sign of trouble. You can’t do it all at once.  

Mr Lewin: No, but you’re a positive witness?  

Sir David Omand: Yes, I think they’ve got a 
very good handle on all of this now. 

Mr Lewin: Excellent.  

Sir David Omand: The other thing I could just 
add in, if we’re doing a comparison with the 
United States is that the Homeland Security 
Department had – it is getting much better now 
– a relationship to the intelligence community 
and to the use of intelligence to guide its work 
that was hopeless. It’s well documented in 
critical articles in the journals. They found it 
very hard. Were they a producer of 
information? Were they a recipient? Why 
didn’t the FBI share more information? The 
Detroit bombing near-miss reinforced all these 
perceptions. These are generally speaking not 
problems –  

Mr Lewin: Because the father [of Umar 
Farouk Abdulmutallab] had gone to the 
Embassy? 
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Sir David Omand: Yes, and the report of it 
had got lost somewhere in the system; the 
individual’s name was actually known in the 
system, all of that. It’s partly a function of 
size. America’s a big place. We’re a size that 
is big enough to be serious about this sort of 
stuff but not so big that it becomes unruly. Our 
relationship between police, the intelligence 
services and the bureaucrats in the Home 
Office and the Cabinet Office is excellent. You 
won’t find a similar relationship anywhere else 
in Europe. 

Q14 Mr James: To pick up on that, some of 
the witnesses we had at the evidence sessions 
last week did complain of a ‘closed shop 
mentality’ between different sections of the 
Resilience community – of sharing 
information, doing research and development 
and then finding that a different branch had 
already done that, and wouldn’t share their 
findings or their resources. Is that something 
that you recognise? 

Sir David Omand: Yes. There are two specific 
things. One, which I know they’re trying to do 
something about, is the Home Office has 
traditionally not been a department that is 
connected to industry; as against say the 
Ministry of Defence or the Transport 
Department. Which is one of the reasons why 
we’ve tried to create this RISC organisation; 
the sort of thing John Howe was talking about, 
what I think he was probably trying to say, 
was that in the defence sphere, the military 
commanders and industrial people get together 
at conferences and share a lot of information. 
They don’t need to worry about classification, 
they just share it. And industry has therefore a 
very good idea of what modern combat is like; 
the security industry has a very poor 
understanding of what the cutting edge of 
counter-terrorism is like, because the Home 
Office has not really shared that. Now they 
have brought some industry expertise into the 
Home Office, and I think they’ve recognised 
the value of that. 

The other problem is from the Local 
Government levels, that have always 
complained that Central Government doesn’t 
tell them enough about the threat. Central 
Government’s response was well you don’t 
really need to know, it actually doesn’t really 
affect you. But you get the Town Clerk or 
whoever, saying how do you expect me to do 
plans when –  

Mr Lewin: When he doesn’t know what’s 
going on around the corner? 

Sir David Omand: Frankly, he doesn’t 
actually need the secret intelligence reporting 
and it wouldn’t help him if he saw it. 
Nonetheless, there’s a credibility issue there, 
and the system has to adapt. And I think there 
is still, my criticism might be that, inside the 
Security Service and the CPNI there’s still too 
much ‘Need to Know’ mentality.  They may 
indeed be actually right, rationally, these 
people don’t need to know. But if you want to 
build confidence you’ve got to extend your 
circle. And again, I gather they are building 
new ‘extra-nets’ so this information can be 
shared electronically. So they are on the case. 
But I do recognise that problem.  

Mr Lewin: I think Charles Farr was very good 
on what you just mentioned, on this ‘Need to 
Know’ issue. I think his view was this is very 
much that it needs to be at the maximum of 
what is possible, and really the maximum, not 
what you’re comfortable with but what is 
possible. So you said they are building 
electronic ways to do so? 

Sir David Omand: Yes, the CPNI have got 
some very interesting plans, as does CCS. 
There is now a ‘UK Resilience Net’ which is 
basically a portal, through which operationally 
during an incident, people will be able to 
access up-to-date information, maps, graphics, 
that sort of thing. I saw a little demo a few 
weeks ago, and it looks extremely good. All 
this stuff you might argue they could have 
done many years ago, but it all does take time. 
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One	
  of	
   the	
  most	
  notable	
  historians	
  of	
   recent	
   times,	
  Eric	
  Hobsbawm,	
  characterised	
  
the	
   20th	
   century	
   as	
   ‘The	
  Age	
   of	
   Extremes’.1	
   	
   These	
   extremes	
  were	
   viewed	
  both	
   in	
  
terms	
  of	
  the	
  technological	
  and	
  social	
  change	
  that	
  took	
  place	
  during	
  that	
  era,	
  as	
  well	
  
as	
  in	
  reference	
  to	
  the	
  extreme	
  political	
  cultures	
  that	
  shaped	
  two	
  world	
  wars,	
  and	
  a	
  
protracted	
   spell	
  of	
  Cold	
  War	
  between	
   ideologically	
  opposed	
  nations.2	
   	
   Yet,	
  despite	
  
the	
   magnitude	
   and	
   level	
   of	
   impact	
   on	
   global	
   security	
   that	
   these	
   trends	
   had,	
   the	
  
gestation	
  of	
  those	
  conflicts	
  often	
  took	
  place	
  over	
  a	
  comparatively	
  long	
  time	
  to	
  fully	
  
develop	
  and	
  ferment.	
   	
  Thus,	
  governments	
  had	
  relatively	
   lengthy	
  periods	
  of	
  time	
  to	
  
prepare	
  and	
  respond	
  to	
  security	
  threats.	
  	
  Compare	
  this	
  to	
  the	
  unfolding	
  21st	
  Century	
  
which	
   could	
   be	
   characterised	
   as	
   ‘the	
   age	
   of	
   shock	
   and	
   aftershock’.	
   Unexpected	
  
events,	
  aided	
  by	
  the	
  speed	
  of	
  modern	
  technology	
  and	
  media	
  reporting,	
  have	
  shaped	
  
the	
   international	
   security	
   picture	
   dramatically	
   within	
   very	
   short	
   periods	
   of	
   time,	
  
changing	
  the	
  way	
   in	
  which	
  both	
  governments	
  and	
  citizens	
  view	
  their	
  security.	
   	
  The	
  
most	
  prominent	
  examples	
  of	
  ‘shocks’	
  and	
  subsequent	
  ‘aftershock’	
  being	
  the	
  impact	
  
that	
   the	
   terrorist	
   attacks	
   on	
   September	
   11th	
   2001	
   had	
   on	
  US	
   national	
   and	
   foreign	
  
policy.	
  Following	
  the	
  attacks	
  on	
  London	
  in	
  July	
  2005,	
  the	
  UK	
  began	
  to	
  understand	
  a	
  
terrorist	
  threat	
  that	
  emanated	
  from	
  within	
  its	
  own	
  population	
  and	
  led	
  to	
  an	
  overhaul	
  
of	
   approaches	
   to	
   counter-­‐terrorism	
   by	
   the	
   UK	
   Government.	
   	
   The	
   phenomena	
   of	
  
globalisation	
   has	
   meant	
   that	
   countries	
   and	
   the	
   people	
   that	
   comprise	
   them	
   are	
  
interconnected	
  in	
  a	
  way	
  that	
  has	
  never	
  been	
  seen	
  in	
  history	
  before,	
  and	
  this	
  leads	
  to	
  
aftershocks	
  of	
  events	
  being	
  felt	
  acutely	
  by	
  governments	
  and	
  their	
  citizens	
  even	
  if	
  the	
  
initial	
   shock	
   occurs	
   on	
   the	
   opposite	
   side	
   of	
   the	
   globe.	
   Thus	
   rethinking,	
   both	
   in	
   a	
  
conceptual	
  and	
  practical	
  manner,	
  how	
  governments	
  understand	
  and	
  respond	
  to	
  this	
  
new	
  time	
  of	
  ‘shock	
  and	
  aftershock’	
  has	
  taken	
  on	
  a	
  new	
  significance	
  in	
  recent	
  times.	
  	
  
	
  
Over	
   he	
   past	
   two	
   years	
   discussions	
   over	
   the	
   changing	
   nature	
   of	
   the	
   ‘National	
  
Security’	
   agenda	
   has	
   gathered	
   a	
   great	
   deal	
   of	
   momentum	
   within	
   both	
   academic	
  
spheres	
  and	
  UK	
  Government	
  circles.3	
  	
  This	
  is	
  by	
  no	
  means	
  a	
  new	
  debate,	
  indeed	
  the	
  
end	
   of	
   the	
   Cold	
   War	
   allowed	
   for	
   a	
   burgeoning	
   of	
   the	
   security	
   agenda	
   to	
   include	
  
aspects	
   of	
   economic	
   and	
   environmental	
   security,	
   security	
   thinkers	
   and	
   strategists	
  
entered	
   a	
   new	
   period	
   of	
   relative	
   freedom	
   exploring	
   security	
   issues	
   away	
   from	
  
traditional	
   military	
   spheres.	
   	
   However,	
   the	
   UK	
   Government’s	
   first	
   attempt4	
   to	
  
conceptualise	
  this	
  new	
  security	
  environment,	
   linking	
  both	
  the	
  defence	
  and	
  security	
  
agendas	
   in	
   one	
   document,	
   did	
   not	
   appear	
   until	
   March	
   2008	
   when	
   the	
   UK	
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  Responsibilities	
  –	
  A	
  
national	
  security	
  strategy	
  for	
  the	
  UK.	
  IPPR,	
  London.	
  also	
  Charlie	
  Edwards	
  (2007)	
  –	
  “The	
  case	
  for	
  a	
  
national	
  security	
  strategy”,	
  DEMOS	
  Report,	
  February,	
  London.	
  	
  	
  	
  
4	
  Not	
  withstanding	
  the	
  Strategic	
  Defence	
  Review	
  which	
  examined	
  the	
  linkages	
  between	
  foreign	
  and	
  
domestic	
  policy	
  from	
  a	
  military	
  perspective. 
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Government	
  published	
   its	
   first	
  National	
   Security	
  Strategy.5	
   	
   This	
  document	
   laid	
   the	
  
foundations	
  for	
  cross	
  departmental	
   thinking	
  on	
  approaches	
  to	
  tackling	
  the	
  security	
  
issues	
  of	
  the	
  day.	
  	
  In	
  the	
  Government’s	
  own	
  words:	
  
	
  
“This	
  groundbreaking	
  approach	
  to	
  tackling	
  security	
  challenges	
  reflected	
  a	
  profound	
  
and	
   developing	
   shift	
   in	
   our	
   understanding	
   of	
   national	
   security:	
   broadening	
   the	
  
concept	
  beyond	
  the	
  traditional	
  focus	
  of	
  the	
  protection	
  of	
  the	
  state	
  and	
  its	
  interests	
  
from	
  attacks	
  by	
  other	
  states,	
  to	
  include	
  threats	
  to	
  individual	
  citizens	
  and	
  our	
  way	
  of	
  
life.”6	
  
	
  
Regarding	
   the	
   breadth	
   of	
   security	
   issues	
   that	
   it	
   addressed,	
   the	
   document	
   was	
  
certainly	
   ‘groundbreaking’	
   as	
   very	
   few	
  other	
   countries’	
   national	
   security	
   strategies	
  
cover	
  such	
  a	
  wide	
  range	
  of	
  security	
  and	
  defence	
  issues	
  in	
  one	
  place.	
  The	
  document	
  
was	
   criticised	
   for	
   being	
   too	
   generalised	
   and	
   not	
   actually	
   containing	
   a	
   strategy	
   for	
  
how	
  a	
  response	
  to	
  new	
  complex	
  security	
  threats	
  in	
  the	
  21st	
  century	
  should	
  be	
  met7,	
  
and	
  to	
  a	
  degree	
  this	
  is	
  true,	
  there	
  were	
  no	
  clear	
  planning	
  guidelines	
  and	
  assumptions	
  
provided	
  within	
  the	
  document.	
  	
  However,	
  it	
  did	
  provide	
  a	
  valuable	
  building	
  block	
  to	
  
creating	
   pan-­‐departmental	
   thinking	
   and	
   potentially	
   providing	
   a	
   more	
   coherent	
  
approach	
  to	
  national	
  security	
  issues	
  in	
  the	
  future.	
  
	
  
Building	
  upon	
  this	
  initial	
  effort	
  an	
  updated	
  version	
  of	
  the	
  strategy	
  was	
  published	
  in	
  
June	
   2009,	
   which	
   expanded	
   upon	
   the	
   initial	
   effort	
   both	
   intellectually	
   and	
   in	
  
beginning	
   to	
   provide	
   planning	
   assumptions	
   to	
   guide	
   security	
   priorities.	
   	
   The	
  
document	
   has	
   begun	
   to	
   look	
   more	
   like	
   a	
   strategy,	
   yet	
   is	
   still	
   someway	
   off	
   from	
  
offering	
   that	
   kind	
   of	
   practical	
   pathway	
   that	
   a	
   strategy	
   should	
   contain.	
   	
   Two	
   key	
  
factors	
  were	
  interesting	
  to	
  note	
  however,	
  firstly	
  was	
  that	
  the	
  global	
  economic	
  crisis	
  
is	
  increasingly	
  shaping	
  government	
  thinking	
  in	
  terms	
  of	
  conceptualising	
  the	
  types	
  of	
  
national	
   security	
   threats	
   that	
   will	
   be	
   faced	
   in	
   the	
   future,	
   as	
   well	
   as	
   the	
   ability	
   of	
  
government	
   to	
   adequately	
   fund	
   the	
   responses	
   to	
   those	
   threats.	
   	
   Secondly,	
   there	
  
appears	
  to	
  be	
  a	
  somewhat	
   linked	
  focus	
  on	
  more	
  traditional	
  security	
  issues,	
  such	
  as	
  
the	
  large	
  defence	
  sector	
  programmes,	
  public	
  and	
  private	
  sector	
  espionage,	
  and	
  the	
  
growth	
  and	
  spread	
  of	
  serious	
  organised	
  crime.	
  	
  It	
  demonstrates	
  how	
  a	
  government’s	
  
national	
   security	
   priorities	
   change	
   quickly	
   in	
   the	
   21st	
   Century,	
   in	
   this	
   case	
   to	
   the	
  
‘shock’	
  of	
  the	
  economic	
  crisis	
  facing	
  this	
  country,	
  which	
  has	
  re-­‐focused	
  thinking	
  from	
  
counter-­‐terrorist	
   issues	
   to	
   issues	
   that	
   have	
   short	
   to	
   medium	
   term	
   financial	
  
connotations.	
  
	
  
The	
  Question	
  of	
  Economics	
  
With	
  the	
  UK	
  economy	
  currently	
   in	
  sharper	
  decline	
  than	
  many	
  countries	
  around	
  the	
  
world	
  and	
  government	
  borrowing	
  totalling	
  more	
  than	
  half	
  the	
  UK’s	
  Gross	
  Domestic	
  
                                                
5	
  Cabinet	
  Office	
  (2008)	
  –	
  The	
  National	
  Security	
  Strategy	
  of	
  the	
  United	
  Kingdom	
  –	
  Security	
  in	
  an	
  
interdependent	
  world.	
  Crown	
  Copyright,	
  UK.	
  
6	
  Cabinet	
  Office	
  (2009)	
  –	
  The	
  National	
  Security	
  of	
  the	
  United	
  Kingdom:	
  Update	
  2009	
  –	
  Security	
  for	
  the	
  
Next	
  Generation.	
  	
  Crown	
  copyright,	
  UK.	
  
7	
  See	
  BBC	
  (2008)	
  –	
  “Brown	
  unveils	
  security	
  strategy”,	
  BBC	
  News	
  Online,	
  19th	
  March.	
  	
  Available	
  online:	
  
http://news.bbc.co.uk/1/hi/uk_politics/7303846.stm	
  ,	
  also	
  Paul	
  Cornish	
  (2008)	
  –	
  “The	
  national	
  
security	
  strategy	
  of	
  the	
  United	
  Kingdom	
  –	
  How	
  radical	
  can	
  Britain	
  be?”,	
  Chatham	
  House	
  Experts	
  
Comments,	
  26th	
  March.	
  	
  Available	
  online:	
  http://www.chathamhouse.org.uk/media/comment/nss/  
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Product8,	
   there	
   will	
   no	
   doubt	
   be	
   an	
   impact	
   upon	
   future	
   approaches	
   to	
   national	
  
security	
  in	
  the	
  UK	
  due	
  to	
  the	
  burdens	
  placed	
  upon	
  future	
  budgetary	
  expenditure.	
  	
  In	
  
a	
  recent	
  article,	
  Malcolm	
  Chalmers	
  suggested	
  that	
  any	
  future	
  government	
  spending	
  
cuts	
  could	
  potentially	
   incorporate	
  the	
  areas	
  of	
  public	
  order	
  and	
   justice	
  (police,	
   fire	
  
service,	
  prisons,	
  courts,	
  etc):	
  
	
  
“The	
   UK	
   now	
   spends	
  much	
  more	
   in	
   this	
   area	
   than	
   other	
   EU	
   countries.	
   	
   Yet	
   some	
  
argue	
  that	
  the	
  rapid	
  increase	
  in	
  spending	
  since	
  the	
  1980s	
  has	
  not	
  been	
  matched	
  by	
  
increased	
  efficiency…Spending	
  on	
  public	
  order	
  and	
  safety	
  has	
  already	
  risen	
  from	
  the	
  
equivalent	
  of	
  42	
  per	
  cent	
  of	
  defence	
  spending	
  in	
  1987/88	
  to	
  the	
  equivalent	
  of	
  91	
  per	
  
cent	
  in	
  2008/09.”9	
  
	
  
This	
   rise	
   is	
   spending	
  may	
  well	
   reasonable	
   in	
   the	
   context	
   of	
   responding	
   to	
   threats	
  
within	
   the	
   UK	
   from	
   crime	
   and	
   terrorism,	
   as	
   well	
   as	
   making	
   much	
   needed	
  
improvements	
  to	
  elements	
  of	
  the	
  UK’s	
  public	
  order	
  and	
  justice	
  system	
  that	
  required	
  
developing.	
   	
   However,	
   the	
   blend	
   of	
   economic	
   contraction	
   over	
   the	
   next	
   five	
   years	
  
and	
  potential	
  public	
  perception	
  that	
  there	
  is	
  a	
  lack	
  of	
  high	
  impact	
  security	
  threats	
  in	
  
the	
   UK	
   to	
  warrant	
   such	
   high	
   spending	
   in	
   this	
   sector	
   could	
  well	
   lead	
   to	
   decreased	
  
central	
  government	
  spending	
  on	
  UK	
  national	
  security.	
   	
  This	
  could	
  mean	
  that	
   future	
  
UK	
   governments	
   begin	
   to	
   examine	
   avenues	
   of	
   incorporating	
   the	
   private	
   sector	
  
increasingly	
  into	
  the	
  national	
  security	
  mechanisms	
  of	
  the	
  UK.	
  	
  Already	
  many	
  areas	
  of	
  
public	
  order	
  and	
  justice	
  work	
  are	
  contracted	
  out	
  to	
  the	
  private	
  sectors,	
  prisons	
  have	
  
private	
   security	
   firms	
   running	
   them,	
   crowd	
  management	
   duties	
   at	
   sporting	
   events	
  
are	
  partially	
  conducted	
  by	
  private	
  contractors.	
  	
  Could	
  we	
  see	
  increasingly	
  large	
  parts	
  
of	
   the	
   Government	
   digital	
   network	
   being	
   entirely	
   contracted	
   out	
   to	
   the	
   private	
  
sector	
  in	
  an	
  attempt	
  to	
  make	
  them	
  more	
  cost	
  effective?	
  	
  With	
  the	
  inevitable	
  public	
  
spending	
   cuts	
   that	
   will	
   arrive	
   in	
   the	
   coming	
   years	
   could	
   we	
   begin	
   to	
   see	
   an	
  
increasingly	
  number	
  of	
  security	
  responsibilities	
  being	
  pushed	
  into	
  the	
  private	
  sector,	
  
such	
  as	
   low-­‐level	
   policing	
  duties,	
  protection	
  of	
   infrastructure	
   for	
  example?	
   	
  This	
   is	
  
certainly	
  an	
  area	
  that	
  warrants	
  increased	
  political	
  and	
  public	
  discussion.	
  
	
  
Vulnerabilities	
  of	
  Interconnectivity	
  in	
  the	
  Cyber	
  World	
  
Alongside	
   the	
   publication	
   of	
   the	
   second	
   incarnation	
   of	
   the	
   UK	
   National	
   Security	
  
Strategy,	
  the	
  government	
  took	
  the	
  opportunity	
  to	
  publish	
  a	
  Cyber	
  Security	
  Strategy	
  
which	
  aimed	
  to	
  lower	
  the	
  risk	
  to	
  the	
  public,	
  businesses	
  and	
  government	
  from	
  threats	
  
online.	
   	
  As	
  UK	
  Government	
  aspires	
  to	
  provide	
  more	
  online	
  services	
  and	
  streamline	
  
work	
  practices	
  as	
  part	
  of	
   its	
   ‘Digital	
  Britain’	
  programme,	
   this	
  new	
  strategy	
   is	
  much	
  
needed.10	
   	
  To	
  a	
  degree	
  this	
  strategy	
  acknowledged	
  the	
  relative	
  vulnerability	
  of	
  the	
  
digital	
   networks	
   that	
   underpin	
   our	
   way	
   of	
   life	
   now,	
   and	
   that	
   responding	
   to	
   this	
  
vulnerability	
   is	
   imperative	
  due	
   to	
   the	
   inherent	
   financial	
   risks	
   that	
  exist.	
   	
  Attacks	
   in	
  
the	
  cyber	
  world	
  are	
  both	
  easy	
  to	
  execute	
  and	
  come	
  in	
  multiple	
  forms,	
  many	
  of	
  which	
  

                                                
8	
  BBC	
  (2009)	
  –	
  “UK	
  government	
  borrowing	
  at	
  £90bn”,	
  BBC	
  News	
  Online,	
  22nd	
  April.	
  	
  Available	
  online:	
  
http://news.bbc.co.uk/1/hi/business/8011781.stm	
  	
  
9	
  Malcolm	
  Chalmers	
  (2009)	
  –	
  “Preparing	
  for	
  the	
  Lean	
  Years”,	
  Future	
  Defence	
  Review,	
  Working	
  Paper	
  1,	
  
July	
  2009,	
  RUSI,	
  London. 
10	
  Cabinet	
  Office	
  (2009)	
  –	
  Cyber	
  Security	
  Strategy	
  of	
  the	
  United	
  Kingdom	
  –	
  safety,	
  security	
  and	
  
resilience	
  in	
  cyber	
  space.	
  Crown	
  copyright,	
  UK.	
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have	
  significant	
  financial	
  connotations	
  for	
  all	
  involved	
  and,	
  therefore,	
  in	
  this	
  time	
  of	
  
increasing	
  economic	
  fragility	
  require	
  considerable	
  efforts	
  to	
  mitigate	
  risk:	
  
	
  
“With	
  over	
  £50	
  billion	
  spent	
  online	
  in	
  the	
  UK	
  every	
  year	
  and	
  90%	
  of	
  our	
  high	
  street	
  
purchases	
  made	
  using	
  electronic	
  transactions,	
  new	
  technology	
  is	
  vital	
  to	
  our	
  national	
  
prosperity.	
   But	
   with	
   modern	
   life	
   increasingly	
   dependent	
   on	
   computers	
   and	
  
communications	
   technology	
   cyber	
   space	
   is	
   a	
   new	
   area	
   where	
   hostile	
   states,	
  
terrorists,	
  and	
  criminals	
  can	
  all	
  threaten	
  UK	
  security	
  interests.”11	
  
	
  
The	
  lack	
  of	
  a	
  central	
  body	
  to	
  oversee	
  the	
  UK’s	
  response	
  to	
  the	
  threat	
  of	
  cyber-­‐attack,	
  
led	
  to	
  the	
  publication	
  of	
  the	
  UK’s	
  Cyber	
  Security	
  Strategy	
  and	
  the	
  formation	
  of	
  two	
  
new	
  departments,	
  a	
  Cyber	
  Security	
  Operation	
  Centre	
  (CSOC)	
  which	
  is	
  hosted	
  at	
  the	
  
UK	
   Government	
   Communications	
   Headquarters	
   (GCHQ),	
   and	
   the	
   Office	
   of	
   Cyber	
  
Security	
   (OCS),	
   based	
   at	
   Cabinet	
   Office	
  who,	
   it	
   is	
   intended,	
   will	
   provide	
   ‘strategic	
  
leadership’	
   in	
  this	
  area	
  across	
  government.	
  	
  The	
  function	
  of	
  these	
  departments	
  will	
  
become	
  more	
   obvious	
   in	
   the	
  months	
   ahead	
   as	
   their	
   policies	
   and	
   remit	
   are	
  made	
  
clearer	
  to	
  the	
  public,	
  however,	
  at	
  present	
  having	
  only	
  been	
   in	
  existence,	
  at	
  least	
  in	
  
words,	
  for	
  only	
  seven	
  months	
  this	
  is	
  not	
  entirely	
  clear.	
  	
  The	
  primary	
  concern	
  for	
  the	
  
UK	
   is	
  gathering	
  sufficient	
   levels	
  of	
  expertise	
   in	
  order	
  to	
  able	
  to	
   counter	
  the	
  threat.	
  	
  
As	
   Lord	
  West	
   put	
   it	
   at	
   the	
   launch	
   of	
   the	
   Strategy,	
   "You	
   need	
   youngsters	
  who	
   are	
  
deep	
  into	
  this	
  stuff...	
  If	
  they	
  have	
  been	
  slightly	
  naughty	
  boys,	
  very	
  often	
  they	
  really	
  
enjoy	
  stopping	
  other	
  naughty	
  boys."	
  	
  In	
  order	
  to	
  attract	
  these	
  ‘naughty	
  boys’	
  the	
  UK	
  
could	
  well	
  utilise	
  similar	
  strategies	
  to	
  the	
  US	
  Government	
  who	
  backed	
  a	
  programme	
  
called	
  the	
  US	
  Cyber	
  Challenge	
  to	
  find	
  10,000	
  of	
  the	
  most	
  talented	
  computer	
  minds	
  
and	
  channel	
  them	
  towards	
  working	
  to	
  defend	
  the	
  nation	
  rather	
  than	
  attack	
   it.	
   	
  Yet	
  
there	
   has	
   been	
   no	
   explanation	
   of	
   how	
   the	
   Government	
   intends	
   to	
   develop	
   a	
  
sufficient	
   skills	
   base	
   in	
   this	
   area,	
   training	
   will	
   be	
   required	
   and	
   robust	
   pathway	
   to	
  
develop	
  these	
  skills	
  should	
  surely	
  be	
  a	
  priority.	
  
	
  
The	
   success	
   of	
   these	
   two	
   new	
   departments	
   will	
   be	
   heavily	
   dependent	
   upon	
  
investment	
   from	
   central	
   government	
   funds,	
  which	
   at	
   a	
   point	
   in	
   time	
  whereby	
   the	
  
UK’s	
  government	
  borrowing	
  totals	
  more	
  than	
  half	
  of	
  GDP	
  will	
  be	
  increasingly	
  difficult	
  
to	
  secure.	
  	
  A	
  here	
  lies	
  a	
  problem	
  for	
  the	
  UK,	
  at	
  present	
  there	
  is	
  no	
  ‘champion’	
  for	
  the	
  
cyber	
  security	
  cause	
  within	
  senior	
  levels	
  of	
  government	
  who	
  is	
  willing	
  to	
  push	
  for	
  the	
  
kind	
  of	
  funds	
  that	
  would	
  be	
  needed	
  to	
  activate	
  a	
  serious	
  shoring	
  up	
  of	
  the	
  UK’s	
  cyber	
  
domain.	
   	
  One	
  way	
  in	
  which	
  answers	
  will	
  have	
  to	
  be	
  found	
  is	
  through	
  the	
  increased	
  
fostering	
  of	
  public-­‐private	
  partnerships	
   in	
  this	
  area,	
  not	
  only	
  are	
  the	
  private	
  sector	
  
already	
   doing	
   an	
   vast	
   amount	
   of	
   work	
   in	
   this	
   area	
   in	
   order	
   to	
   protect	
   their	
   own	
  
intellectual	
  property,	
  but	
   it	
   is	
   through	
  this	
  kind	
  of	
   financial	
  burden	
  sharing	
  positive	
  
steps	
  can	
  be	
  made	
  for	
  Government	
  in	
  times	
  of	
  economic	
  constraint.	
  
	
  
Whether	
  we	
  are	
  on	
  the	
  brink	
  of	
  a	
   ‘digital	
  Pearl	
  Harbour’	
  as	
  is	
  often	
  reported	
  in	
  the	
  
US	
   is	
   yet	
   to	
   be	
   fully	
   understood,	
   however,	
   as	
   demonstrated	
   by	
   the	
   number	
   of	
  
international	
  cases	
  of	
  cyber	
  attacks	
  that	
  are	
  occurring	
  during	
  2009	
  alone,	
  it	
  is	
  certain	
  
that	
  government’s	
  need	
   to	
   shore	
  up	
   their	
   lines	
  of	
  defence.	
   	
   The	
  danger	
   lies	
   in	
   too	
  

                                                
11	
  Ibid. 
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little	
  being	
  done	
  at	
  a	
  stage	
  when	
  hackers	
  currently	
  have	
  the	
  upper	
  hand,	
  to	
  seize	
  the	
  
initiative	
  back	
  from	
  them	
  governments	
  need	
  to	
  prioritise	
  and	
   invest	
  in	
  this	
  area,	
  or	
  
suffer	
   the	
   risk	
   that	
   their	
   greatest	
   enabler	
   will	
   become	
   their	
   greatest	
   strategic	
  
weakness.	
  
	
  
In	
  many	
  ways	
   the	
  online	
  world	
   is	
   the	
  perfect	
  embodiment	
   of	
   the	
   rapid	
  globalised,	
  
interlinked	
   world	
   that	
   we	
   exist	
   in	
   now,	
   where	
   communication,	
   or	
   financial	
  
transaction	
  are	
  almost	
  instantaneous,	
  however,	
  it	
  also	
  demonstrates	
  where	
  extreme	
  
weakness	
  can	
   lie	
  as	
  a	
  state’s	
  capacity	
  to	
  adapt	
  to	
  such	
  an	
   instantaneous	
  world	
  are	
  
slow	
   due	
   to	
   government	
  mechanisms	
   for	
   change	
   being	
   slower	
   and	
   less	
   adaptable	
  
than	
  a	
  terrorist	
  group,	
  or	
  organised	
  criminal	
  gang.	
  	
  
	
  
Stocktaking	
  the	
  Legislative	
  Process	
  
The	
   electorate	
   have	
   voted	
   out	
   of	
   power	
   a	
   government	
  who	
  had	
   introduced	
  more	
  
new	
  legislation	
  than	
  any	
  government	
  that	
  preceded	
  it.	
  In	
  the	
  area	
  of	
  CT	
   legislation,	
  
many	
  new	
  Acts	
  have	
  been	
  passed	
  to	
  provide	
  the	
  Police	
  with	
  the	
  legal	
  tools	
  necessary	
  
to	
  act	
  in	
  a	
  pre-­‐emptive	
  manner,	
  making	
  a	
  wider	
  range	
  of	
  activities	
  in	
  the	
  preparation	
  
for	
  terrorist	
  attacks	
  illegal	
  and	
  thus	
  allowing	
  individuals	
  to	
  be	
  arrested	
  in	
  appropriate	
  
time	
  before	
  an	
  attack	
  takes	
  place.	
  
	
  
After	
  a	
  period	
  of	
  10	
  years	
  whereby	
  there	
  have	
  been	
  four	
  major	
  Terrorism	
  Acts	
  have	
  
been	
   passed	
   by	
  Government	
   it	
   is	
   perhaps	
   now	
   time	
   to	
   take	
   a	
   step	
   back	
   from	
   the	
  
legislation	
  that	
  has	
  been	
  introduced	
  and	
  begin	
  to	
  re-­‐examine	
  legislative	
  means	
  that	
  
were	
  introduced	
  for	
  perfectly	
  legitimate	
  means	
  but	
  are	
  perhaps	
  being	
  interpreted	
  in	
  
ways	
  which	
  are	
  beyond	
  their	
  intended	
  purpose.	
  	
  In	
  a	
  liberal	
  democracy	
  there	
  should	
  
be	
   reassessment	
  of	
  past	
  Acts	
  when	
   they	
   so	
   clearly	
  have	
   such	
  a	
  direct	
   influence	
  on	
  
shaping	
  the	
  nature	
  and	
  shape	
  of	
  a	
  society.	
  

Perhaps	
   the	
   best	
   known	
   of	
   all	
   these	
   pieces	
   of	
   legislation	
   which	
   are	
   now	
   being	
  
misused	
   is	
   The	
   Regulation	
   of	
   Investigatory	
   Powers	
   Act	
   2000	
   (RIPA)	
   which	
   puts	
   a	
  
regulatory	
  framework	
  around	
  a	
  range	
  of	
  investigatory	
  powers.	
  	
  

This	
  is	
  done	
  to	
  ensure	
  the	
  powers	
  are	
  used	
  lawfully	
  and	
  in	
  a	
  way	
  that	
  is	
  compatible	
  
with	
  the	
  European	
  Convention	
  on	
  Human	
  Rights.	
  It	
  also	
  requires,	
  in	
  particular,	
  those	
  
authorising	
   the	
   use	
   of	
   covert	
   techniques	
   to	
   give	
   proper	
   consideration	
   to	
  whether	
  
their	
  use	
  is	
  necessary	
  and	
  proportionate.	
  

RIPA	
  regulates	
  the	
  following	
  areas:	
  

• The	
   interception	
  of	
  communications	
  (for	
   instance,	
  the	
  content	
  of	
  telephone	
  
calls,	
  e-­‐mails	
  or	
  postal	
  letters)	
  

• The	
   acquisition	
   and	
   disclosure	
   of	
   communications	
   data	
   (information	
   from	
  
communications	
  service	
  providers	
  relating	
  to	
  communications)	
  

• The	
  carrying	
  out	
  of	
  covert	
  surveillance	
  
o in	
  private	
  premises	
  or	
  vehicles	
  (‘intrusive	
  surveillance’)	
  or	
  
o in	
   public	
   places	
   but	
   likely	
   to	
   obtain	
   private	
   information	
   about	
   a	
  

particular	
  person	
  (‘directed	
  surveillance’)	
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• The	
   use	
   of	
   covert	
   human	
   intelligence	
   sources	
   (such	
   as	
   informants	
   or	
  
undercover	
  officers)	
  

• Access	
  to	
  electronic	
  data	
  protected	
  by	
  encryption	
  or	
  passwords.	
  

RIPA	
  provides	
  a	
  number	
  of	
  important	
  safeguards:	
  

• It	
   strictly	
   limits	
   the	
   people	
   who	
   can	
   lawfully	
   use	
   covert	
   techniques,	
   the	
  
purposes	
  for	
  and	
  conditions	
  in	
  which	
  they	
  can	
  be	
  used	
  and	
  how	
  the	
  material	
  
obtained	
  must	
  be	
  handled	
  

• It	
   reserves	
   the	
   more	
   intrusive	
   techniques	
   for	
   intelligence	
   and	
   law	
  
enforcement	
  agencies	
  acting	
  against	
  only	
  the	
  most	
  serious	
  crimes,	
  including	
  
in	
  the	
  interests	
  of	
  national	
  security	
  

• It	
  provides	
  for	
  the	
  appointment	
  of	
  independent	
  oversight	
  Commissioners	
  and	
  
the	
   establishment	
   of	
   an	
   independent	
   tribunal	
   to	
   hear	
   complaints	
   from	
  
individuals	
  who	
  believe	
  the	
  techniques	
  have	
  been	
  used	
  inappropriately.	
  

It	
   is	
  the	
  middle	
  of	
  these	
  three	
  final	
  safeguards	
  which	
  are	
  clearly	
  not	
  being	
  adhered	
  
to,	
  there	
  have	
  been	
  at	
  least	
  10,000	
  uses	
  by	
  local	
  borough	
  councils	
  of	
  RIPA	
  for	
  various	
  
means.	
   	
  One	
   of	
   the	
  most	
   recent	
   examples	
   taken	
   from	
  The	
   Times	
   on	
   the	
   23rd	
  May	
  
2009	
  stated	
  that:	
  

A	
   LOCAL	
   council	
   has	
   used	
   surveillance	
   powers	
   designed	
   to	
   catch	
   terrorists	
   and	
  
prevent	
  serious	
  crime	
  to	
  check	
  how	
  long	
  a	
  member	
  of	
  staff	
  spent	
  in	
  the	
  shower.	
  	
  

Burnley	
  borough	
  council	
  invoked	
  laws	
  set	
  up	
  to	
  safeguard	
  national	
  security	
  to	
  mount	
  
a	
  covert	
  operation	
  against	
  one	
  of	
  its	
  own	
  officials	
  because	
  it	
  suspected	
  he	
  was	
  using	
  
a	
  gym	
  during	
  office	
  hours.	
  	
  

Internal	
   council	
   papers,	
   obtained	
   under	
   the	
   Freedom	
   of	
   Information	
   Act,	
   revealed	
  
that	
   the	
   council	
   decided	
   to	
   mount	
   a	
   “direct	
   surveillance”	
   operation	
   against	
   the	
  
official.	
  	
  

Its	
  purpose	
  was	
  “to	
  see	
  if	
  [the]	
  council	
  employee	
  is	
  using	
  gym/showers	
  whilst	
  clocked	
  
in”.	
  	
  

Rather	
   than	
   interview	
   the	
   official	
   or	
   monitor	
   his	
   attendance	
   overtly,	
   the	
   council	
  
deployed	
   human	
   operatives	
   to	
   spy	
   on	
   his	
   movements,	
   including	
   in	
   the	
   changing	
  
room.	
  Hidden	
  cameras	
  were	
  not	
  installed.	
  The	
  surveillance	
  was	
  authorised	
  for	
  three	
  
months,	
  after	
  which	
  the	
  council	
  concluded	
  the	
  employee	
  had	
  carried	
  out	
  “personal	
  
activities”	
  while	
  at	
  work	
  and	
  had	
  defrauded	
  the	
  council.	
  	
  	
  

A	
   survey	
   last	
   year	
   found	
   that	
   some	
   local	
   authorities	
   had	
   used	
   RIPA	
   to	
   spy	
   on	
  
suspected	
   litter	
   louts	
   or	
   people	
   whose	
   dogs	
   fouled	
   the	
   pavement	
   and	
   to	
   check	
  
whether	
  a	
  family	
  really	
  did	
  live	
  in	
  a	
  school	
  catchment	
  area.	
  	
  

Clearly	
   this	
   is	
   one	
   example	
   of	
   where	
   legitimate	
   areas	
   of	
   legislation,	
   introduced	
   to	
  
counter	
   the	
   terrorist	
   threat	
   in	
   the	
   UK	
   are	
   being	
  misused	
   for	
   alternative	
   purposes	
  
than	
  they	
  were	
  designed	
  for.	
  	
  It	
   is	
  advisable	
  that	
  the	
  UK’s	
  CT	
  legislation	
  is	
  reviewed	
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and	
  in	
  places	
  re-­‐adjusted	
  to	
  ensure	
  that	
  it	
  is	
  in	
  line	
  with	
  both	
  the	
  current	
  threat,	
  and	
  
is	
   being	
   used	
   for	
   the	
   correct	
   purposes.	
   	
   In	
   areas	
   that	
   this	
   is	
   not	
   occurring	
   then	
  
adjustments	
  should	
  be	
  made.	
  

Government	
  responses	
  to	
  failed	
  terrorist	
  attacks	
  
Under	
  the	
  current	
  ‘terrorist	
  cloud’,	
  any	
  serious	
  attempted	
  attack	
  provokes	
  a	
  reaction	
  
from	
  Government	
  which	
   is	
   forced	
  to	
   immediately	
  address	
  the	
  security	
  problems	
  at	
  
hand,	
   along	
   with	
   filling	
   any	
   apparent	
   gaps	
   in	
   their	
   mechanisms	
   for	
   securing	
   the	
  
nation.	
  	
  Instant	
  media	
  and	
  communications	
  mean	
  that	
  any	
  attack,	
  be	
  it	
  successful	
  or	
  
otherwise,	
  will	
  receive	
  coverage	
  and	
  gain	
  world	
  headlines	
  thus	
  requiring	
  a	
  response	
  
from	
  Government	
   in	
  order	
  to	
  demonstrate	
  decisive	
  action	
  and	
  reassure	
  the	
  public.	
  	
  
Therefore,	
  to	
  a	
  degree,	
  the	
  power	
  is	
  in	
  the	
  hands	
  of	
  the	
  would	
  be	
  terrorist,	
  knowing	
  
that	
  even	
  if	
  the	
  attempt	
  fails,	
  if	
  they	
  can	
  highlight	
  a	
  weakness	
  in	
  the	
  security	
  system,	
  
be	
  it	
  of	
  an	
  airport	
  or	
  any	
  other	
  transportation	
  hub,	
  they	
  will	
  change	
  the	
  way	
  that	
  the	
  
public	
  go	
  about	
  their	
  everyday	
  life.	
  	
  Terrorism,	
  by	
  its	
  very	
  nature,	
  is	
  aimed	
  to	
  change	
  
and	
  inconvenience	
  our	
  patterns	
  of	
  everyday	
  life	
  and	
  hopefully	
  make	
  us	
  fearful	
  of	
  the	
  
unknown	
   and	
   unimaginable.	
   	
   The	
   first	
   example	
   after	
   9/11	
   of	
   the	
   ‘action-­‐reaction’	
  
phenomena	
  was	
  in	
  the	
  wake	
  of	
  Richard	
  Reid’s	
  failed	
  attempt	
  to	
  blow	
  up	
  his	
  shoes	
  on	
  
a	
  transatlantic	
   flight	
   in	
  December	
  2001,	
  which	
   led	
  to	
  passengers	
  having	
  to	
  take	
  off	
  
their	
  shoes	
  in	
  order	
  to	
  pass	
  them	
  through	
  a	
  scanning	
  device,	
  creating	
  large	
  queues	
  at	
  
airports	
  and	
  much	
  dismay	
  from	
  passengers.	
  	
  After	
  the	
  foiled	
  ‘Bonjinka	
  II’	
  plot	
  in	
  2006	
  
whereby	
   the	
  attackers	
  were	
   intending	
   to	
  use	
   liquid	
  explosives	
   to	
  blow	
  up	
  multiple	
  
flights	
  to	
  North	
  America,	
  subsequent	
  limitations	
  on	
  liquids	
  on	
  aircraft	
  were	
  imposed,	
  
to	
  the	
  extent	
  that	
  still	
  now	
  we	
  cannot	
  carry	
  any	
  container	
  with	
  more	
  than	
  100ml	
  of	
  
liquid	
  in	
  them	
  on	
  board	
  a	
  flight.	
  
	
  

“Thanks	
   a	
   bunch,	
   thunderpants.	
   	
   Umar	
   Abdulmutallab’s	
   botched	
   attempt	
   at	
  
roasting	
   his	
   Christmas	
   Day	
   chestnuts	
   will	
   now	
   constipate	
   our	
   airports	
   yet	
  
further	
  with	
  body	
  scanners,	
  sniffer-­‐dogs	
  and	
  Perspex	
  bins	
  filled	
  with	
  confiscated	
  
boxer	
  shorts.”12	
  

	
  
Whilst	
   the	
   fact	
   that	
   Abdulmutallab	
   hid	
   his	
   explosive	
   device	
   in	
   his	
   underpants	
   has	
  
become	
   quite	
   a	
   joke	
   for	
   some,	
   this	
   is	
   only	
   because	
   his	
   attack	
   failed.	
   	
   Despite	
  
underpants	
  appearing	
  to	
  be	
  quite	
  a	
  strange	
  container	
  for	
  explosives,	
  it	
  was	
  actually	
  
very	
   clever	
   in	
   its	
   simplicity.	
   	
   At	
   the	
   time	
   there	
   was	
   no	
   mechanism	
   for	
   detecting	
  
explosives	
   that	
  would	
  be	
  carried	
   in	
   such	
  a	
   sensitive	
  area	
  of	
   the	
  body,	
   therefore,	
   it	
  
was	
   one	
   of	
   the	
   few	
   places	
   left	
   to	
   carry	
   such	
   a	
   device.	
   	
   As	
   a	
   reaction	
   to	
   this	
  
methodology	
   of	
   concealment	
   governments	
   in	
   the	
   US,	
   UK	
   and	
   Netherlands	
   rapidly	
  
discussed	
   the	
   introduction	
   millimetre	
   wave	
   scanners	
   which	
   could	
   see	
   through	
  
clothing,	
   to	
   try	
  and	
  counter	
   the	
   threat.	
   	
  Not	
  only	
   costing	
  many	
  millions	
  of	
  pounds	
  
and	
  creating	
  further	
  delays	
  at	
  airports,	
  there	
  have	
  been	
  questions	
  raised,	
  especially	
  
by	
  the	
  European	
  Commission	
  about	
  the	
  civil	
   liberties	
  of	
   individuals	
  passing	
  through	
  
the	
  scanners	
  which	
  had	
  previously	
  held	
  up	
  their	
  widespread	
  use.	
  	
  Furthermore,	
  there	
  
were	
  questions	
  raised	
  about	
  the	
  ability	
  of	
  such	
  devices	
  to	
  detect	
  the	
  kind	
  of	
  device	
  

                                                
12	
  Leith,	
  S.	
  (2010)	
  –	
  “Jihad	
  is	
  little	
  more	
  than	
  just	
  pants	
  on	
  fire”,	
  London	
  Evening	
  Standard,	
  4	
  January	
  
2010,	
  p.15.	
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that	
   Abdulmutallab	
   was	
   carrying.13	
   However,	
   these	
   concerns	
   were	
   swept	
   aside	
   in	
  
order	
  to	
  demonstrate	
  Government	
  action	
  against	
  a	
  new	
  threat.	
   	
  Worryingly,	
  an	
  al-­‐
Qa’ida	
  operative,	
  again	
  from	
  Yemen,	
  attempted	
  to	
  conduct	
  a	
  suicide	
  attack	
  on	
  Prince	
  
Mohammed	
   bin	
   Nayef,	
   the	
   Saudi	
   deputy	
   interior	
  minister	
   in	
   August	
   2009	
   using	
   a	
  
bomb	
   concealed	
   in	
   his	
   rectum,	
   which	
   if	
   utilised	
   in	
   future	
   attacks	
   against	
   aircraft	
  
would	
  allude	
  even	
  more	
  advanced	
  new	
  detection	
   technologies	
   than	
  we	
  are	
   seeing	
  
now.14	
  	
  
	
  
To	
   further	
   demonstrate	
   the	
   impact	
   that	
   events	
   over	
   Christmas	
   had,	
   it	
   led	
   to	
   an	
  
admission	
   from	
   Barak	
   Obama	
   that	
   a	
   ‘systemic	
   failure’	
   had	
   occurred	
   and	
   that	
   he	
  
considered	
   it	
   ‘totally	
   unacceptable’	
   leading	
   to	
   a	
   shake-­‐up	
   of	
   how	
   the	
   various	
  
intelligence	
   agencies	
   in	
   the	
   US	
   share	
   and	
   cross	
   reference	
   intelligence	
   information	
  
between	
   them,	
  along	
  with	
   tightening	
   ‘no	
   fly’	
   lists	
  of	
   individuals	
  under	
   suspicion	
   of	
  
terrorist	
  links.15	
  	
  Similarly	
  Gordon	
  Brown	
  announced	
  that	
  a	
  tightening	
  and	
  extension	
  
of	
  UK	
   ‘no	
   fly’	
   lists	
  would	
  be	
   imposed	
  along	
  with	
  direct	
   flights	
  between	
  Yemen	
  and	
  
the	
  UK	
  being	
  cancelled	
  until	
  concerns	
  about	
  their	
  safety	
  were	
  addressed.	
  	
  	
  
	
  
The	
   impact	
   of	
   world	
   leaders	
   responding	
   to	
   the	
   actions	
   of	
   one	
   individual	
  
demonstrates	
   how	
   powerful	
   the	
   actions	
   of	
   a	
   lone	
   actor	
   can	
   be,	
   not	
   only	
   in	
  
highlighting	
   frailties	
   in	
   our	
   counter-­‐terrorism	
   mechanisms,	
   but	
   also	
   in	
   creating	
   a	
  
high-­‐profile	
   for	
   their	
   cause.	
   The	
   pattern	
   of	
   terrorists	
   attempting	
   to	
   find	
   new	
  
techniques	
  and	
  methods	
  to	
  find	
  a	
  way	
  around	
  new	
  technologies	
  that	
  are	
  introduced	
  
in	
  the	
  wake	
  of	
  attempted	
  attacks	
  is	
  destined	
  to	
  continue	
  into	
  the	
  future.	
  	
  	
  
	
  
The	
   political	
   requirement	
   to	
   be	
   seen	
   to	
   act	
   in	
   response	
   to	
   an	
   attempted	
   terrorist	
  
attack	
   means	
   that	
   we	
   are	
   frequently	
   reacting	
   to	
   events	
   and	
   attempting	
   to	
   play	
  
‘catch-­‐up’.	
   	
   The	
   pattern	
   of	
   action	
   and	
   response	
   is	
   likely	
   to	
   continue,	
   as	
   terrorists	
  
innovate	
   around	
   the	
   counter-­‐terrorism	
   technologies	
   introduced	
   after	
   previous	
  
attacks.	
   	
   Similarly,	
   the	
   likelihood	
   that	
   incidences	
   of	
   individuals	
   acting	
   alone	
   will	
  
increase	
   as	
   a	
   theme	
   of	
   contemporary	
   terrorist	
   actions	
   is	
   extremely	
   probable.	
  	
  
Nevertheless,	
  whilst	
  we	
  must	
  be	
  weary	
  of	
  becoming	
  too	
  risk-­‐averse,	
  it	
   is	
  incumbent	
  
upon	
   us	
   to	
   treat	
   the	
   terrorist	
   threat	
   as	
   a	
   risk	
   amongst	
  many,	
   creating	
   prevention	
  
mechanisms	
  that	
  do	
  not	
  compromise	
  our	
  quality	
  of	
  life	
  or	
  our	
  liberties	
  as	
  this	
  is	
  an	
  
aim	
  of	
  terrorist	
  activity	
  and	
  we	
  should	
  not	
  succumb	
  too	
  lightly.	
  
	
  
Citizen	
  Centric	
  Security	
  –	
  The	
  Issue	
  of	
  Trust	
  
Within	
   UK	
   national	
   security	
   documentation	
   there	
   is	
   an	
   increasing	
   onus	
   upon	
   the	
  
individual	
  to	
  take	
  responsibility	
  for	
  their	
  own	
  security	
  be	
  it	
  online,	
  or	
  being	
  prepared	
  
and	
  aware	
  of	
  potential	
  threats	
  and	
  hazards	
  in	
  their	
  immediate	
  vicinity.	
  	
  The	
  sharing	
  
of	
  responsibility	
  between	
  the	
  state	
  and	
  society	
  appears	
  to	
  be	
  a	
  sensible	
  approach	
  to	
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security.	
   	
   However,	
   this	
   is	
   difficult	
   when	
   citizens	
   have	
   become	
  more	
   independent	
  
and	
  less	
  trusting	
  of	
  state	
  functions	
  than	
  during	
  the	
  last	
  century.	
  	
  At	
  the	
  community	
  
level	
   the	
   Government	
   has	
   actively	
   sought	
   out	
   engagement	
  with	
   regions	
   at	
   risk	
   of	
  
natural	
   disaster	
   through	
   the	
   Civil	
   Contingencies	
   Secretariat	
   and	
   Local	
   Resilience	
  
Forums	
   conducting	
   workshops	
   to	
   inform	
   interested	
   people	
   about	
   emergency	
  
preparedness.	
  	
  Yet,	
  people	
  who	
  attend	
  these	
  workshops	
  are	
  those	
  who	
  are	
  likely	
  to	
  
be	
   actively	
   involved	
   in	
   community	
   projects	
   already.	
   	
   The	
   question	
   of	
   how	
   the	
  
Government	
  reach	
  those	
  who	
  do	
  not	
  engage	
  is	
  still	
  to	
  be	
  answered.	
  	
  
	
  
More	
  of	
  a	
  problematic	
   issue	
   is	
   the	
  debatable	
   level	
  of	
  public	
  trust	
  that	
  exists	
   in	
  the	
  
strategic	
  risk	
  communication	
  of	
  Government.	
  Public	
  trust	
  in	
  the	
  government	
  system	
  
and	
   the	
  Members	
   of	
   Parliament	
   that	
   reside	
   over	
   it	
   is	
   at	
   an	
   all	
   time	
   low	
   and	
   this	
  
presents	
  a	
  problem.	
  	
  The	
  UK	
  Government	
  has	
  chosen	
  to	
  place	
  the	
  citizen	
  at	
  the	
  heart	
  
of	
  security,	
  in	
  so	
  far	
  that	
  the	
  citizen	
  is	
  encouraged	
  to	
  take	
  responsibility	
  for	
  their	
  own	
  
security	
   whilst	
   trusting	
   the	
   Government	
   to	
   ensure	
   other	
   areas	
   of	
   their	
   safety.	
  	
  
However,	
  how	
  can	
  this	
  position	
  be	
  reconciled	
  with	
  lack	
  of	
  trust	
  that	
  currently	
  exists	
  
by	
   the	
   public	
   in	
   Government	
   and	
   messages	
   that	
   it	
   provides?	
   	
   One	
   of	
   the	
   most	
  
pressing	
   issues	
   in	
   the	
   national	
   security	
   debate	
   right	
   now	
   is	
   how	
   do	
   the	
   new	
  
Government	
  begin	
  to	
  re-­‐establish	
  trust	
  in	
  their	
  communications	
  with	
  the	
  electorate	
  
and	
   the	
  policies	
   that	
   they	
  make?	
   	
   In	
   the	
  coming	
  months	
  ahead	
   the	
  answer	
   to	
   this	
  
question	
   will	
   be	
   pivotal	
   in	
   enabling	
   real	
   national	
   security	
   advances	
   to	
   be	
   made,	
  
otherwise	
  there	
  is	
  a	
  danger	
  that	
  governments	
  will	
  suffer	
  from	
  the	
  ‘aftershock’	
  of	
  an	
  
electorate	
  who	
  have	
  little	
  faith	
  in	
  the	
  decisions	
  that	
  they	
  make.	
  	
  

	
  
Written	
  Evidence	
  Submitted	
  by	
  the	
  Chertoff	
  Group	
  
	
  
	
  
The	
  Chertoff	
  Group	
  is	
  a	
  security	
  and	
  risk	
  management	
  advisory	
  firm	
  led	
  by	
  the	
  former	
  
U.S.	
   Secretary	
   of	
   Homeland	
   Security	
   Michael	
   Chertoff.	
   	
  The	
   firm	
   assists	
   clients	
   in	
  
areas	
  related	
  to	
  counter-­‐terrorism,	
  cyber	
  security,	
  border	
  protection	
  and	
  surveillance,	
  
aviation	
   security,	
   identity	
   management,	
   defense	
   procurement,	
   law	
   enforcement,	
  
fraud	
   and	
   supply	
   chain	
   security.	
   The	
   firm	
   also	
   provides	
   mergers	
   and	
   acquisitions	
  
strategic	
  advisory	
  services	
  for	
  its	
  clients	
  in	
  the	
  security	
  industry.	
  The	
  firm	
  is	
  based	
  in	
  
Washington,	
  D.C.,	
  with	
  offices	
  in	
  New	
  York	
  and	
  London.	
  
	
  
Principles	
  of	
  the	
  Chertoff	
  Group	
  include:	
  	
  The	
  Rt.	
  Hon.	
  Dr.	
  John	
  Reid,	
  former	
  UK	
  Home	
  
Secretary;	
   General	
   Michael	
   Hayden,	
   former	
   Director	
   of	
   the	
   Central	
   Intelligence	
  
Agency;	
   Graham	
   Love,	
   former	
   CEO	
   of	
   QinetiQ;	
   The	
   Hon.	
   Dr.	
   Richard	
   Falkenrath,	
  
former	
  Deputy	
  Commissioner	
  for	
  Counter	
  Terrorism,	
  NYPD;	
  Sir	
  David	
  Veness,	
   former	
  
Undersecretary	
  General	
  for	
  Safety	
  and	
  Security,	
  United	
  Nations.	
  
	
  
The	
   submission	
   to	
   the	
  Homeland	
  Security	
  APPG	
  reflects	
   the	
   corportate	
  view	
  of	
  The	
  
Chertoff	
  Group.	
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With	
  the	
  advent	
  of	
  the	
  new	
  coalition	
  government	
  the	
  United	
  Kingdom	
  (UK)	
  stands	
  at	
  
an	
  important	
  crossroad	
  in	
  terms	
  of	
  opportunities,	
  challenges	
  and	
  decisions	
  to	
  effect	
  
change	
   and	
   improvement	
   to	
   policies	
   for	
   national	
   and	
   homeland	
   security	
  
development.	
   	
   Some	
   changes	
   have	
   already	
   been	
   implemented,	
   new	
   structures	
  
activated	
  and	
  key	
  appointments	
  made.	
   	
  We	
  would	
   like	
   to	
   take	
   this	
  opportunity	
   to	
  
offer	
  some	
  thoughts	
  in	
  the	
  form	
  of	
  an	
  informal	
  comparison	
  between	
  elements	
  of	
  the	
  
national	
   and	
   homeland	
   security	
   strategy	
   in	
   the	
  US	
  with	
   those	
   in	
   the	
  UK	
  which	
  we	
  
hope	
  could	
  help	
  inform	
  Britain’s	
  new	
  administration.	
  
	
  
The	
   global	
   security	
   context	
   including	
   economic	
   development,	
   population	
   growth,	
  
climate	
   change,	
   aspects	
   of	
   globalisation	
   and	
   proliferation	
   provides	
   the	
   backdrop.	
  	
  
Specific	
   threats	
   and	
   dangers	
   encompass	
   international	
   terrorism	
   and	
   extremism,	
  
international	
   organised	
   crime,	
   major	
   fraud,	
   serious	
   crime,	
   volume	
   crime,	
   cyber	
  
crime,	
  piracy	
  and	
  disorder.	
  	
  Other	
  threats	
  include	
  those	
  posed	
  by	
  natural	
  and	
  man-­‐
made	
  disasters.	
  
	
  
The	
  emergence	
  of	
  an	
   increasingly	
  globalised	
  world	
  driven	
  by	
   technologically	
  based	
  
global	
   network	
   systems	
   and	
   the	
   fluidity	
   of	
   post	
   Cold-­‐War	
   travel	
   and	
   movement	
  
changed	
  our	
   security	
  environment.	
   	
   It	
  has	
  opened	
  up	
  a	
  world	
  of	
  opportunities	
  but	
  
also	
  vulnerabilities.	
  
	
  
Network-­‐based	
  interchanges	
  of	
  trade,	
  finance,	
  communications,	
  information,	
  people	
  
and	
  ideas	
  have	
  provided	
  the	
  platform	
  for	
  tremendous	
  opportunities	
  whilst	
  that	
  same	
  
interchange,	
   and	
   increasing	
   interdependencies,	
   have	
   heightened	
  our	
   awareness	
   of	
  
increasing	
   vulnerabilities	
   involving	
   energy	
   grids,	
   supplies	
   and	
   supply	
   chains,	
   cyber	
  
attacks,	
   illegal	
   immigration,	
   pandemics,	
   international	
   criminal	
   movements,	
  
proliferation	
  and	
  terrorism.	
  	
  The	
  very	
  nature	
  of	
  security	
  has	
  significantly	
  changed.	
  
	
  
In	
   terms	
   of	
   global	
   response	
   there	
   is	
   scope	
   for	
   further	
   strategic	
   development	
   at	
  
international,	
  national,	
   regional	
  and	
  local	
  levels.	
  	
  Even	
  when	
  strategy	
  is	
  presently	
  in	
  
place	
  there	
  is	
  some	
  lack	
  of	
  cohesion	
  between	
  tiers.	
  	
  A	
  world-­‐wide	
  problem	
  exists	
  in	
  
respect	
  of	
  incomplete	
  capacities	
  and	
  capabilities	
  in	
  many	
  locations.	
  	
  The	
  utilisation	
  of	
  
technology	
  by	
  terrorists	
  and	
  other	
  criminals	
  is	
  not	
  matched	
  universally	
  in	
  response.	
  	
  
Structural	
   arrangements,	
   command	
   and	
   control,	
   border	
   controls	
   and	
   defence	
   of	
  
energy	
  supplies	
  are	
  widespread	
  challenges.	
  
	
  
Vulnerabilities	
  include	
  ungoverned	
  spaces	
  especially	
  within	
  failing	
  states	
  and	
  lack	
  of	
  
coherent	
   counter	
  measures	
  where	
   they	
   are	
  most	
   needed.	
   	
   Persistently	
   vulnerable	
  
target	
  sets	
  are	
  transport,	
  crowded	
  places,	
  hospitality	
  venues,	
  key	
  events	
  and	
  critical	
  
national	
  infrastructure.	
  
	
  
Collectively	
  these	
  issues	
  represent	
  a	
  formidable	
  and	
  radical	
  requirement	
  for	
  cultural	
  
and	
  organisational	
  change.	
  
	
  
In	
   the	
   case	
   of	
   the	
   UK,	
   the	
   pace	
   of	
   debate	
   concerning	
   security	
   and	
   defence	
   has	
  
quickened	
   and	
   become	
   more	
   prominent,	
   especially	
   given	
   budgetary	
   constraints.	
  	
  
Prior	
  to	
  the	
  election	
  and	
  the	
  formation	
  of	
  a	
  coalition	
  government	
  the	
  Conservatives	
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published	
   an	
   important	
   policy	
   paper,	
   “A	
   Resilient	
   Nation:	
   National	
   Security	
   Green	
  
Paper”.	
   	
   This	
   set	
   out	
   a	
   significant	
   shift	
   change	
   in	
   the	
   UK	
   approach	
   to	
   national	
  
security.	
  
	
  
In	
   this	
   context	
   there	
   is	
   emerging	
   recognition	
   of	
   the	
   need	
   for	
   a	
   seamless	
   approach	
  
which	
   is	
   strategic,	
   politically	
   driven,	
   ideologically	
   and	
   ethically	
   based,	
   cross	
   border	
  
and	
  functions	
  across	
  government	
  departments.	
  
	
  
The	
   international	
   governmental	
   response	
   to	
   this	
   requirement	
   has	
   ranged	
   from	
  
inaction	
  through	
  gradualism	
  to	
  more	
  radical	
  approaches.	
  
	
  
The	
  US	
  experience	
  of	
  the	
  creation	
  of	
  a	
  Department	
  of	
  Homeland	
  Security	
  –	
  post	
  9/11	
  
–	
   may	
   not	
   be	
   directly	
   applicable	
   to	
   other	
   jurisdictions	
   in	
   terms	
   of	
   legal	
   and	
  
organisational	
  arrangements,	
  but	
  the	
  period	
  since	
  9/11	
  has	
  produced	
  a	
  great	
  deal	
  of	
  
valuable	
  experience	
  of	
  the	
  development	
  of	
  the	
  doctrine	
  and	
  operational	
  practice	
  of	
  
homeland	
  security	
  and	
  its	
  linkage	
  to	
  international	
  security.	
  	
  	
  
	
  
Given	
   the	
   very	
   close	
   linkages	
   between	
   UK	
   and	
   US	
   authorities	
   there	
   has	
   been	
   a	
  
continuous	
  productive	
  interchange	
  of	
  ideas.	
  
	
  
However,	
   the	
   current	
   UK	
   Strategic	
   Defence	
   and	
   Security	
   Review	
   provides	
   an	
  
extremely	
  valuable	
  opportunity	
  to	
  comprehensively	
  assess	
  whether	
  there	
  are	
  some	
  
aspects	
   of	
   the	
   US	
   experience	
   which	
   could	
   support	
   UK	
   developments	
   to	
   achieve	
  
further	
  coordination	
  of	
  a	
  more	
  streamlined	
  mechanism.	
  
	
  
The	
   exploitation	
   of	
   technology	
   for	
   pro-­‐active,	
   preventive	
   and	
   defensive	
   measures	
  
may	
  be	
  one	
  such	
  example.	
   	
  Another	
  could	
  be	
  the	
  significant	
  US	
  advances	
   in	
  public	
  
and	
  private	
  sector	
  cooperation	
  and	
  partnership	
  activities.	
  
	
  
Beyond	
   the	
   US	
   example	
   there	
   are	
   other	
   national	
   examples	
   of	
   valuable	
   learning	
  
especially	
  in	
  terms	
  of	
  resilience.	
  
	
  
The	
  UK	
  faces	
  many	
  of	
  the	
  same	
  national	
  security	
  challenges	
  as	
  the	
  US.	
   	
  Where	
  the	
  
differences	
   begin	
   to	
   emerge	
   though	
   is	
   around	
   the	
   lack	
   of	
   a	
   unified,	
   coordinated	
  
response	
  strategy	
  and	
   infrastructure,	
   including	
  technology	
  at	
  the	
  national,	
   regional	
  
and	
   local	
   levels	
   to	
  effectively	
  address	
   them.	
   	
  This	
   implies	
   security	
  vulnerabilities	
  at	
  
the	
  nation’s	
  transportation	
  portals,	
   routinely	
  crowded	
  places,	
  within	
  the	
  hospitality	
  
industry,	
  key	
  events	
  such	
  as	
  the	
  2012	
  Olympics	
  and	
  for	
  elements	
  of	
  CNI.	
  	
  There	
  are	
  
opportunities	
   for	
   the	
   new	
   coalition	
   government	
   to	
   exploit	
   these	
   vulnerabilities	
   in	
  
terms	
  of	
  public	
  policy	
  development.	
  
	
  
Fortunately	
   there	
   are	
   some	
   synergies	
   between	
   the	
  US	
   and	
   the	
  UK	
  with	
   respect	
   to	
  
these	
  opportunities.	
  	
  Looking	
  to	
  the	
  private	
  sector	
  for	
  services	
  will	
  be	
  an	
  area	
  for	
  the	
  
government	
  to	
  explore	
  with	
  many	
   large	
  corporations	
  focused	
  on	
  the	
  UK	
  homeland	
  
security,	
  intelligence	
  and	
  defence	
  sectors.	
  	
  Cyber	
  security	
  is	
  also	
  an	
  important	
  area	
  in	
  
the	
   UK	
  with	
  multiple	
   opportunities	
   for	
   the	
   public	
   sector	
   to	
   enhance	
   engagement.	
  	
  
Airport	
   screening	
   technology	
   applications	
   as	
   well	
   as	
   land	
   and	
   maritime	
   border	
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security	
   and	
   surveillance	
   solutions	
   should	
   also	
   be	
   a	
   focus.	
   	
   Building	
   integrated	
  
command	
  and	
  control	
  capabilities	
  at	
  the	
  national,	
  regional	
  and	
  local	
  level	
  should	
  also	
  
continue	
  to	
  be	
  a	
  priority.	
  
	
  
Other	
  areas	
  will	
  provide	
  new	
  opportunities	
  for	
  the	
  administration	
  to	
  make	
  additional	
  
improvements	
   in	
   homeland	
   security.	
   	
   For	
   example,	
   government	
   engagement	
   in	
  
auditing	
   existing	
   mechanisms	
   for	
   delivering	
   national	
   and	
   homeland	
   security	
  
assurances	
  and	
   investing	
   in	
  expanding	
  others	
  should	
  be	
  a	
  significant	
  aim.	
   	
  Another	
  
area	
   will	
   be	
   in	
   helping	
   to	
   foster	
   vehicles	
   to	
   commercialise	
   new	
   technologies	
   that	
  
address	
   identified	
   gaps	
   in	
   national	
   and	
   homeland	
   security;	
   there	
   is	
   not	
   the	
   same	
  
national	
   laboratory	
  network	
   in	
  the	
  UK	
  that	
  exists	
   in	
  the	
  US,	
  and	
  nor	
   is	
   there	
  a	
  well	
  
developed	
   early	
   stage	
   Venture	
   Capital	
   investment	
   community.	
   	
   This	
   should	
   be	
   an	
  
area	
  of	
  exploration	
  and	
  development	
  within	
  the	
  UK.	
  
	
  
Generally	
   speaking	
   though	
   the	
   changes	
   in	
   approach	
   to	
   national	
   and	
   homeland	
  
security	
  policy	
  that	
  are	
  now	
  being	
  proposed,	
  debated	
  and	
  explored	
  by	
  the	
  coalition	
  
government	
  in	
  the	
  UK	
  are	
  very	
  similar	
  to	
  the	
  changes	
  that	
  continue	
  to	
  be	
  improved	
  
upon	
   and	
   refined	
   in	
   the	
   light	
   of	
   US	
   experience	
   since	
   the	
   events	
   of	
   9/11.	
   	
   For	
  
example,	
   the	
   formation	
   of	
   a	
   Homeland	
   Security	
   Council	
   type	
   organisation	
   to	
   sit	
  
under	
   a	
   National	
   Security	
   Council	
   which	
   will	
   be	
   responsible	
   for	
   developing	
   and	
  
executing	
  a	
  unified,	
  coordinated	
  National	
  Security	
  Strategy;	
  	
  the	
  establishment	
  of	
  a	
  
dedicated	
   civilian	
   response	
   capability	
  with	
   the	
  UK	
  military	
   to	
   address	
   national	
   and	
  
man-­‐made	
   emergencies	
   and	
   disasters;	
   	
   a	
   strengthening	
   of	
   a	
   centralised	
   national	
  
cyber	
   security	
   analysis	
   and	
   response	
   capability;	
   	
   a	
   Strategic	
   Defence	
   and	
   Security	
  
Review	
  to	
  adequately	
  address	
  current	
  threats	
  and	
  conflicts.	
  	
  These	
  are	
  but	
  a	
  few	
  of	
  
the	
   most	
   significant	
   architectural	
   and	
   policy	
   elements	
   that	
   should	
   continue	
   to	
   be	
  
explored.	
  
	
  
Without	
   detracting	
   from	
   the	
   foregoing,	
   it	
   is	
   a	
   regrettable	
   reality	
   that	
   the	
   need	
   to	
  
make	
   changes	
   at	
   a	
   rate	
   commensurate	
  with	
   the	
   threat	
   occurs	
   at	
   a	
   time	
   of	
   public	
  
expenditure	
  constraint.	
  	
  However,	
  the	
  requirement	
  for	
  development	
  and	
  application	
  
of	
  new	
  and	
   revised	
  effective	
  public	
  policies	
   for	
   strengthening	
  homeland	
   security	
   is	
  
clear	
  cut.	
  
	
  
Our	
  recommendation	
  is	
  that	
  opportunities	
  exist	
  to:	
  
	
  

1) Further	
   explore	
   international	
   engagement	
   and	
   to	
  maximise	
   the	
   benefits	
   of	
  
experience	
  elsewhere	
  in	
  the	
  world;	
  

	
  
2) Build	
   upon	
   the	
   recent	
   structural	
   and	
   organisational	
   developments	
   in	
   UK	
  

security	
  policy;	
  
	
  

3) Optimise	
  the	
  application	
  of	
  technology	
  to	
  public	
  defence;	
  
	
  

4) Pursue	
   a	
   step	
   change	
   in	
   the	
   roles	
   that	
   the	
   public	
   and	
   private	
   sectors	
   can	
  
collectively	
   perform	
   in	
   technological	
   development,	
   service	
   provision	
   and	
  
cooperative	
  public/private	
  security	
  activities;	
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5) Strengthen	
   the	
  national	
  and	
   local	
   tiers	
   of	
   security	
  efforts	
   to	
  ensure	
  greater	
  

public	
  engagement.	
  	
  
	
  
	
  

Written	
  Evidence	
  Submitted	
  by	
  Colin	
  Stanbridge,	
  Chief	
  Executive,	
  
London	
  Chamber	
  of	
  Commerce	
  
	
  
	
  
Contingency	
  planning	
  for	
  small	
  firms	
  
	
  
Contingency	
   planning	
   has	
   been	
   on	
   the	
   London	
   Chamber	
   of	
   Commerce	
   agenda	
   for	
  
many	
  years	
  and,	
  as	
  ever,	
  we	
  get	
  our	
   intelligence	
  on	
   important	
  business	
   topics	
   like	
  
this	
   from	
   our	
   members,	
   the	
   capital’s	
   businesses.	
   The	
   message	
   we	
   have	
   been	
  
receiving	
  is	
  not	
  a	
  reassuring	
  one	
  and	
  can	
  be	
  summed	
  up	
  in	
  one	
  statistic.	
  
	
  
A	
  year	
  after	
  the	
  London	
  bombings	
  of	
  7	
  July	
  2005	
  the	
  Chamber	
  compiled	
  a	
  report	
  on	
  
the	
  economic	
  effects	
  of	
  the	
  terrorist	
  attack,	
  one	
  year	
  on.	
  In	
  answer	
  to	
  the	
  question:	
  
Does	
  your	
  business	
  have	
  a	
  contingency	
  plan?	
  41%	
  -­‐	
  less	
  than	
  half	
  –	
  replied	
  that	
  they	
  
had.	
  Not	
  good	
  news.	
  Even	
  worse	
  though	
  was	
  the	
  fact	
  that	
  this	
  figure	
  was	
  5%	
  down	
  
on	
  the	
  response	
  to	
  the	
  same	
  question	
  before	
  the	
  bombings!	
  	
  
	
  
London	
  Chamber	
  of	
  Commerce	
  membership	
  matches	
   the	
  business	
  demographic	
  of	
  
London	
   which	
   means	
   that	
   small	
   firms	
   make	
   up	
   a	
   significant	
   part	
   of	
   our	
   survey	
  
population.	
  The	
  same	
  companies	
  of	
  course	
  are	
  the	
  lifeblood	
  of	
  London	
  business.	
  The	
  
City,	
   primarily	
   known	
   for	
   its	
   big,	
   global	
   names	
   is	
   in	
   reality	
   also	
   a	
  warren	
   of	
   small	
  
businesses.	
  Roughly	
  86%	
  of	
  businesses	
  in	
  the	
  Capita	
  employ	
  fewer	
  than	
  ten	
  people.	
  
	
  
The	
   nightmare	
   scenario	
   is	
   easy	
   to	
   envisage.	
  Disaster	
   strikes.	
   The	
   big	
   firms	
   roll	
   out	
  
their	
   well-­‐conceived,	
   well-­‐coordinated,	
   rehearsed	
   plans.	
   Their	
   staff	
   respond	
  
immaculately.	
  Then	
  they	
  look	
  out	
  of	
  the	
  window	
  and	
  see	
  the	
  chaos…people	
  running	
  
to	
  the	
  tube	
  and	
  train	
  termini,	
  desperate	
  to	
  get	
  home	
  to	
  family	
  and	
  friends…and	
  they	
  
will	
  ask	
  themselves.	
  “What	
  am	
  I	
  doing	
  here?”	
  The	
  potential	
   for	
  a	
  highly	
  dangerous	
  
situation	
  is	
  enormous.	
  
Like	
  many	
  I	
  am	
  aware	
  that	
  there	
  is	
  a	
  huge	
  amount	
  of	
  information	
  available	
  from	
  the	
  
likes	
  of	
  London	
  Resilience,	
  London	
  Councils	
  and,	
  of	
  course,	
  the	
  London	
  Chamber	
  of	
  
Commerce.	
   	
   There	
   are	
   conferences	
   and	
   seminars	
   -­‐	
  many	
   of	
   which	
   are	
   free	
   –	
   and	
  
templates	
   galore	
   to	
   download.	
   So	
   surely	
   there	
   is	
   no	
   excuse	
   for	
   not	
   having	
   a	
  
contingency	
  plan,	
  whatever	
  your	
  size	
  of	
  business.	
  	
  
	
  
Absolutely	
  true,	
  one	
  would	
  have	
  thought.	
  But	
  that	
  response	
  is	
  to	
  misunderstand	
  the	
  
nature	
   of	
   small	
   businesses.	
   When	
   we	
   received	
   the	
   figures	
   a	
   year	
   on	
   from	
   the	
  
bombings,	
   I	
   could	
   not	
   understand	
   how	
   it	
   could	
   be	
   possible	
   that	
   small	
   firms	
  were	
  
ignoring	
   such	
   a	
   violent	
  wake-­‐up	
   call.	
   So	
   I	
   asked	
   them	
  and	
   the	
   answer	
  was,	
   yes	
   of	
  
course	
  they	
  understood	
  the	
  threats	
  of	
  bombs,	
  floods	
  or	
  any	
  other	
  potential	
  disaster.	
  
But	
  cash-­‐flow,	
  late	
  payments,	
  slow	
  orders	
  and	
  a	
  host	
  of	
  other	
  day-­‐to-­‐day,	
  week-­‐to	
  –
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week	
   issues	
   were	
   even	
   more	
   threatening	
   and	
   real.	
   The	
   truth	
   is	
   that	
   large	
   scale	
  
disasters	
  were	
  by	
  definition	
  out	
  of	
  their	
  control	
  and	
  therefore	
  they	
  did	
  not	
  have	
  the	
  
time,	
   dealing	
   with	
   all	
   the	
   other	
   more	
   immediate	
   problems,	
   to	
   spend	
   drawing	
   up	
  
contingency	
  plans,	
  never	
  mind	
  rehearsing	
  them	
  with	
  their	
  staff!	
  	
  
	
  
And	
   that	
   I	
   think	
  goes	
   to	
   the	
  heart	
  of	
   the	
  matter.	
  Whereas	
   contingency	
  planning	
   is	
  
now	
  a	
  worthwhile	
  career	
  path	
  in	
  large	
  companies	
  and	
  may	
  help	
  you	
  rapidly	
  scale	
  the	
  
senior	
  management	
   ladder,	
   it	
   is	
   very	
   hard,	
   for	
   equally	
   understandable	
   reasons,	
   to	
  
get	
   contingency	
   planning	
   anywhere	
   near	
   the	
   top	
   of	
   a	
   small	
   company’s	
   agenda,	
   a	
  
small	
  company	
  struggling	
  to	
  survive	
  any	
  number	
  of	
  lethal	
  threats	
  to	
  their	
  business.	
  
	
  
How	
  do	
  we	
  change	
  the	
  situation?	
  Putting	
  up	
  more	
  websites	
  will	
  not	
  work.	
  We	
  need	
  
more	
  actions	
   like	
  those	
  being	
  used	
  by	
  one	
  central	
  London	
  borough	
  which	
  has	
  used	
  
its	
   system	
   of	
   caretakers	
   or	
   wardens	
   –	
   people	
  who	
   know	
   the	
   local	
   companies	
   and	
  
business	
  community	
  -­‐	
  to	
  get	
  the	
  message	
  across.	
  	
  
	
  
We	
   also	
   need	
   to	
   work	
   on	
   incentives.	
   There	
   is	
   one	
   sure	
   and	
   swift	
   way	
   to	
   get	
   the	
  
attention	
  of	
  an	
  SME	
  –	
  make	
  it	
  worthwhile	
  from	
  a	
  business	
  point	
  of	
  view-­‐	
  something	
  
that	
   has	
   a	
   positive	
   effect	
   on	
   the	
   bottom	
   line.	
   And	
   the	
   incentivisation	
   needs	
   to	
   be	
  
done	
  on	
  a	
  national	
  basis	
   if	
  we	
  are	
   serious	
  about	
  motivating	
   the	
  SMEs	
   to	
   take	
   real	
  
action.	
  
	
  
We	
   have	
   considered	
   specific	
   ideas	
   such	
   as,	
   for	
   example,	
   an	
   insurance	
   premium	
  
discount	
  in	
  return	
  for	
  a	
  kite	
  marked	
  continuity	
  plan.	
  However	
  I	
  now	
  believe	
  that	
  ad	
  
hoc	
   schemes	
  are	
  of	
  no	
   real	
  use.	
  This	
   is	
   an	
   issue	
  of	
  national	
   importance	
   that	
   is	
  not	
  
going	
  to	
  go	
  away.	
  We	
  need	
  a	
  national	
  scheme	
  that	
  could	
  bring	
  firms	
  of	
  a	
  certain	
  size	
  
-­‐	
  under	
  ten	
  employees	
  for	
  example	
  -­‐	
  a	
  tax	
  break	
  or	
  a	
  reduction	
  in	
  national	
  insurance.	
  
That	
  would	
  show	
  that	
  the	
  government	
  meant	
  business	
  and	
  would,	
  I	
  believe,	
  get	
  the	
  
support	
  of	
  my	
  members	
  and	
  other	
  companies.	
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Appendix	
  C	
  	
  

List	
  of	
  Witnesses	
  

Oral	
  Evidence	
  

Printed	
  in	
  Appendix	
  A:	
  

Professor	
  Chris	
  Bellamy	
  -­‐	
  former	
  Head	
  of	
  Security	
  and	
  Resilience	
  Group,	
  Department	
  of	
  

Applied	
  Social	
  Science,	
  Cranfield	
  University	
  

Professor	
  Anthony	
  Glees	
  -­‐	
  Professor	
  of	
  Politics	
  and	
  Director	
  of	
  the	
  Buckingham	
  Centre	
  for	
  

Security	
  and	
  Intelligence	
  Studies	
  (BUCSIS)	
  

Mr	
  Mike	
  Granatt	
  CB	
  -­‐	
  former	
  Head	
  of	
  the	
  Civil	
  Contingencies	
  Secretariat	
  (CCS)	
  and	
  former	
  

Director-­‐General	
  of	
  the	
  Government	
  Information	
  and	
  Communication	
  Service	
  

Mr	
  John	
  Howe	
  CB	
  OBE	
  -­‐	
  Chairman	
  of	
  the	
  Resilience	
  and	
  Security	
  Industry	
  Suppliers’	
  

Community	
  (RISC)	
  

Dr	
  Jamie	
  MacIntosh	
  -­‐	
  Chief	
  of	
  Research	
  and	
  Assessment	
  (CRA)	
  at	
  the	
  UK	
  Defence	
  Academy	
  

Sir	
  David	
  Omand	
  -­‐	
  Permanent	
  Secretary	
  and	
  Security	
  Intelligence	
  Co-­‐ordinator,	
  Cabinet	
  

Office,	
  2002-­‐2005	
  

Dr	
  Helen	
  Peck	
  -­‐	
  Senior	
  Lecturer,	
  Commercial	
  and	
  Supply	
  Chain	
  Risk,	
  Department	
  of	
  Applied	
  

Science,	
  Security	
  and	
  Resilience,	
  Cranfield	
  University	
  

Mr	
  Hugo	
  Rosemont	
  -­‐	
  Policy	
  Adviser	
  (Security	
  and	
  Resilience)	
  to	
  the	
  ADS	
  Group	
  

Mr	
  Robert	
  Whalley	
  CB	
  -­‐	
  Senior	
  Fellow,	
  the	
  International	
  Institute	
  for	
  Strategic	
  Studies	
  (IISS)	
  
and	
  former	
  Director	
  for	
  Counter	
  Terrorism	
  and	
  Intelligence	
  

	
  
Not	
  Printed:	
  
	
  
Cabinet	
  Office	
  
	
  
Dr	
  Paul	
  Cornish,	
  Head,	
  International	
  Security	
  Programme	
  and	
  Carrington	
  Professor	
  of	
  
International	
  Security,	
  Chatham	
  House	
  (The	
  Royal	
  Institute	
  of	
  International	
  Affairs)	
  
	
  
Professor	
  Frank	
  Gregory,	
  Professor	
  of	
  Politics	
  and	
  International	
  Relations	
  and	
  Chair	
  in	
  
European	
  Political	
  Integration,	
  Southampton	
  University	
  
	
  
Home	
  Office	
  (Office	
  for	
  Security	
  and	
  Counter-­‐Terrorism)	
  
	
  
Mr	
  Shiraz	
  Maher,	
  Senior	
  Research	
  Fellow,	
  The	
  International	
  Centre	
  for	
  the	
  Study	
  of	
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Radicalisation,	
  King’s	
  College	
  London	
  
	
  
Mr	
  Robin	
  Simcox,	
  Research	
  Fellow,	
  The	
  Centre	
  for	
  Social	
  Cohesion	
  

	
  

Written	
  Evidence	
  

Printed	
  in	
  Appendix	
  B:	
  

Dr	
  Tobias	
  Feakin	
  -­‐	
  Director	
  of	
  National	
  Security	
  and	
  Resilience	
  department,	
  Royal	
  United	
  

Services	
  Institute	
  for	
  Defence	
  and	
  Security	
  Studies	
  (RUSI)	
  

Mr	
  Colin	
  Stanbridge	
  –	
  Chief	
  Executive	
  of	
  the	
  London	
  Chamber	
  of	
  Commerce	
  

The	
  Chertoff	
  Group	
  –	
  	
  A	
  security	
  and	
  risk	
  management	
  advisory	
  firm	
  led	
  by	
  the	
  former	
  U.S.	
  

Secretary	
  of	
  Homeland	
  Security	
  Michael	
  Chertoff	
  

	
  

Not	
  Printed:	
  
	
  

Professor	
   Frank	
   Gregory,	
   Professor	
   of	
   Politics	
   and	
   International	
   Relations	
   and	
   Chair	
   in	
  
European	
  Political	
  Integration,	
  Southampton	
  University	
  
	
  

Institute	
  for	
  Public	
  Policy	
  Research	
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Information	
  on	
  the	
  All-­‐Party	
  Parliamentary	
  Group	
  on	
  
Homeland	
  Security	
  

	
  

List	
  of	
  Members	
  

APPG	
  Officers	
  

Chair:	
  The	
  Hon	
  Bernard	
  Jenkin	
  MP	
  

Vice-­‐Chair:	
  The	
  Baron	
  Moonie	
  of	
  Bennochy	
  

Treasurer:	
  The	
  Baron	
  Harris	
  of	
  Haringey	
  

Secretary:	
  Mark	
  Pritchard	
  MP	
  

	
  

Members	
  of	
  the	
  APPG	
  by	
  party	
  affiliation:	
  

	
  
CONSERVATIVE	
  

Dan	
  Byles	
  MP	
  

Nigel	
  Evans	
  MP	
  

James	
  Gray	
  MP	
  

Robert	
  Halfon	
  MP	
  

The	
  Hon	
  Bernard	
  Jenkin	
  MP	
  

Dr	
  Julian	
  Lewis	
  MP	
  

Mark	
  Pritchard	
  MP	
  

	
  

LABOUR	
  

The	
  Rt	
  Hon	
  Bon	
  Ainsworth	
  MP	
  

The	
  Rt	
  Hon	
  George	
  Howarth	
  MP	
  

The	
  Baroness	
  Gibson	
  of	
  Market	
  Rasen	
  

The	
  Baron	
  Gilbert	
  of	
  Dudley	
  

The	
  Baron	
  Harris	
  of	
  Haringey	
  

The	
  Baron	
  Kinnock	
  of	
  Bedwellty	
  

The	
  Baron	
  Moonie	
  of	
  Bennochy	
  

The	
  Baron	
  Macdonald	
  of	
  Tradeston	
  

Yasmin	
  Querishi	
  MP	
  

The	
  Baron	
  Reid	
  of	
  Cardowan	
  

Gisela	
  Stuart	
  MP	
  

	
  

LIBERAL	
  DEMOCRAT	
  

John	
  Hemming	
  MP	
  

The	
  Baron	
  Jones	
  of	
  Cheltenham	
  	
  

The	
  Baroness	
  Nicholson	
  of	
  Winterbournes	
  

	
  

CROSSBENCH	
  

The	
  Baron	
  Dear	
  of	
  Willersey	
  
	
  
ADVISORY	
  BOARD	
  	
  

Sir	
  David	
  Omand	
  GCB	
  

The	
  Hon	
  Michael	
  Chertoff
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CONTACT	
  DETAILS	
  
	
  	
  
The	
  All-­‐Party	
  Parliamentary	
  Group	
  on	
  Homeland	
  Security	
  can	
  be	
  contacted	
  through	
  its	
  
Secretariat:	
  The	
  Henry	
  Jackson	
  Society.	
  	
  To	
  discuss	
  any	
  aspect	
  of	
  its	
  work,	
  please	
  email	
  Mr	
  Davis	
  
Lewin	
  at	
  davis.lewin@homeland-­‐security.org.uk	
  or	
  telephone:	
  +44	
  207	
  340	
  4520.	
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